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DAY 1 - Java a Web

* Java

* HelloWorld

* Sprava pameéti
* Servlety, JSP
* Tomcat

* Ostatni

» Cviceni



Co je Java ?

http://java.sun.com
* Programovaci jazyk (1995)
* Objektove orientovany
- Zapouzdreni dat, metody, dédicnosti

* Interpretovany (bytecode) - JVM

- Pomalejsi start - JIT, HotSpot
- Garbage Collector - Compact, MarkSweep

 JSR vs RFC, IETF vs JCP

e Otevrena cCast kddu do open source (2007)
- Sun Java, IBM Java, Open]DK, Kaffe, ...

Pavel Herout: UCebnice Jazyka Java
- ISBN 80-7232-115-3



Co je Java ?
* Platforma na které se shodl *nix/Windows/mobile/...

 Prenositelnost

- J2SE - PC
- J2ME - Telefony a ostatni embedy
- J2EE - Rozsahlé podnikové aplikace (Corba, ...)

 JVVM - Java Virtual Machine

* Emulace - QEMU, VirtualPC

* Nativni - Vmware, Xen
 Paravirtualizace - Xen, LDOM
* Os - Vserver, OpenV/Z, Jails

« Aplikacni - JVM, Citrix



Platforma Java

~ - —_—

BRI
RO e

Java Technology

Enabled Devices Java Technology

Enabled Desktop High-End

Server

Micro g
"\




* http://java.sun.com/javase/6/docs/
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Co Java neni ...

* Systémovy nastroj

« Samospasitelna a vsemohouci
» Jednoducha

* Jenom ke vzteku

* JavaScript (ECMA-262)

* \/Se je podobné jako kdysi, ale véci se
jmenuji jinak, proto dochazi ke zmateni
administratoru ...



JDK vs JRE

* Java Development Kit

- java interpret

- javac kompilator

- keytool spravce kli¢u a certifikatu
- JpS vypis procesu

- jstat vypis stavu procesu

- jconsole monitor

- jhat heap analyzer

- Jmap memory analyzer

- jvisualvm 7?77
* cacerts (viz dale)
 $JAVA_HOME, classpath, -server/-client



Hello World

Helloworld {
main(String[] args)

System.out.printin(

* Jmeéno zdroje musi respektovat jméno tridy

* Pri spousténi se nepise jméno souboru ale tridy

* $ vim HelloWorld.java
* $ javac HelloWorld.java
* $ java HelloWorld



HelloWorld2

Helloworld2 { e Pri spouétém’

main(String[] args) {
Pozdrav pozdrav = new Pozdrav(

pozdrav.print(); ; reSpe ktOvat
packaging (test)

}

Pozdrav { .
String text; ° Jar

Pozdrav(String pozdrav) {
text = pozdrav;

string getText() { |-- Helloworld.class
return text; |-- Helloworld.java
-- test

print() { |-- Helloworld2.class

System.out.printin(getText()); |__ Helloworld?2 java

-- Pozdrav.class

* $ javac test/HelloWorld2.java
* $ java test.HelloWorld2



Jad - Java Decompiler

* HelloWorld2.java - zdrojovy kod
* HelloWorld2.class — bytecode

* Problematické programy lze reversovat

 http://www.varaneckas.com/jad



Sprava pameti

« Z hlediska provozu je sprava paméti dulezity aspekt

* Programator se nestard o pameét ale o objekty, to v kone¢ném
0 7 » V 4
dusledku ale neznamena nic noveho

- Misto OS se o pamét starg JVM
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Sprava pameéti - Stack

e Stack

e Kazdé vlakno vlastni zasobnik

- Kazdé volani metody jeden frame

* Parametry
* Lokalni proménné

e -XSSn



Sprava pameéti - Heap

 Know Your Worst Friend, the Garbage Collector

* http://java.sys-con.com/node/84695/print
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s Vv,
Sprava pameti - Heap
* Garbage Collector
 Copy, MarkSweep, ...
 GC ma primy vliv na vykon
* JVM musi zastavovat nebo minimalné brzdit
- IBM GC e 5098 oo e s o g 20 Gcommend

[“Overview |(Memory | Threads | Classes [ VM Summary | MBeans |
- Paralell GC e — o
- ConcMarkSweepGC
- Existuje mnoho o
parametri —
kazde JRE jinak

Time: 2008-12-13 15:22:50

1 minute on MarkSweepCompact (271 collections)

Used: 178,872 khytes
Comunitted: 188,272 kbytes 7ERE ==
’ Max: 780,416 ¥oytes 50% --
(] J a Va n e S I‘ r l I SW a p Ova t I GC time: 55.414 seconds on Copy (15,272 collections) o
. . -
0% --




Rizeni spravy pameti

* http://java.sun.com/docs/hotspot/gc5.0/gc_tuning_5.html
 $JAVA_OPTS

e -Xms - pocatecni heap
¢ -Xmx — maximalni heap
- unix x86_32 - max 1.7GB

 -verbose:gc
e -XX:+PrintGCDateStamps
¢ -XX:+PrintGCDetails
 Sun: -Xloggc:${BASE}/logs/gc_log.log
- IBM: -Xverbosegclog:${BASE}/logs/gc_log.log

Vystup GC se lisi od verze k verzi, od vyrobce k vyrobci



Zobrazeni GC

GCViewer

* hxxp://www.tagtraum.com/gcviewer-download.htmi
Munin

* hxxp://munin.projects.linpro.no

GC Analyzer

* hxxp://www.alphaworks.ibm.com/tech/pmat

Pozor na praci s $JAVA_OPTS v rc skriptech, aby
nedochazelo ke ztrate gc logu pri vypinani sluzby.
Nutno osetrit ...



HeapDump

« Kdyz nastavaji problemy musi se ke slovu dostat
vyvojar a heapdump

* $ jmap -dump:file=soubor
* jhat
* $ export IBM_HEAPDUMP=true
* kill -SIGQUIT <PID> ——

*  hxxp://www.alphaworks.ibm.com/tech/heap| e reme
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Java a Web

» Sprava pameéti se tyka jakeéhokoliv
javovskeého programu (i appletu)

« Ale vratme se zpét na cestu od Javy k
webu (DAY 1 - tomcat)
 Pro vytvareni webU ma Java 2 zakladni propriety

- Servlety
- JSP



Class MyServlet e

1auax serviet. o

eXtendS javax.servlet. http o
HttpServlet {

Hellowor 1dexample HttpServlet {
doGet (HttpservletRequest request,
weba ppS/SerV|Et‘ HttpServletResponse response)
. IOEXception, Serv]etException
examples/HelloWorld..java
ResourceBundle rb =
v . , ResourceBundle. getBund]e{ ,request.getLocale());
NeCO Jako Stara CGI response. setcontentType( ;
PrintwWwriter out = response. getur1terk},
out. printin( )i
out. printin ;
string title = rb.getstring( );
out.printing + title + )
out. printIn( )i
out. printin( 3
bl‘l‘l‘
out.printing 3
out. printin( -
);
out. printin( JH
out. printin( +
);
out. printin( + title + ;
out.printin( 3
out. printin( )i




4 page = =
<jsp:useBean = = =
:] EE; I - t@bWE.ErDcessReqUESt{reqUESt};
_ if (table.getProcesserror() == )1
<!-— html table goes here --
T OCh <CENTER:=
r <TABLE - - =
// u - TR =
- A( <TD - = A = = prev <=/Ax:
_]éa () <TD = = Calendar:<%= table.getDate() %=</TD=
=TD = <A = > NexXt </ A>
PHP” B
</ TABLE>
<! -— the main table --=
<TABLE = = = =
. TR o
<TH> Time </TH=
<TH> Appointment <=/TH=
= TR o
- I-:l::l Rr'r' = —
- for( i="; i<table.getentries().getRows(); i++) {
cal.Entry entr = table.getentries().getentry(i);
= TR e
= TE_'.:;.
<A = entr. getHour =
<%= entr.getHour () %> </A
=/ TD> _
=TD IR= Iertr.ge;co]orjﬁ o . .
<% out.print(util.HTMLFilter.filter (entr.getDescription()));
TD=
TR
¥
FORM:



—— META-IN3
' —— MANIFEST.MF
-— WEB-INF_

WebOVé aplikace ] LJ'r ain-urlfilter. txt

parse-plugins. dtd

V J a Ve E_—TE;_I‘EHEJ ugins. xml
LA L 3

-- Ccreativecommons
-— Creativecommons. jar

"—— plugin. xml

° SerVIth "—— urlnormalizer-regex
| -- p1|_|1g'|r1 n[i1
‘—— urlnormalizer-regex. jar
 JSP - Tib -
-- apac h-_-—_1|__||1r"—-:|:|n mon-1.3.0. jar
v vev 7 o s -— commons-logging-1.0.4. ja"
* Pred spoustenim se kompiluji do cache —— hadoop-0. 1%31_3.—.@ jar
-- log4j-1.2.15. jar
- Zde jsou lvi -- nutch-1.0. jar

"—— web. xm]l
anchors. jsp

cached. _|:..I
cluster. jsp
explain. Jsp

* WAR paCkaging = le 12 about. htm

-- help hjtrr'l
-- include
« web.xml "—-— header. htm1
—— search. htmT
* deployment descriptor mg .
Filt ( . ) -= 1_|'a'-.-'|-::|:|r1.'|-::|:|
— rFneer (mappin -— lang
PPINg - - I:arat:riglz.png
_ i -- brazil.png
Servlet (mappmg) - - tj|_11g:|ar"'iar1.pr1g
. . -— Catala.p
- Security-constrainsts —- ﬁqa‘;‘u“ﬂﬂg

include

 WEB-INF..., META-INF |  htm]

—- 1t11u htm1
index. jsp




ant

* Uz to neni jenom jedna trida

* Ant je tak trochu make
- build.xml (Makefile)
e Maven, Maven2



Tomcat — web container

* hxxp://tomcat.apache.org % M“EApache
P g

Software Foundation
http://www.apache.org/

 Apache Tomcat is an open source software implementation of
the Java Servlet and JavaServer Pages technologies.

* \V podstateé webserver ...

* weboveé aplikace (WAR)

- Servlety
- JSP
* navic aplikacim nekteré J2EE sluzby
- AAA
- JDBC, JNDI



Tomcat webcontainer

tomcat

webapp1 g DB
8080 http

webapp2

: deployer
8009 ajp
| DB2

8443 https

ClassLoader

e
W ROOT.war

default servlet

8005 shutdown

/" Realms + AAA
( security
\\fnanager userDB

W

tomcat-users.xml

(‘/

[,

RDBMS




-— bin rc skripty
|-- catalina.sh tomcat je ve skutecnosti catalina
| -— shutdown.sh
I—— startup.sh
-— common knihovny sdilene serverem i aplikacemi
|-- classes
-- 1ib
| -- commons-el.jar

Tomcat
file tree

-- conf nastaveni serveru
|-- Catalina
| -- localhost nastaveni aplikaci (aplikacni kontexty ...)
|-— catalina.policy javal security

| -- catalina.properties
| -- logging.properties

|-- server.xm] hlavni conf (aka httpd.conf)
| -- tomcat-users.xm] databaze uzivatelu
1—— web . xm] nastaveni defaultnich handleru (aka httpd.conf)
-- logs
-- server knihovny a moduly serveru
| -- classes
| | -- catalina-ant-jmx. jar
| | -- tomcat-coyote. jar
I | -- tomcat-http. jar
"-- webapps
| -- host-manager "systemove aplikace”
-— manager
-- shared knihovny sdilene aplikacemi
|-- classes
-- 1ib
-— temp
-- webapps adresar aplikaci (aka var/www)
| -— ROOT appl
| | -— WEB-INF
| | -- favicon.ico
| |-- index. jsp
| -- tomcat.gif
| -— jsp-examples app?l
| | -- WEB-INF
I |-- cal

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
I |-— 1ib
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

N-- work o cache (zde jsou lvi :)



Tomcat — conf

« Nastaveni conf/server.xml
 Shutdown port

e Konektory - sitovani
- Keystore - klice ssl konektoru

- Address - neni potreba default, ale ...
- ThreadPool

 Logovani poZzadavku
* Cluster .. NotThisTime



Tomcat - internals

« Deployer — zavedeni aplikaci do kontejneru

Reload WEB-INF/web.xml

 ClasslLoader - zavadeni knihoven

 Parent first vs child first
* Dynamicky linker

hxxp://tomcat.apache.org/tomcat-5.5-doc/class-loader-howto.html

« Cache

* Zde jsou lvi

&



Tomcat - ostatni

JDBC - DB zdroje (resources)
Realms + AAA - zakladni zabezpeceni pristupu

conf/Catalina/localhost/<appContext>.xml, conf/context.xml, conf/tomcat-
users.xml

Default Servlet

» staticky obsah

e Listingy

 Welcome-page (DirIndex....)

conf/web.xml

ROOT.war - defaultni aplikace na kontextu /



Tomcat - instalace

wget, yum install, apt-get install

Kontrola webapps, server/webapps

conf/server.xml, conf/web.xml, conf/tomcat-users.xml

« Konektory, logovani, shutdown port/heslo

* Listingy, Mime, welcome-page

* AAA Realmy (podle kontextu Engine, Host, (app) Context)
ROOT(.war), manager, ...

« Upravy deployment descriptord (security-constraints)

rc skripty

« JAVA_HOME, JAVA_OPTS, ...

* verbose:gc

fixperms.sh



Tomcat - manager

* Tomcat manager

* Webovy interface
- html - prohlizecem
- http - programové

* hxxp://localhost:8080/manager/list
* hxxp://localhost:8080/manager/reload?path=/examples

* V praxi se pouziva spise primy pristup na disk a
v 7 . (o)
rucni konfigurace souboru

« V defaultu je manager vypnuty (a to je dobre)



J2EE (Web) Security

Deklarativni bezpecnost

* Problémy napric kodem (sec, trans, ..) jsou aspekty.
Nekdy je ,resi” kontejner - AOP

 web.xml - Security constraints

<security-constraint>
<web-resource-collection>
<web-resource-name>HtmlAdaptor</web-resource-name>
<url-pattern>/*</url-pattern>
<http-method>GET</http-method>
<http-method>POST</http-method>
</web-resource-collection>
<auth-constraint>
<role-name>J]BossAdmin</role-name>
</auth-constraint>
<user-data-constraint>
<description>we need whole access to JMX console over SSL/TLS</description>
<transport-guarantee>CONFIDENTAL</transport-guarantee>
</user-data-constraint>
</security-constraint>
<login-config>
<auth-method>BASIC</auth-method>
<realm-name>J]Boss JMX Console</realm-name>
</login-config>



SSL, keystore, .jks

* Java umi SSL, klice a certifikaty uklada v .JKS

« \ytvoreni

$ keytool -genkey —-alias $NAME -keyalg RSA -sigalg SHAIwithRSA -keysize 2048 \
-keystore S$NAME.jks -validity SVAL \
—dname "CN=SHOSTNAME, OU=PKI, 0O=SORG, L=Pilsen, ST=Czech Republic, C=Cz"

$ keytool -list -v -keystore SNAME

* Prevod JKS > #PKCS12

$ keytool -importkeystore -srckeystore SNAME.jks -destkeystore
SNAME .pl2 -srcstoretype JKS -deststoretype PKCS12 -srcalias $NAME
—~destalias S$SNAME

* Prevod PEM > #PKCS12 > JKS
- keytool >=1.6

openssl pkcsl?2 -export -inkey SNAME.key -in S$SNAME.crt -out SNAME.pl2 -name
SNAME

keytool -importkeystore -srckeystore file.pl2 -srcstoretype pkcsl?2
—~destkeystore s.Jjks —-deststoretype jks



Java a duvéryhodné certifikaty

* java/JRE/IDK nepouziva ,systémove” certifikaty
« Jetc/ssl/certs/ca-certificates.pem, /etc/pki/tls/certs/ca-bundle.crt

« Nese si vlastni Uloziste

$JAVA_HOME/jre/lib/security/cacerts

- changeit
- Pokud se pouziva vlastni CA je potreba import jejiho rootu

« Jako klient pro ovéreni retézce serveru

- I server je nekdy klient (ws, Idap, ...)
 Server pro ovéfeni klientskych certifikatu

javax.net.ssl.SSLHandshakeException: sun.security.validator.validatorException: PKIX pat
h building failed: sun.security.provider.certpath.SunCertPathBuilderException: unable to

find valid certification path to requested target
at sun.security.ssl.Alerts.getSSLException(Alerts.java:192)
at sun.security.ssl.SsSLSocketImpl.fatal(SSLSocketImpl.java:1611)
at sun.security.ssl.Handshaker.fatalSE(Handshaker.java:204)




Tomcat - manaaer/html
Tomcat Web Application Manager

|Li5t Applications | HTML Manager Help | Manager Help | Server Status

Path Dispiay Name Running SBEEIONG Commands
! Welcome o Tomest true i Starl Stop Reload Unceploy
malnger Tomczt Simple Load Balancer Example AD o 0 S Swoo Selad Lnceoky
most-manager Tomeat Manager Agplication true i Starl Swop Relsd Unceploy
ImEgedn Soring image Catanase ue 0 Stan Swo Reled Unoei
fE0-examples J5P 2.0 Examgiles true i Starl Stop Feload Unceploy
EnEger Tomeat Manager Agplication true i Starl Stop Reload Undeploy
senEt-sETE Sendst 2.4 Exampks o 0 St S Seliad Lnceoky
AOMCER-00CE Tomeat Documentation true i Starl Shop Reload Undeploy
wEDEy Weaday Comtent Managemant o 0 St Swo Relad Lnceoky

Dpiloy dirsctony or WAR flls located on sarver

Contied P (optional):

XML Configuration flle URL-

'WAR or Direciory URL:

UVAR fils to depioy

Seledt WAR flle o uplcad | Prochanet_ |

Arache Tomoat'5.5.28 160 17004 an Mikcrosysiems Inc. L 26181642 1. el5nen =86




Tomcat - manager/status

Server Status

List Applications | HTML Manager Help hManager Help | Complete Server Status

Amache Tomels.5.28 1.6.00_17-H004 an llcrosysiems Inc. L ZE15F164.2.1 elieen (557

Frma marmory: 105 M3 Toml meamony: 1458 M3 Mex memicryt 53,55 M3

http-2443

Py e 150 Min spare Srascs: 25 Mecspens Srascs: 75 Conmant Snsed oot 25 Cammant Srasd busys 3
Pt pnoomslineg) Himes: 53 e Processing Srmes: 0L11Z £ Raouast ooont 9 Eror coint 1 Byies raosdves: 000 M3 Byies st 005 M3

Stage Time B Sent B Recw Client WHost Request
K EE181 ms 7 7 18t 41 7 @
R 7 7 7 7 7 z
5 10 ms 0 KB 0 KB 1= 7T .41 7.111.37 GET /manager/status HT TR/ .1

B Farss anc prapans ragsest S0 Sandoe B Finisning B Raacy E: Maaoalie
jk-8009

P reads: 200 Min spane Breecs: 4 Meorgpens Freeds: S0 Comrent fread ook 4 Clrrenk fread by L
Meo procesding Sme: 0 me Procesding Sme: 0.0 5 Fegue counic O Enmor ooaunic O Byies reoses: 0000 MB Byies senic 000 M3

Stage Time B Sent B Recw Client WVHost Request
P Parss and prepans raoaest S Sardos B Finlshing R Reacy K Kespallee

htitp-8080

M reads: 150 Min spans Breeds: 25 Mex goors Freads: 75 Connenk freed ook 25 Clmnenk feread by L
Meo procesding Sme: 0 me Procesding Sme: 0.0 5 Fegue counic O Enmor ooaunic O Byies reoses: 0000 MB Byies senic 000 M3

Stage Time B Sent B Recw Client VHost Request
R 7 7 7 7 7 @

P: Pares and prepens neopest S Serdos F: Fnlshing B Feecy K Kespe e



Tomcat monitoring

Manager
Ant tasks
Jconsole

hxxp://java.sun.com/developer/technicalArticles/J2SE/jconsole.html
Logy
* gc_log — munin
* Access.log — awstats



Tomcat - provoz

« Aplikace se v jednom kontejneru ovlivnuji

- Sdileji pamét, planovani, kontejner
- Nastavaji problémy s verzemi knihoven, kontejneru, jvm, ...

- Nastavaji problémy pri restartech, deadlocich , Upravach
konfigurace, ...

« Je vhodnéjsi provozovat oddélené tomcaty

* Pravidelnymi restarty se Cisti pamét a logy
« Pomaha to stabilité novych aplikaci

« Rotovani logu zavisi na aplikacich a jejich implementaci



Java 2 Security

hxxp://tomcat.apache.org/tomcat-6.0-doc/security-manager-howto.htmi

Aplikace se v jednom kontejneru ovlivnuji
« Java na tyto véci ma své mechanismy, jenze ...

Security Manager

- Nastveni které tridy co mohou (soubory, sockety, ...)

- conf/catalina.policy

V praxi (viz DAY2 jboss/conf/java.policy ;)
IMHO - Lépe je resit bezpecnost postaru
 Na Urovni OS, procesu, FS, ...

- fixperms.sh



Tomcat — provoz 2

« Balickovaci systemy spise komplikuji zivot

* Pokud potrebujeme vice instanci nebo konkrétni verze kontejneru Ci
knihoven

« Je vhodné pouzivat predrazeny httpd jako reverse proxy
« Konektory nejsou vysoce vykonné
* Obsluha statickych dat
* Je mozné vyuzit mod_deflate, mod_rewrite, ...
. Rizeni pristupu (Allow/Deny, webauth, cosine, ...)

* Bind portu >1024 pod uzivatelem > jsvc ;(

* mod_ajp (1.3 ne 2), mod_proxy



httpd: mod_jk, mod_proxy

httpd
1.2.3.4
| 80 http | hat
| 443 hitps ‘ Alias /url1/static webapps/webapp1/static — |
ProxyPass /url1/static !
ProxyPass /url1 ajp://...
VH2

ProxyPass /url2 ajp://...

mod_deflate

mod_proxy_ajp

/ webapps/webapp1
127.0.0.2

tomcat

webapp1

8080 hitp ] :

> 8009ajp ]

8443nttps [ |

default servlet

8005 shutdown | |

e
o

webapp2 e

)
{ keystore J __ROOT.war

deployer

\

¢ alrassLoad;:rT)

Realms + AAA

 userDB )

127.0.0.3

8080 http it}
8009 ajp i}

| 8443 https

8005 shutdown | |

tomcat

webapp1
webapp2 N T
i (deplo

o=
(_JDBC

(_ClassLoader )
keystore | ROOT.war
default serviet

— /Realms + AA
(eonf) e

userDB L 4

¥ Al

RDBMS tomeat-users.xml

| DB1

‘DB2 |

[ P 1 [nsrh’cEthe{s}@ |




httpd: mod_jk, mod_proxy

$ yum install httpd ? httpd-devel
« mod_proxy_ajp : /etc/httpd/conf.d/proxy_ajp.conf
- Nebo mod_jk : hxxp://tomcat.apache.org/connectors-doc/

Schovat httpd a ajp konektor(y) tomcatu na address=127...

 tomcat/conf/server.xml

Vytvorit httpd virtual hosty s ProxyPass

 bin/tomcat.conf : ProxyPass manager (pouze ssl VH), imagedb (oba)
* bin/ssl.conf : vytvorit certifikat cestou pres openssl (bin/mk_cert.sh)
* manager/WEB-INF/web.xml| - security constraints

- tomcat/conf/server.xml redirect=
Staticky obsah /jsp-examples/images
 hxxp://httpd.apache.org/docs/2.2/mod/mod_proxy.html#proxypass

* bin/tomcat.conf (Alias, ProxyPass /url !)



kit

Potreby pro cviceni
Pridruzena dokumentace a odkazy

fixperms.sh

* Prava na soubory, klice, nastaveni
* Pozor na linkovane init soubory ?

- Su, nebezpecne
Umask ?

Munin — nesedi, log se zmenil je potreba to
doladit .. nefunguje pri full gc ;(



Cviceni 1.0 - J2SE

* HelloWorld
* HelloWorld2
* Jad

* \Vyroba keystore

« SSL - EchoServer,EchoClient
* Pokusy s cacerts vs parametry klienta




Chyby

* java.lang.UnsupportedClassVersionError

\"& A4

» Krizeni verzi
« Resenim je znovu prelozit nebo stare JRE

ome/bodo/sw/jdk1.6.0_17/b1n/javac Helloworld. java
ome/bodo/sw/j2sdkl.5-sun/bin/java Helloworld

In" java.lang.UnsupportedClassversionError: Bad version number 1in .class
assLoader.defineCclassl(Native Method)

assLoader.defineClass(ClassLoader. java:620) |
y.SecureClassLoader.defineClass(SecureClassLoader. java:124)
lassLoader.def1neClass(URLClassLoader. java:260)




Chyby

* java.lang.NoClassDefFoundError

* typo
» Spatna classpath
* neexistujici soubor

priklady]$ java Helloworlds

n thread "main" java.lang.NoClassDefFoundError: Helloworlds
java. lang.ClassNotFoundException: Helloworlds
java.net.URLClassLoader$1l. run(URLClassLoader. java:217)
java.security.AccessController.doPrivileged(Native Method)

java.net.URLClassLoader.findClass(URLClassLoader. java:205)
java. lang.ClassLoader. loadClass(ClassLoader. java:323)
sun.misc.Launcher$AppClassLoader. loadClass(Launcher. java:294)
java. lang.ClassLoader.loadClass(ClassLoader. java:268)
ava.lang.cClassLoader.loadClassInternal (ClassLoader. java:336




Cviceni 1.1 - tomcat

Instalace tomcatu
* hxxp://tomcat.apache.org

Zakladni nastaveni

 Shutdown port, heslo

 Nastaveni konektoru (http, ajp, ssl, ? adres pro bind)
e Zapnuti access.log

Spusteni, zastaveni (rc skript)

* Tuning heapu, zapnuti gc logu

Zkonfigurovani managera

e QOdinstalovani ostatnich

Examples



Cviceni 1.2 - imagedb

Tomcat + mysqgl + web (spring + timer)

wget hxxp://s3.amazonaws.com/dist.springframework.org/release/SPR/spring-
framework-2.5.6.SEC01-with-dependencies.zip

tar xzf

cd samples/imagedb

yum install ant; ant build; ant warfile

yum install mysqgl mysql-server; max_allowed_packet=10M

create DB from spring example

e CREATE TABLE imagedb (
image name VARCHAR (255) NOT NULL PRIMARY KEY,
content LONGBLOB, description LONGTEXT) ;

Nainstalovat zkonfigurovaty war do tomcatu, lepsi dat rozbaleny kvuli pripadne
konfiguraci.

wget hxxp://dev.mysqgl.com/get/Downloads/Connector-J/mysql-connector-java-
5.1.10.tar.gz/from/http://mysql.linux.cz/ >> $BASE/shared/lib

Precasovat timery, vypnout timery



Chyby

* Chybejici db driver
* java.lang.ClassNotFoundException

pec 14, 2009 10:11:26 PM cnw.wchanje v2.c3p0. DriverManagerbDatasource ensureDri
hAPN_NG Could not load driverClass com.mysql. jdbc. Driver
Wqﬂg LW"::NutFuundETF'pr1nn com. mysq1. 1dE- Driver
org. apache. catalina. 1o d“F.ﬁHFHPPL1HEELﬂ"1' . lToac
org. apache.
ava. lang.t

:Wina.1quer WHbqpph1_3;Lﬂ"dﬁr loac

Ll‘l der. ToadClassInternal (ClassLoac

' 1qng- . forNameO | qu1 re MHThEdJ

1av . lang. Turmqu: Class. java:169)

com. nthﬂgw.v .Driv Hqunqge rbatasource. ensurebriverLoaded(Driver
com. mchange. v .ﬂp..Er1 rerManagerbatasource. getConnection(DriverManac
com. mchange. v2.c3 Z.ﬁrappﬁrhnnne tionPoolDatasource. getPooledConnect
com. mchange. v2. c3p0. ctionPoolDatasource. getPooledConnect

|.|'I |.|I L .:I_




Cviceni 1.3 - tomcat + apache

Nastaveni proxy_ajp (ajp konektoru)
Predrazeni apache2 pomoci mod_jk
Obsluha statickeho obsahu

. Zkontrolujte nastaveni podle access logu
mod_status

ab ?



Cviceni 1.4 - form authentication

* jsp-examples/security
* hxxp://onjava.com/onjava/2002/06/12/form.html



Cviceni 1.5 - nutch

 hxxp://lucene.apache.org/nutch/

 http://lucene.apache.org/nutch/tutorial8.html

Stazeni a instalace
Crawlovani jedne predlohy

Instalace weboveho rozhrani do tomcatu

Troubleshoot
* Heaptuning
* NoClassDefFound javax.media.jai



DAY 2 - Od J2SE k J2EE

* DAY 1

* Java, HelloWorld, heap, keystores, servlets,
tomcat ...

* DAY 2

« Ale java nejsou jenom objekty, tridy a
stranky ...



Java Enterprise Edition

« Java neni pouze jazyk, stranky a virtualni stroj. Je to
vypocetni prostredi, sluzby, ...

« Jednotlivé specifikace javy se liSi koSatosti API.

- Java je midleware

* J2EE rozdéluje aplikace na casti
* Cilem jsou velké systemy — SOA
3 vrstvy: Prezentace, Bussiness logika, Data

hxxp://java.sun.com/j2ee/download.html#platformspec
hxxp://java.sun.com/j2ee/j2ee-1_4-fr-spec.pdf
hxxp://java.sun.com/j2ee/faq.html



J2EE Technologies

HTTP/HTTPS
Java Transaction API (JTA)
CORBA
- API pro vzdalena volani podle standartu CORBA/IIOP (RMI-IIOP, IDL)
JDBC data access API
- API pro pristup k relacnim databazim. SPI pro drivery.
Java Message Service (JMS)
- Podpora komunikace zasilanim zprav
Java Naming and Directory Interface (JNDI)

- Aplikaéni i SPI rozhrani (drivery pro rizné zdroje) pro jmenné
(mapovaci, vyhledavaci) a adresarové sluzby.

JavaMail a JavaBeans Activation Framework

- API pro pristup k elektronické posté a manipulaci s MIME daty.
Java API for XML parsing (JAXP)
- JAXR, ...



J2EE Technologies

J2EE Connector Architecture (JCA)

- Specifikace SPI pro J2EE Servery (system-level contracts) umonujici
integraci a interakci EIS. (spojeni, transakce, security, rizeni vidken, zpravy
...) pro komunikaci s vné&j$im svétem nebo pro pfizpUsobovani
komunikaénich mechanismd.

J2EE Authorization Contract for Containers (JACC)

- Specifikace pro psani vlastnich/novych AAA/bezpeénostnich mechanismd.
Podle vzoru PAM za pomoci JAAS API (j2se). Kontrakt mezi kontejnerem a
providerem sluzby.

Java API for XML-Based RPC (JAX-RPC)

- Popora vzdalenych volani pres SOAP v XML formované zpravy (typycky
pres HTTP jako transportni protokol). Mechanismus WebServices. (SOAP,
SAAJ)

J2EE Management Model, Java Management Extensions (JMX)
- Specifikace pro rizeni (metadata, ...) definice modelu a API.

J2EE Deployment API

- Specifikace rozhrani pro rozmistovani/ instalaci/ konfigurovani/ spousténi
aplikaci a komponent.



Komponenty J2EE platformy

* Aplikacni komponenty

- Klienti — swing/awt, Browser, Aplet, Cokoliv ...
- Servlety, JSP, EJB - Aplikacni logika

* Kontejner (neni vrstva)

- Prostredi pro béh aplikacnich komponent

 Zivotni cyklus
» aspekty (transakce, bezpecnost, ...)
* provazani komponent
- Tomcat je Webcontainer, JBoss je appserver

» Databaze, datové a jiné zdroje
- RDBMS, EIS, Resource adaptery



Celé by to mélo vypadat takto ....

Web Browser Wireless Device

Client Tier
Applets,
Business Partner App"catlnnsl
or Other System CORBA Clients
| |
Web services technologies lOP
(SOAF, UDDI, WSDL, ebXML)
Firewall
Serviets JSPs
J2EE Server
E.JBs
Connectors
JMS SaL ; Web Services Technologies
Back-End Proprietary Protocol (SOAP, UDDI, WSDL, ebXML)
Systems
i et Existing System Business
Legacy System Partner
ERP System or Other System

Databases




EJB

« Komponenty aplikacni logiky

* Beans

e Session Beans

- fazole které opravdu délaji, pricitaji, stéhuji data v DB, apod. tzv.
fazole slovesné

* Entity Beans

- fazole, které reprezentuji byznys objekty (bankovni Ucty,
zameéstnance, ...), které transparentné (persistence) udrzuji
néjaké hodnoty/néjaka data = tzv. fazole podstatneé jmenné

- ORM

* Message Driven Beans

- jsou fazole které se podobaji SessionBeanam, ale komunikuji se
svym okolim pomoci zasilani zprav. Message Brokers...



« state/stateless EJ B

* Zivotni cyklus

- Kontext, pasivace/aktivace, pooly, ...
« Tézkopadnost vedla k

- Spring - aplika¢ni, ORM,

B Hibernate - ORM frameworaﬁmx.ejh. Wavax.ejb. awax.ejh.
EJEH ome EJBOhject BeanClasszes
- EJB2.0, EJIB3.0,
IﬂfLﬁﬁ InJer-s’t

Business
Methods

Inferit

remaote
Interface

Create
home
I ntetr*face

Fenerated
From I nhemf. Fetiirn

Egb G‘re ate I
Bisiness

home freate Methods
1
mp it

Eb Pogt

Crreate

Member

Inkerit

ejbComtext




Resources

 Data - JDBC
e EIS
» Pooling zdroju, spojeni, ...



RMI - Remote Method Invocation
e J2SE

http://java.sun.com/j2se/1.5/pdf/rmi-spec-1.5.0.pdf

e Komunikace se silnou vazbou

» ,Vzddlend” volani mezi riznymi JVM
* Proste RPC

* home/remote interface vs RPC stubs
- Connect

- Marshal (serialize - no pass by reference) 4 o

. registry ___,.-:I
- Send _— ?r; i

_ Reci RML~ +  URL
ecive ___f____.---"" ______-,.OO O | protocol
_ ol client g :
Unmarshal (unserialize) RMI O server
- Return |
URL : .
protocol . . v
RY B ¥ W4

(web server) (web server)
\web server \web server
N M—J




JMS - Java Message Service

http://java.sun.com/products/jms/

« Komunikace se slabou vazbou

- Udastnici nepotiebuji znat prot&jéek, pouze format zprdv a jméno
schranek (narozdil od RMI kde musi znat vzdalené API protéjsku)

* Trochu jako email

Msg

Msg

—
° I — — I ueue Consumes
Point - to — point 5_’ 0 _
Acknowledges
D GE—

Subscribes Client 2

I

Delivers

 Publish/Subscribe —

o

Subscribes Client 3

I

Delivers

5



Multi tier multi server multi cluster ;)

Tier 1 Tier 2 Tier 3
Presentation Business Logic Data/Resource
Clients Application Servers Existing Enterprise
Information Systems
: ot

I ' of P - =

[ o ;
i of = -: - - =

I

i
@ .

e ———

. | s

[} -——
; : || |

f =
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D S Resourca Resources
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Manager [for example;
databases)




Nasledujici obrazek ilustruje
logické usporadani, coz
neznamena fyzické uskupeni
prvkld na procesy, adresni
prostory nebo virtualni stroje.
J2EE platforma/specifikace
nevyzaduje, aby byl produkt
funkéné implementovan jednim
programem, jednim serverem
dokonce ani jednim srojem.
Naopak J2EE vibec nedefinuje
nutnost jakéhokoliv fyzického
Clenéni. Maly J2EE produkt se
bude skladat z aplett a klient(
bézicich v prohlizeci pripadné
JVM, kde na druhé strané bude
jejich béh obsluhovat jeden
server ktery bude podporovat
jak webové komponenty tak i
bussines logiku (EJB). Na
druhou stranu velky produkt
bude obsahovat rozdélené
serverové komponenty které
jsou schopné spolupracovat v
clusterovém prostredi.

Applet Container

Application Client
Container

Application L
Client

Usporadan

’

EJB Container

<R

Figure J2EE.2-1

Web Container
JSP rs';m s
—
oy
g2
2
&
=3
HTTP =
GG,
] MNewinJ2EE14

J2EE Architecture Diagram
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J2EE cCesky

* Prosté kompletni vypocetni prostredi
* OOP - Java
e Distribuovanost - RMI, JMS
» Skalovatelnost - resource split/share
* Interoperabilita - JCA
* Bezpecnost ? -



Dalsi obvyklé komponenty

JCR - content repository

 Ukladani hierarchického obsahu

JMX - management extensions

« Sprava a prehrabovani na haldé

Portlety - fragmenty aplikaci/stranek

Klicem jsou Deployment deskriptory whatever.xml

« Deklarativni programovani
* Neuveritelny chaos



Packaging J2EE Aplikace 2

Enterprise Application (EAR)

Deployment Descriptor (application.xml)

EJB Module (EJB JAR) Application Client (JAR)

Deployment Descnplor
(application-client.xml)

Deployment Descriptor (ejb-jar-xmil)

v . Web Module (WAR) Utility Module (JAR)
Vsechno je zip

_ _ Deployment Descniptor (web.xaml) Utility types
Jar - java knihovna

«  WEB-INF

- web.xml, jboss-web.xml, ibm-web-ext.xml

Ear - enterprise aplikace (ejb +)

 META-INF/application.xml, ibm-application-ext.xml, ...

Sar - sluzba

Rar - resource adapter



hxxp://www.jboss.org
hxxp://www.jboss.org/jbossas/downloads/
hxxp://wiki.jboss.org

hxxp://www.jboss.org/file-
access/default/members/jbossas/freezone/docs/Installation_And_Getting_Started_Guide/5/html/The_JBoss_Server____A_
Quick_Tour.html

hxxp://community.jboss.org/wiki/SecurelBoss

hxxp://www.root.cz/serialy/aplikacni-server-jboss/

http://www.huihoo.org/jboss/jboss.html

* JBoss je jedna z implementaci J2EE Platformy

« Mikrokernel z JMX a zbytek svéta

" [ NewinJ2EE14

Figure J2EE.2-1  J2EE Architecture Diagram

« Websphera neni mikrokernel (myslim ;)
« Né&které AS podporuje i ruzna proprietarni rozsireni
 Extended deployment descriptors

* Proprietarni API a sluzby



JBoss

webcontainer (tomcat)

['8080 http

| 8009 ajp

| 8443 https

| Keystore
b

| ROOT war

webapp1

[ webapp2 :

| 1090 jmx

| 8083 rmi

| 1098 rmi proxy

| 1099 jndi (naming)

| 4444 invoker (rmi)

| 4445 invoker (rmi)

| 4446 jboss remoting

| 4712 JBossTS Recovery

| 4713 JBossTS status

| 4457 JMS

JBoss
Application
server

confibinding.../META-INF/...

- EJBcontainer

| ejbapp1
|| eibapp

ClassLoader

deployer1

;- wCOPAVNEE )
d p!uye?i?)-

-

microkernel

-




——
-— run.conf

|-- run.sh
|-- twiddle.sh readline jmx klient
-- client klientske knihvny
| -- getopt.jar
I—— ogdj.jar
- ;omm?qb knihovny serveru a ostatni
-— Ti
|-- antlr.jar
|-- autonumber-plugin.jar
-- docs dokumentaci a xml definice
|-- dtd
| | -- jboss-web_5_0.dtd
I I—— web-app_2_3.dtd
-- 1ih knihovny a casti serveru
| -- concurrent.jar
| -- getopt.jar
-— server
-- default
-- conf
-- hindingservice.beans
|-- META-INF
| "-- bindings-jboss-beans.xml
"-- jboss-bindingservice. jar
-- bootstrap nastaveni mikrokernelu
| -- classloader.xml
-- Jboss-Tog4j.xml logovani serveru
-- %boss—serv1ce.xm1 startovane sluzby
-- login-config.xml security realmy pro aplikace
-- props
| -- jmx-console-users.properties nastaveni k realmum ktera maji data v souborech
-- standardjboss.xml nastaveni AS
-- data data sTuzeb
|-- hypersonic
"—- localDB.script
-- deploy hlavni adresar aplikaci
-— ROOT.war
| -—— WEB-INF
[ “— web.xml
-- admin-console.war
-- jboss-Tocal-jdbc.rar resource adapter jhoss<>jdbc
-- 1bossweb.sar integrovany tomcat
-— META-INF
| | -- jboss-beans.xml nastaveni integrace
| "—— jboss-structure.xml
“-— server.xml nastaveni tomcatu
-- jbossws.sar webove sluzby
-- Jjms-ra.rar jboss<=IMS
-- deployers

-- alias-deployers-jboss-heans.xml
-— bsh.deployer

-- ear-deployer-jboss-heans.xm]l

:B ejh3.deployer

-- 14 knihovny aplikaci
-- log
-- boot.log
-- console. log
-- gc_log. log
-- server. log
-- tmp tmp - zde jsou Twvi
| -- 0000-mj3nfr-g3c2hueld-1-g3c2ie63-v
-- work cache - zde jsou lvi
"—— jboss.web

-— minimal



JBoss - instalace

wget, yum install, apt-get install
FQDN >> /etc/hosts

rc.skript

* Start, stop

 gc_log.log, Heap tuning, PermPool tuting
* Tomcat a jeho log

Linkovani pres mod_proxy_ajp
Vyber profilu, osekani profilu ...

« Zalezi na provozované aplikaci
* Neékdy je vyhodnéjsi pouzit ,,bundle” ...
Zabezpedleni zbylych aplikaci a konektoru
- Jmx-console, http-invoker, jmx-invoker-service ....
Deploy aplikaci
 Hot deployer



J2EE security

Web Container EJB Confainer

* Security domeny

- Nejen Web - security constraints

- EJB Security (cviceni quotes)

Application Client
Container

* Bezpecnost je aspekt I

- Ve skutecCnosti je to proces, nikdy produkt ;)

Database

 Nastaveni —

Figure J2EE.2-1  J2EE Architecture Diagram

- conf/login-config.xml
- WEB-INF/jboss-web.xml

<application-policy name="jmx-console">
<authentication:> . _ _ _
<login-module code="org.jboss.security.auth.spi.UsersRolesLoginModule”
flag="required > ) . ) : .
<module-option name="usersProperties'>pro mx-console-users.properties</module-option>
<module-option name="rolesProperties">props/jmx-console-roles.properties</module-option>
</login-module:>
</authentication>
</application-policy>

<jboss-web> . . .. : . :
 <security-domain>java:/jaas/jmx-console</security-domain>
</jboss-web>




JBoss monitoring

Logy

* gc_log

Jconsole

Status servlet

Jmx-console, web-console, admin-console

Twiddle

Jtwiddle.sh -s 127.0.0.4 invoke "jboss.system:service=MainDeployer" deploy
"file:///var/www/html/jsp-examples.war"

Interni sluzba monitoring



VM

Jboss Status servlet

ajp-127.0.0.4-8009

Max threads: 200

Current thread count:
Current thread busy: 2

Max processing time: 2924 ms
Processing time: 7.504 s
Request count: 528

Error count: 20

Bytes received: 0.00 ME
Bytes sent: 0.10 MB

ajp-127.0.0.4-3009

Stage Time E Sent E Received Client Y. Host Request

K 3412366 ms ? ? 81.201.60.156 ? ?

K 88596 ms ? ? 81.201.60.156 ? ?

5 1 ms 0 KB 0 KB 81.201.60.156 77.78.111.37 GET /status?full=true HTTR/1.1
K 3418473 ms ? ? 81.201.60.156 ? ?

K 88367 ms ? ? 81.201.60.156 ? ?

K 88367 ms ? ? 81.201.60.156 ? ?

K 3401577 ms ? ? 81.201.60.156 ? ?

K 3315393 ms ? ? 81.201.60.156 ? ?

P: Parse and prepare request S: Service F: Fin-iahing R: Ready K: Keapalive
http-127.0.0.4-3080

Max threads: 200

Current thread count: O
Current thread busy: 0
Max processing time: 0 ms
Processing time: 0.0 s
Request count: O

Error count: 0

Bytes received: 0.00 MB
Bytes sent: 0.00 MB

http-127.0.0.4-8030
Stage Time B Sent B Recaived Client V. Host Request
FP: Parse and prepare request S5: Service F: Finishing R: Ready K: Keepalive

localhost/

Start time: Sat Dec 19 00:52:07 CET 2009
Startup time: 1 ms

TLD scan time: 0 ms

Active sessions: 0

Session count: 0

Max active sessions: 0
Rejected session creations: 0
Expired sessions: 0

Longest session alive time: 0 s
Average session alive time: 0 s
Processing time: 0 ms

15Ps loaded: O

15Ps reloaded: 0

Status Servlet [ /status ]

Processing time: 0.233 =
o .

e BT



jmXx-console

i ObjectName Fiter (e.g.: "jboss:*", "*:service=invoker,*"):
JMX Agent View o, seeoler

Fri Dec 18 19:51:09 CET 2009

bodo (127.0.0.4) - default

Remove Object Name Filter
IMImplementation = name=Default service=LoaderRepository

: - * Type=MBeanReqistry
com.arjuna.ats.properties
m s type=MBeanServerDelegate

jboss.admin
jboss.alerts

jboss.aop

jboss.cache
jboss.classloader e module=arjuna

jboss.deployment * module=jta
jboss.ejb e module=txoj
jboss.j2ee
jboss.jacc
jboss.jca
jboss.jdbc
M database=localDB, service=Hypersonic
1boss. management.local name=PropertyEditorManager, type=Service

JDDSS—ESSEQ_QIIT‘IIH onfact name=5SystemProperties, type=>5ervice
1Doss. messaqing.connectionfactory readonby=true,service=invoker, target=Naming.type=http

Doss. messaging.destination serviceAttributePersistenceService

JM service=ClientUserTransaction

iboss.pojo service=JNDIView

Mﬂ service=KeyGeneratorFactory, type=HilLo
M . service=KeyGeneratorFactory, type=UUID
M service=Mail

Iboss.system service=Naming

jposs.vfs

jboss.web
jboss.web.deployment
jboss.wis

service=NamingBeanImpl
service=NamingProviderURL Writer
service=TransactionManager
service=WebService

service=invoker target=MNaming,type=http
service=invoker,type=http
service=invoker, type=jrmp

: carvire—inuwnker tune— lﬁrr;ll
o I




Jboss JMX:jmx-console, twiddle.sh

« JMX klienti

* domain=jboss.system

* type=Serverinfo
- listMemoryPools, listThreadDump
« type=Server
- runGarbagecCollector
 type=MainDeployer
- ListIncompletelyDeployed, deploy, undeploy...
* service=Logging,type=Log4jService
- Reconfigure

* jboss.management.local* - aplikacni moduly

* jboss.jca* - resource konektory/adaptery



Jboss admin-console

= - . Welcome admin [Logout]

‘?} JBoss AS Administration Console
s IE_I centos-example : centos-example : JBossAS Servers : JBoss AS 5 (default) : Applications : Web Application (WAR)s : ROOT.war : Web Application

* [OJ) JBossAS Servers Contexts : //localhost/
» [E 1Boss AS 5 (default)
localhost
* [ Applications /1 /

() EIB 2.x Application (E | Summary | Metrics Status: + Available

» (O EIB 3.x Application (E
» () Embedded Web Appli
(O Enterprise Application View the numeric metrics and traits for this resource.

» (1) Resource Adapter (RA Traits

~ (3 Web Application (WAF
- B ROOT.war Virtual Host: localhost

» (O Web Application Numeric Metrics
v [B admin-console.war

== . Name Value Description
v B jmx-console.war
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Clustering

* ProcC se clusteruje
« ZvySeni dostupnosti, propustnosti

« ZvySeni dostupné pameéti pro aplikaci

* Jak se clusteruje

« Sdileni a replikace session dat (http, ejb, ...)

- Potom mohou jednotlivé komponenty spolupracovat na jedné
aplikaci

- Pameétova narocnost
- Mimojiné je i proto dobré oddéleni na 3 vrstvy

* Load balancing

» Sticky session/session affinity



Portaly, portlety, ...

* Portlet vs. Servlet

* Portlet je pouze fragment stranky

* Potrebuje portletovy kontejner
- Servlet — doGet, doPost, processRequest

- Portlet - doView, doEdit, doHelp, doMaximized, ...

. hxxp://oreilly.com/pub/a/java/archive/what-is-a-portlet.html?page=2
* Webova aplikace vs. Portal
* Webova aplikace je z pravidla sama o sobé
* Portal je prostredi pro integraci aplikaci
- Aplikace sdili AAA, personalizaci, ...



Ostatni implementace

* Webové kontejnery

* Tomcat

* Jetty * Portdly

o * JBoss Portal
* Aplikacni servery

* Liferay
* Red Hat JBoss - WebSphere Portal
* IBM WebSphere » Apache Pluto

* Oracle WebLogic
* Apache Geronimo
* Sun GlassFish



Co se neveslo

swing/awt > xming (Win32 Xserver)

yum install xorg-x11-utils xorg-x11-utils

Thready, threadpooly, ...
Java a virtualizace - silna ztrata vykonu !!
Precompiling JSP

Pro programovani je IDE, integrovany javadoc a templating
kodu naprosta nutnost. Vim ani omylem.

* Netbeans
* Eclipse
 Intellildea



Co se neveslo 2

 Java utok

 Otevreni manageri, RMI, konektory, hesla v konfiguracich, ...

 Java obrana

* Schovani kontejneru za FW (bind na loopback)

* Java vs PaX - tvorba kodu za behu vs. page exec

* Bind na verejne adresy a komunikace po loopbacku ? ;(

« Ze by nastaveni RMI ?



Cviceni 2.0 - JBoss

* Nainstalujte JBoss

* rc skritpy

* heap tuning

* link pres apache

* Prizkum jmx-console, admin-console

* Hot deploy

 Tomcat jsp-examples
- Vytvorit vlastni war
* nutch



Cviceni 2.1 - Security Domains

* Quote - DS + EAR + security-domain
hxxp://www.root.cz/clanky/bezpecnost-aplikacniho-serveru-jboss/
* Rozbalit, zkonfigurovat DB a DS

* Pridat application policy (security domain) pro app do
conf/login-config.xml

* Build a deploy aplikace
« Zkusit prehodit aplikaci do security domeny jmx-console

- Pozor na rozdil mezi quote sec-dom a jmx-console sec-dom



Cviceni 2.2 — JBoss JMS

hxxp://www.jboss.org/jbossmessaging/downloads/
hxxp://www.jboss.org/downloading/?
projectld=jbossmessaging&url=/jbossmessaging/downloads/jbm-examples-1.4.6.zip

Bridge example

* Prozkoumejte build.xml

- $JBOSS_HOME
- Deploy

* vytvoreni front
* Vytvoreni bridge
- Run

* Pripojeni na JMS (etc/jndi.properties - BINDADDRESS)
* Vlozeni zprav
* Vyzvednuti zprav

- Undeploy
* Vyhozeni front i bridge (zde je v prikladu chyba ;)
* Vlozeni sleepu a prohlidka fronty pres JMX



Cviceni 2.4 - profily

« VVyzkousejte jednotlivé profily a v nich predchozi
aplikace
hxxp://www.jboss.org/file-
access/default/members/jbossas/freezone/docs/Installation_And_Getting_Start

ed_Guide/5/html/The_JBoss_Server A_Quick_Tour.html#The_JBoss_Server_
__A_Quick_Tour-Server_Configurations



Cviceni 2.3 — monitoring-service

* monitoring-service.xml

* Lze nastavit kontrola a export aletru

hxxp://community.jboss.org/wiki/JBossMonitoring



Java, J2EE, Tomcat, JBoss

Rychle a zbesile

bodik@civ.zcu.cz
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