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Dva bezpecnostni odbornici

Dobry den
Dobry den

Co je zaC americky
legislativni navrh
PIPA?

Jedna se legislativu
vychazejici z navrhu
potirajici OnLine
Piratstvi, tzv. SOPA



rok 2012 mozna zacal cerne

Wikipedia, Is opposed to the US Stop Online
Piracy Act (Sopa) and Protect Intellectual
Property Act (Pipa) being debated by
congress.

Imagine a World
Without Free Knowledge

“ AR For over a decade. we have spent millions of hours building the
. - ; largest encyclopedia in human history. Right now, the U.S.
Congress is considering legislation that could fatally damage the

free and open Internet. For 24 hours, to raise awareness, we are
blacking out Wikipedia. Learn more.

Make your voice hear

heard
Facebook Google+ Twitter



rok 2012 mozna zacal cerne

no script, no problem

Eile Edit vy B Help

.o | @ Assembl... [*JGuiD <o.. |45 coMint... |#x cocreat... |*Pwikipedia... | W .o % |mEBBCNe.. | ®iscHom.. |

edia.on

Sy Temporari
Allow en.wikipedia.org

=2

allow wikipedia.org

¢

5) Allow wikipedia.org
File Edit View History Bookmarks Tools Help

|®usage 0... | @ Assembl... [*JGUID <0... | /3 COM Int.
St ‘\\ en.wikipedia.orgjwiki/Ceska_Republika

© Mark en.wikipedia.org as Untrusted

allow geoiploclup. wik s dloc| © Mark wikipedia.org as Untrusted
) 0 the north,

Allow geoiplookup wikimedia.org - . . aous © Mark bits.wikimedia.org as Untrusted
@ Mark wikimedia.org as Untrusted gine a World

out Free Knowledge
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@ Mark geoiplookup wikimedia.org as Untrusted

© Mark meta.wikimedia.org as usted ver a decade, we have spent millions of hours building
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e blacking out Wikipedia. Learn more
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rok 2012 konci cerne?

Protipiratské skupiny a vlastnici copyrightt

pokracuji ve své praci s urady

aby potirali piratstvi

Policie prohledala dum
devitileté podezrelé a
zkonfiskovala jeji notebook s
motivy medvidka Pu.




torproject.org updates

o -
nova funkce >> obfproxy
O protokol TORu je obalen dalSi vrstvou (obfuskacni), ktera ma zabranit DPI
systémim detekci TORu a jeho pfipadné blokovani
®

torproject.org ssl certificates
O 2011 -- DigiNotar
O firma X vyrobila IPS s SSL terminaci
" kazdé jejich zafizeni mélo stejny privatni kli¢ pro generovani certifikatu

pro terminaci

o kazdy kdo si zafizeni koupil mohl sledovat ostatni uzivatele které chranil stejny

vyrobce
jeden takto vyrobeny certifiat se na svété ukazal a proto se na to pfislo



rok 2012 byl vesely

psp.cz neni zalohovaci server!

Dokumenty
Databaze
Konfigurace

net bankovnictvi
a dalsi...

- wget -http-user=sklenar -http-passwd=student

a dalsi ....




Bajeény svét HTML <]

Nestaci to z minula ?
Co treba HTMLS heap spraying?



Chad Tilburry's

Anti-Geolocation?

file://home/chad/whitehouse.txt:

{ "location": { "latitude": 38.897482, "longitude": -
77.036598, "altitude": 6.0, "accuracy": 5,
"altitude_accuracy": 2.0, "address": {
"street_number": "1600", "street": "Pennsylvania
Avenue", "city": "Washmgton" "region":
"Washington", "country": "United States",

"country_code": "US" } } }

New here? Join Gowalla'

HearBarackObama Washington D.C.
2010 Gowalla - Sign Out

Password

Sign In
New hera? Join Gowalla!

Near Barack Obama, Washington D.C.
© 2010 Gowalla - Sign Out




Chad Tilbury's

Anti-Geolocation?

Passport Friends

Oval Office

26

Check-ins
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Eottom alrs
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Freedom . Internationa

|—:-I,.|;L': = Spy Museum i w
Theate
- & ] Map lfféta_ EC00 Google, Sanbomy
Located in the west Wil'lg, The Oval Office is the pl’ESidEﬂi'S formal warks;haca, wheara he confers with heads of StE‘lB,

diplomats, his staff, and other dignitaries; where he often addresses the American public and the world on television or radio;
and where he deals with the issues of the day.
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Mobilni bezpeci c++



PlaceRaider - Android spidn

0.3 Megapixlu?
0.5 fps? (1 fotka za 2s)
Co z toho?




d

PlaceRaider - Androi

isto a cekame

Vybereme m




No a co dela mobil, kdyz
spite?



Trends

Explore trends Interest over time

Hot searches The number 100 represents the peak search volume + Hews headlines

Search terms

><ISE}I{

NXX
+ Add term

» Other comparisons

Limit to

Web Search
Waoarldwide

January 2009 - Regional interest S Related terms
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Moderni RBN

FLAB

CESN ET

® Russian Bussiness Network
o provozuje (vy)zadané sluzby

CARA HOME NEWS TWEETS FORUM  APPLY

OGO B O gﬁ‘

e

A}

: .“"" 7 3 @?
MEMBERSLOGIN  UsernamJj I »ossv--« |
LOGIN
JOIN FOR FREE Forgotten Passwond? | Help/FAQ

Latest Announcements RSS Feeds
r - =
ONHERCAM TV OHC FORUM OHC NETWORK
Watch the steamiest video clips Sign up now and join the hottest Walch and Dovmnload EXCLUSIVE
from all our top models here! conversation on the internet! shows & more at OHCNetwork!
TUNE IN

COME INSIDE JOIN NOW

Download hot webcam

Meet the models and
archives and stream

Sign up and take advantage
schedule cam shows

of the FREE credits offer




Moderni RBN

® Russian Bussiness Network
o provozuje ale i ty nevyzadane

Time Source Destination

780 47.2631090192.168.1.103 i TCP

Protocol Info o

B s oo Letimy Mg ouaTW MAARTL M ouTu Law Pl T o

49223 > http [Ack] seg=1 Ack=1 Win=17408 Len=0

7Bl 47.2646600192.168.1.103

TB2 47.4548430 smewmesesinsT oom
783 47. 4549510 sl
784 47.5535660192.168.1.103

785 47.7610620 ===y _UW
786 47.7793190 dwhammaboae_m

UesTInation: 1YZ.1o8.L.1UF (19,108, 1. 1U35)

e HTTP  GET / HTTP/1.1

192.168.1.103 TCP http > 49223 [ACK] Seq=1 Ack=286 Win=6912 Len=0

192.168.1.103 HTTP HTTP/1.1 200 oK (text/html)
=Ebeneshoame_com HTTP  GET /7__from_jsc=1&force_ref=& usr_time=Thu%200ct%2025%2014%
192.168.1.103 TCP http > 49223 [ACK] Seq=677 Ack=813 wWin=8064 Len=0
192.168.1.103 HTTP HTTP/1.1 200 oK (text/html)

) Y S —_— e e T e e S T P T e = TS

Transmission Control Protocol, Src Port: http (80), Dst Port: 49223 (49223), Seq: 677, Ack: 813, Len: 468

Hypertext Transfer Protocol
= HTTP/1.1 200 okK\rn

+# [Expert Info (Chat/sequence): HTTP/1.1 200 ok\r'n]

Request Version: HTTP/1.1
Response Code: 200
server: nginx/1.0.0\r\n
Date: Thu, 25 Ooct 2012 12:17:41 GMT.\rn
Content-Type: text/html\rin
Transfer-Encoding: chunked\rn
Connection: keep-alive\rin
Keep-Alive: timeout=30r'\n
vary: Accept-Encoding’rin
set-Cookie: __track_id=noid\rin
Content-encoding: gzip\rin
W rin

# HTTP chunked response

p' ),t.push( "' ) t.push( /!
stopush( 'd' ), t.push( 'o' ),t.push( 'r' J;
)' .

<script>var . T . "), topush( !
' )
stopush( 'f' ), t.push( '1i' );t.push({ '"1' ),

) t.push (
) t.push(
) t.push(

Content-encoded entity body (gzip): 203 bytes -> 879

Line-based text data: text/html

[truncated] =<script=var t = [];t.push( "h" );t.push( 't" );t.push( "t );t.push( "p’ );t.push( ":" J;t.push( "/" J);t.push( "/ J);t.push( "d" );t.push( "i" );t.push( "v" J;t.

63 72 69 70 74 3e 76 61 72 20 74

cript> var t =
[1st.pus h( 'h’ )
st.push( 't° )t

Frame (522 bytes) | De-chunked entity body (203 bytes)| Uncompressed entity body (879 bytes)




HTTF
HTTF
HTTF
HTTF
HTTP
HTTF

HTTR/D

HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTR
HTTP
HTTP

Moderni RBN

® Russian Bussiness Network

o ... Spolehlive ...

UTC+020

php HTTR,
itmap, im

s HTTP/1.1




Moderni RBN

® Russian Bussiness Network
o ... Uhledné zabalené DLLko

.H Follow TCP Stream:

Stream Content

??1p deflate
1 0 (compatible; MSIE 6.0; Windows NT 5.1;

HTTP/1.1 200 OK
{server: nginx;1.3.7
Date: Thu, 25 oct 2012 12:18:51 GMT

Content-Type: app1ﬁ:at1uﬂ,nLtet—Jtream
Content-Length: 200704

Connection: keep-alive

X-Powered- PHP/5.3.16

Content-De iption: File Transfer
Content-Disposition: attachment; filename=myfile.dl]
Content-Transfer-Encoding: binary

Expires: 0

Cache-Control: must-revalidate

Pragma: public

MZ . e e e B e et aaaaeaeiaaaaa s !..L.!This program cannot
be run in DOS mode.

rdwxdahrd., J dedvyd. s.dh\vd. 5. d1\yd. 5. d|\yd. 5. d | \rdrich}




Moderni RBN

® Reveton Bussiness Network
o ... ktere se rozvine do vice vlaknove aplikace ...

viakno
skryj spravce uloh

ransompage
uZivatel

internet komnunikacni
o o) - ‘_ -
vlakno Rg ' ]

= l
. Ilter m /"

LR S

viakno \ i
perzistence Tmm— | Emme——




Reveton Bussiness Network

® vektor infekce
o profi exploitpack

® botnet

o browser na "neviditelném" desktopu (fw/hips
evasion)

= download/upload/exec ¢ehokoli

o vlakno Zavri TASKMGR.EXE
o Vlakno persistence

® ransomeware



® Ransomeware Bussiness Network

ktery je jako kazdodenni pomocnik k nezaplaceni.

Buttonl TRV

O 7\ CESKA REPUBLIKA POLICIE
.L) \1‘

Tlmer1 3,4
4

ace provadéne na tomto

/-"\c% Labeld

znamenavali

ouiivate webovou kameru, video a fotografie se ukladaji pro ulely

identifikace

]

Videczaznam: ON
t snadno idennfike
10 Jména
Vaie IP adresa: Joseuosiis4d. 11
DOMENOVE jMéno:  Emmmmsmmtion
Misto: = “weemprceope

Label1-3

Vas pocitac byl uzamcen!

Provo: Vaieho politaie je pozastaven z duvedu podezfeni z neopravnéné Einnosti.

Nile jsou uvedens moine naruden, ktere jste proved!

Cianek 274 - Autorskd prive
Pokuta nebo trest odnet syqbody na dobu i 4 let
Poutiti nebo sdiient soubory chranénych autorskymi privy - filmy, software)

Clanek 183 - Pornografickd produkce
Pokuta nebo trest odnet svobody aZ na 2 roky
Pouzin nebo sdhiani pornografickych soubore

Clanek 184 - Zneuliti ditéte (do 18 let) k vyrobé pornografie
Trest odnet svobody 31 na 15 et
Poulin nebo sdileni pornografickych soubara

Clinek 104 - Bropagace terorismu
Trest odnén svol y ai na 25 let
Mavitevoviaii jste ﬂth-! siranky teronistckych organizaci)

Cianek 297 - Nupnvlo pn.nn‘rouuu Kters vede ke viniky vaing ikody
>m ute nebo trest odnet syobody af na 2 roky = i
Vas poctac je infikovan virem, ktery nasledne mfikoval dalii poditace)

Clanek 108 - Hazardni by
Pokuta nebo trest odnd® svebody af na 2 roky
Hrali jste hazardni hry, které jsou zakonem 2akazane ve Vasi zemi)

V sauvisiosts s rozhodautim .\ady re dne 22 stpna, viechny tyto trestné Ciny mohou vest k
podminanamau trastu po 2aplaceni pokuty

Vyse pokuty je 2000 xi. Plathba musi byt provedena do 48 hedin po objeveni naruseni.
pokud udélena pokuta nebude zaplacana, avtomaticky bude xahajenoc trestne sthani.

Po saplaceni pokuty Wi poéital bude odblokovan

35/ Ustav pOCITACOVE TRESTNE CINNOSTI

2n pomed 1P adresy Vaseho poditacs a s ni spojengho

Image15 .

Combobox1 0

Cheete-li odblokovet Vai pofited s vyhnout se trestnimu stihéni, musite provést plotbu ve vyii 2000 KE,

> _])d

Kde lze koupit Ukash

@kash'

Vyménte penize za Ukash kupén a za

"
dejte kod kuponu do e va

ormula’e uvedeneho niZe Anes goegng’
Edit1 Image3
' ' | Prediozi :-1‘
a Kde Ize koupit
pagsafe Paysafecard
Vyménte penize za Paysafecard kupén a zadejte kéd kuponu do L1\ 4

formulafe uvedeného niZe oMV

: Image2 o B
Edit2 e L

Vezméte prosim na védomi, Ze pokuta musi byt zapiacena do 48 hodin. Pokud
se Vam nepodafi pr ovest plat bu ve stanovene Ihute, odblokovani Vadeho
pocitace nebude moine

V tomto piipadé proti Vam automaticky bude zahajeno trestni fizeni. €Y aiai
pvey




Ransomepage Bussiness Network

® PaySec, Ukash

® bonus

o CreateDesktopA...
o nataci pres kameru uoan-

WM_CAP_DRIVER_CONNECT)

® ale mohl by treba
zazalohovat vsechna
data do klaudu ... uplne
v pohodicce ;

—
11 | | (F7)| Strings (

&

TFormi_Timer3Timer proc near

push
moy
oy
%0
call

ebx

eax, ds:dword_AGBUAC
eax, [eax+314h]

edx, edx
BIbutilsETIBTL

[}
pax, ds:dword_A68NAC
ebx, [eax+2F8h]
eax, e

::TForm1.Timer3Timer

| <« | o |unin

eax, [ AB4784AC]
eax,dword ptr
edx,edx

TTimer .SetEnab
5}
eax, [ BB4TBLAC]
ebx,dword ptr
eax,ebx

EControls@TWinControl@CetHandleéqgry ; Control: TWinControl .Get

eax

eax, [ebx+4Ch]
eax

eax, [ebx+48h]
eax

[

[

offset abyOwnCapturewi ;
capCreatecaptureiindowd

ds:dword_AGBHBD, eax
ds:dword_AG84BD, o
short loc ASDEA7

L] : 1Param

]

SendHessagef
L]

SendHessagen

eax, ds:dword_fGBEAGC

eax, [eax+3ddh]
dl, 1
BlIbutilsETIBT

: wParam
uoan dilm 3 Msqg
eax, ds:dword_AGBLED
eax + hind

1Param

1 ; wParam
435h L : Msg
eax, ds:dword_a6B4B0

Bax ; hiind

eax
eax,dword ptr
eax

eax,dword ptr
eax

5}

y Dun Capture Windoy
. F 1]

508000000

4.0 RTL and UCL
11 Component Li
Visual Component |

TForm1_TimerdTiner endp




... ale ja na zadny rusky porno nechodim ...



SQLi stale zivé a zdraveé

—
i 3
| ]
O y -
g3 \
-_— 8 h S
' ) y 4 .
b y,
| )

WebAplikace Database

FrontEnd FW BackEnd

| User: %20select * from users;

,ff Brosnan, Craig, Dalton,
AN Moore, Lazenby, Connery

® Cookie based SQLi - takze GET je ok, POST je ok, ale
copak to tady mame...




SQLi stale zivé a zdravé |l

Paper based SQLI?

Svédsko

al L1l

LF:.'-':!
Lol S

ef Stalin




HTTP iframe Injecting Linux Rootkit

Nahodné vkladané iFrame? WTF?
Hack webu? NE

Hack nginx?  NE

nack na FS? NE

Hack kernelu”? ANO prosim!

Zatim nevime vektor nakazy



Co treba neco uklidnujicino?




TOP10

PINy a PUN 1234
y y 1111

s = 0000
vsechny PINy sveta: 1917
$ echo {0000 .. 9999} 7777
1004

2000

Nejpopularnejsi PIN: 1234 4444
Nejnepopularné;jsi: 8068 2323

Popularni PINy:
19xx, DDMM, MMDD, 2580,
6. misto: 1004

(rok prvni pisemné zminky o mésté Zatec)



Heat map .



Prej kratka zpravicka...

(Oracle) Java a updaty

® cuba:"... jo bodiku, prosimté podivej se na ten letoSni
exploit pro javu ..."

® bodik: "jasaaaaaaan ..."



Oracle) Java a updaty

ISCDia x ! @ISCDia x | @ ISCDia x

C [ www.cvedetails.com/vulnerab istphp dor_id rsion 30 35X pdos pe D pCsr LOpgf i ¢ rt e

Wi araseny Tyman)







Java, antivir a updaty

* drobneé ponauceni

o V prubéhu nataceni videa jsem musel vypnout 2
antiviry ...
= a co takovy chudaci na Linuxu kde zadny antivir

neni ..
®* .. aproC tam sakra vlastne neni ?7?7?



(Oracle) Java a updaty

cuba: "jeziS, ja sem jenom chtél, abys jim fekl jak jim nasli tu chybu za 24hodin, ale jako kratkou
zpravicku ... "

bodik: "aha. Takze kratce ..."

KrehsonSecurity

In-depth security news and investigation

Java Zero-Day Exploit on Sale for ‘Five Digits’

282 | Miscreants in the cyber underground are selling an exploit for a mravinnely
tweets . : ) F
== undocumented security hole in Oracle’s Java software that att:

Oday ashh: Java 7 Update 9 MidiDevice Info, Oracl
retwest . . - Java 1 Update J, MidiLevice.inra, Jrac
remotely seize control over systems running the program, Kre

learned.
posted on Tuesday, November 27th, 2012 at 11:55 ar

he flaw, currently being sold by an established member of an invite-onl, Coming

17 comments

According to the vendor, the weakness resides within the Java class
“MidiDevice.Info,” a component of hat handles audio input and

output. “Code execution is very reliable, worked on all 7 version I tested with Firefox and



Jak novinar Mat Honan prisel o
ICloud

Co je to ten Cloud? a ICloud? he?
Reset hesla Apple iCloud:

1. emall

2. adresa
3. 4posledni Cisla CC

Mail a adresa je v klidu, ale co CC?

Reset hesla Amazon:
1. pfidat svoji CC k uétu na Amazon (email+adresa)
2. reset Amazon hesla - CC je nase, ne?

A jsme doma ;-)



Kinect - patent na 1984 c++

,Uzivatelé konzumujici obsah na zobrazovacim
zarizeni jsou monitorovani, takze pokud jejich
pocet prekroci licenci povolenou hodnotu,
muze byt pouZzita napravna akce”.

il S0ARY ddVe 1 Ldil'r
Ler 50U WAilH rHdr




Zpravicky



RSA SecurlD SW Token se da
zkopirovat

® RSA SecurlD Software Token neni bezpecny, jeho funkce
se da zkopirovat

a2l 3 Clone of RSAToken _ |F |F |£H Reverse Enginee...

| 2
| ain
7|

Recycle Bin Cain

Pen - Token | Options v] 22

- Tokencode:

1718 6743

nused it
Deskta, .. 3.

- SecurlD’

RSASecurID... O16169ebeh, ., RSASecurID, ..

Bezpecénostni analytik spoleénosti SensePost vymyslel a publikoval postup, kterym je mozné napodobit funkci softwarového
generatoru jednorazovych hesel v tokenu RSA SecurlD. Diky nékolika snadnym krokdm je mozné si generovat stejna
Cisla, ktera generuje softwarovy token. O ném vyrobce tvrdi, Ze jej neni mozné zkopirovat.

http://arstechnica.com/security/2012/05/rsa-securid-software-token-cloning-attack/



Holky C++

Big Sister
Prazské socialni
zarizeni je zdarma
...ale budou te
prenaset online :-)

Ma Clanek i na wikipedii (ale ne v Cestiné..)

E-whoring



DDoSy a Kybercviceni

® Pres 170 DNS servert v Ceské republice bylo zneuzito
pri DDOS utoku

O Tym CSIRT.CZ prijal zpravu od LotySského tymu CERT.LV o
masivnim DDOS utoku na cil v jejich zemi.

O pomeérne bezny utok zneuzivajici otevrené, ale i autoritativni
nameservery. UtoCnik falSuje zadosti tak, aby zneuzity server odeslal
odpoved na adresu obéti

" dotaz (60b), odpoveéd (230b); zesileni cca 4

® Cyber Europe 2012

O cviceni v ramci EU, simulovany utok
O za CR hraly CSIRT.CZ, CESNET, Active24, Ak.PCR



Skype servery na Linuxu + grsec?

Skype nahradil P2P supernody
Linuxem hostovanym na Microsoftu

Neni to ale bezny Linux, je zabezpecen GRSec

Navic toho utahne o rad vic nez minulé nody



MSCHAP a CloudCracker

NS Hello
N
= https://www.cloudcracker.com/blog/2012/07/29/cracking-ms-chap-v2/ e B

Gensra!e 16 Byte ClientChallenge

ChallengeHash = SHA1(ClientChallenge || ServerChallenge || UserName)[0:8]

ChallengsResponse - D - EEY: ChallengeHash | 1 GG ChalengeHash) |

* MS-CHAPvV2 - Autentizacni protokol
o PPTP VPN, Wifi WPA2 Enterprise s et s ses

SHA1(NTHashHash || ChallengeResponse || “Magic server

SHA1(Digest || ChallengeHash || “Pad to make it do more than one iteration”) = AuthResponse
AuthResponse

® Implementace matemagiky je Spatné >>

= ... means that, effectively, the security of MS-
CHAPV2 can be reduced to the strength of a
single DES encryption.

DES je typicky crackovan na FPGA >> drahé zarizeni
O Ale kdyz cracking, tak pro vSechny >> CloudCracker.com

WPAZ2 je typicky obalen TLS/SSL .. nastésti ;))



SSL update

® 2012 setrvala nize

O Trustwave issued a man-in-the-middle certificate

O aleto bylo pro DLP!

... wft no a?!



SSL update

® 2012 setrvala nize

o Flame

Flame can spread to other systems over a local network (LAN) or via USB stick. It can
record audio, screenshots, keyboard activity and network traffic.[6] The program also
records Skype conversations and can turn infected computers into Bluetooth beacons
which attempt to download contact information from nearby Bluetooth-enabled devices.

Flame was signed with a fraudulent certificate purportedly from the Microsoft Enforced
Licensing Intermediate PCA certificate authority.[14] The malware authors identified a
Microsoft Terminal Server Licensing Service certificate that inadvertently was enabled for
code signing and that still used the weak MD5 hashing algorithm, then produced a
counterfeit copy of the certificate that they used to sign some components of the malware
to make them appear to have originated from Microsoft.[14] A successful collision attack
against a certificate was previously demonstrated in 2008,[15] but Flame implemented a
new variation of the chosen-prefix collision attack.[16] (wikipedia)

Flame had initially infected approximately 1,000 machines



ISP ktery zaplatuje

ISP Antagonist, NL

Automaticky detekuje a opravuje chyby
webovych aplikaci svych zakazniku.

Uz jich ma 60k a je v mnozine 50 nejrychleji
rostoucich spolecnostni Beneluxu



NTP si skytlo

18. listopad 2012

NTP vraci spravne cas, den, mesic...
N (o] (V240 [0]0)



Novodoby SPAM

Zamysleni nad vyvojem....

.... od SPAMu po 3D tiskarny



Mily jéziSku ...
\Y

. - The Pwn Plug

First-to-market commercial pentesting drop box!

A full security testing suite packed into a micro-server the size of a power brick, Pwn
Plug provides covert, encrypted access over Ethernet, wireless, and 3G/GSM.
= Now supporting NAC bypass for 802.1x/RADIUS implementations! (Elite model)
® Sends tunnel status alerts via SMS text messages
Includes “Plug UI" for simple web-based setup
Preloaded with Metasploit, SET, Fasttrack, Hydra, nmap, scapy, ettercap & more
Unpingable and no listening ports in stealth mode
Out-of-band SSH access over 3G/GSM cell networks! (3G model)
Wireless encryption cracking & Evil AP mode! (Wireless model)

Covert access

All Pwn Plugs include aggressive reverse SSH tunneling for
persistent remote access. Covert tunneling is also available for
testing application-aware firewalls & IPS:
® SSH over 3G/GSM! (3G model)

SSH over HTTP requests (appears as standard HTTP traffic)

SSH over SSL (appears as HTTPS)

SSH over DNS queries (appears as DNS traffic)

SSH over ICMP (appears as outbound pings)

Benefits for Pentesters & Red Teams:

® No client-side config or firewall changes needed!
m Great for remote offices & clients: no travel costs!
m Stealthier, simpler, and smaller than micro-atx appliances!

Pwn Plug with our printer PSU decal



Mac OS chybicka se ...

| ey Value

|ASLMessagelD 9529

|Facility authpriv

|GID a

{Host [ SuFTs

Level 3

|PID 208
Summ ary: 'ReadeID 80

) {ReadUID B

(Sender authorizationhost

OS X 10 7 3 [Time 1328542316
n L} |

TimeManoSec 187721068

|UID )

Message DEBUGLOG | —[HomeDirMounter

! mountMetworkHomeWithURL: attributes:dirPath:username:] |
about teo call _premountHomedir. url = afp://
triton. local . con/Users, userPathComponent = pft,
userID = 1831, name = pft, passwordAsUTFEString =
I

accidentally turned on a debug log file outside
of the encrypted area that stores the user’s
password in clear text.



Yahoo nam darecky prinasi c++

Plugin Axis pro Chrome obsahoval
darecek. Mimo certifikat (1j. verejny kliC)
Yahoo viozilo také tajnou cast - tajny Klic.

Nekdy se to s tou transparentnosti prehani...



Nebojte, svetilo na konci tunelu c++

Pocet vaznych webovych zranitelnosti
v roce 2011

klesl

Poprve od zacatku sledovani!


http://it.slashdot.org/story/12/06/30/1940218/serious-web-vulnerabilities-dropped-in-2011
http://it.slashdot.org/story/12/06/30/1940218/serious-web-vulnerabilities-dropped-in-2011

Sumce Vv busi 6.12.2012

Sun Alerts

http://blogs.sun.com/security/?cat=alerts&date=200811

Oracle Crit. Patch Updates + Security Alerts

http://www.oracle.com/technetwork/topics/security/whatsnew/index.html

Debian Security Advisories
http://www.debian.org/security/2009/

Microsoft Security Bulletin

http://www.microsoft.com/technet/security/current.aspx

Gentoo Linux Security Advisories

http://www.gentoo.org/security/en/glsa/index.xml

FreeBSD Security Advisories

http://mwww.freebsd.org/security/advisories.html
http://www.vuxml.org/freebsd/

CVE Candidates

http://cve.mitre.org/data/downloads/allcans.txt
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