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AgendaAgenda
● Intro
● 2008 – 2009 : Mysphere1
● 2010             : Other work
● 2011             : Mysphere2
● 2012             : Mysphere3 ?
● Trends
● Resume



IntroductionIntroduction
● What is IDS ?

● A device or software application that monitors 
computing environment for malicious activities 
or policy violations



mysphere1mysphere1

● Started at 2006
● Labrea by Pavel Vachek (of CESNET)

● Several IDS were tested …
● Working (actively used)

● Labrea, Nepenthes, Netflow search, sshcrack.pl

● Usefull (supplemental usage)
● apache_rfi, Hihat, penetration tests

● Abandoned
● Google Hack Honeypot, PHP HOP, Snort, PE Hunter



LaBreaLaBrea
● Tarpit honeypot (cesnet-csirt)

● Created as a reaction to CodeRed outbreak
● Labrea tries to slowdown the attack ...

● Using TCP flow management options
● Not finishing TCP handshakes
● Advertises zero sized receiving window

● Virus execution is slowed down by TCP stack, so virus 
can't attack elsewhere

● Log  >  Reporting



LaBreaLaBrea
● Daily report (labrea_report.pl)

● Plots (labrea.loadup)



LaBreaLaBrea
● Size: 252 addresses
● The results for the period between 2008 and 2011

● 502 689 attackers in total (unique IPs/day)

● 196 from CESNET (in graph*10 !)



NepenthesNepenthes
● … not only network intel
● Windows SMB emulator

● Collecting propagated malware
● C++, problematic output

● Debug log
● Prelude IDS: 

● + IDMEF, Plugins, HIDS
●  – Python, DB, GUI
● Not this time

● SurfIDS:
● – Plugins, PostgreSQL

● Neither suited our needs, so we created a custom output module



NepenthesNepenthes
● Module log-grep | nepe_report2.pl

● Plots



NepenthesNepenthes
● Size: 150 address
● The results for the period 2008 – 2011

● 128 372 attackers in total (unique IPs/day)

● 160 from CESNET (in graph *10 !)
● 580 malware samples captures; but we aren't analysing them any 

further. Project is old and deprecated in favor of Dionaea ...



DionaeaDionaea

● Service emulator written in Python
● Nepenthes's successor
● SMB, HTTP/S, FTP, TFTP, MSSQL, MySQL, SIP
● IPv6
● Enhanced shellcode emulation – libemu

● Syscalls logging, networking and file io...
● Threaded
● SQLite database



DionaeaDionaea● Size: 1 address
● The results for the period 2011 – 2012

● 6 246 attackers in total (unique IPs/day)

● 1 from Cesnet (in graph *10 !)



NetFlow searchNetFlow search
● But if you don't want to bother with installing some weird piece of  software and waste 

your address space ...

● Netflow data analysis – any site in Géant network has already some 
data about a traffic flows

● SQL –  S E L E C T  s ip … WHE RE  dp=25 GROUP BY  s ip HAVING c onns  > 300

● spamsearch, sshsearch, winsearch
● Dnssearch ?

● Most efficient
sensor !



NetFlow searchNetFlow search
● In the period 2009 – 2011 there were

● 515 Spam, 47 ssh, 195 winworm found in WEBnet
● Graph shows detection rate, not incident count



KipoKipo
● You can also be more more creative on ssh ...
● Kipo is a medium interaction honeypot written in Python

● Python >> multiplatform
● Linux, FreeBSD, Windows

● Customizable Linux shell emulator
● Static responses in .txt (ifconfig, dmesg)
● Dynamic commands .py (ping, wget, ...)



KipoKipo● Size: 1 address
● The results for the period 06/2011 – 02/2012

● 1 503 attackers in total (unique Ips/day)
● 130 malware samples (wget downloads)

● None of CESNET



Kipo malwareKipo malware
● 130 malware samples collected (wget downloads)

● Some of them are really nice ;)

● Why to bother about rootkits, stealing credentials .. they want to play CounterStrike ...



Kipo malwareKipo malware● Fully outsourced distributed gaming cloud service ?



sshcrack.plsshcrack.pl
● Just not let them in …
● Perl grep auth.log + cron + iptables

● Autonomous self-defense
● No monitoring, no development, no problems

● /afs/zcu.cz/common/tools/sshcrack/sshcrack.pl
● fail2ban



Mysphere1: Usefull IDSMysphere1: Usefull IDS
● We were also interrested in web malware ...

● HIHAT
● Tool for creating low and high interaction web 

based honeypots from any application
● Logging preambule is inserted in every 

script/entry point and records all properties of 
the HTTP requests

● cca 10x PHP apps, 2x J2EE apps



HIHAT – low interaction honeypotHIHAT – low interaction honeypot
● Web interface
● clean_spiders.sh (never ending story ...)



Job vs r57Job vs r57

● Jdbc type 4

● Traceback

● IDS also has their 
vulnerabilities, especially those 
with high interaction

● Dionaea HTTPD 
directory traversal 
>> EFF SSL Observatory



2010 post mysphere12010 post mysphere1

● Mysphere1 works …
● Students always brings an infected devices ...

● … and they'r detected.
● More incidents ...

● More work … oh my



2011 – mysphere22011 – mysphere2
● Mysphere2: Improving the process of security incidents response

● Development fund Cesnet no. 369 + civ.zcu.cz

● Design and implement a network orchestrator
● Automated blocking of computers in campus and 

locking users in eduroam
● Don't disconnect them completely, but provide them 

with proper informations and tools for incident 
response

● Jan Goebel, Jens Hektor, Thorsten Holz: Advanced honeypot-based intrusion 
detection ;login: v.31 n.6 http://www.usenix.org/publications/login/

● Link every information about an incident with Request 
Tracker and other internal agendas ...

http://www.usenix.org/publications/login/


Mysphere2 vs UserMysphere2 vs User
● So we created

● Quarantine network and it's management tool (NetSpy)
● NetSpy switches access ports vlans

● Captive portal on router from that network



Mysphere2 vs UserMysphere2 vs User
● Router steals any connection 80/tcp a redirects those to a local 

web application
● We are sory, but we have only czech localisation at the moment

● CakePHP, Doxygene



● Mysphere2 is not 
just a web page, but 
it is also a tool for 
whole incident 
lifecycle 
management

Mysphere2 Mysphere2 
and Adminand Admin



mysphere2mysphere2
● Mysphere2 automates a lot of 

stuff = computer aided process 
for incident response and 
handling in WEBnet network



● 70 incidents were resolved so far
● TTUI – Time to user informed
● TTFR – Time to (user) first reaction
● TTR – Time to incident resolution

Mysphere2  helped to shorten the time to first user response and the total 
time to resolve the incident to 50% (measured by RequestTracker correspondence 
time analysis)

Mysphere2 resumeMysphere2 resume



Future workFuture work

● Mysphere3 – Honeypots on Ipv6

● Visualization
● Conti et al

● Statistical modeling
● scikit-learn



R3sum3R3sum3
● Security is a process, not a product (B.SchneierTM)

● Stay up-to-date

● isc.edu, full-disclosure, bh, ccc, defcon, ...

● IDS are very usefull, but can work for and againts you, and it's good to 
know how and why to build them ...

● http:// brmlab.cz/project/warzone
● http:// code.google.com/p/nets-x/

vs.
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