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« Kam oko dohlédne
* Trendy

: Mysphere3 ?

e Zaver




« WIRT chtél nastroj pro detekci napadenych PC a
zacCit incidenttim predchazet

* Cile
* Naucit se problematiku

e ZlepsSit/vybudovat nastroje

e ZvySit bezpecnost sité WEBnet



es, Netflow search, sshcrack.pl

e UziteCné (neni Cas na vyhodnocovani ...)

 apache_rfi, Hihat, Penetracni testy

* Opusténeé
* Google Hack Honeypot, PHP HOP, Snort, PE Hunter



oznosti TCP pro rizeni toku

Nedokonci spojeni
* Ohlasuje nemoznost prijimat (zero window)

* Pozdrzi exekuci viru — zamestnava skodice

* Log > Reporting




DEEUG
DEEUG
DEEUG
DEEUG
DEEBUG
DEEBUG

query whois for 216.191.75.183
query whois for 24.80.177.41
query whois for 131.1893.39.207
query whois for 217.133.229.193
query whois for 222.133.128.205b
query whois for 125.123.145.196
DEBUG: query whois for 24.80.194.248
DEBUG: query whois for T0.67.220.123
Total sessions: 9327

Total attackers in ownnet: 1
147.231 .xx. 194 at 147.228.0.0/14: 36 times

Destination ports listing: 34 in total
445: 4566

139: 2094

3306: 6564

1080: 383

5405: 266

= 3128: 262

* Net::Whois::Iana o oo

B623: 245

25: 228

= Vypnuto 111: 88
<zkraceno>

Attackers listing: 138 in total

213.215.208.132: 497 IT
T0.70.124.224: 496 CA
213.80.23.75b: 433 SE
66.151.10.1: 266 Us
217.106.133.72: 252 RO
122.116.113.218: 228 TIW
131.193.39.207: 221 Us
81.195.104.2432: 2200 RO
T0.70.18.221: 207 CA
T0.71.74.29: 196 CA
64.16.34.34: 183 US

209.82.46.121: 179 CA



LaBrea week bandwidth usage
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Time frame: J002-03-19 123327 - 2009-05-09 20:15:51

Last bw at: 2009-05-09 20:15.31 - 1648b/s

Last tarpit at; 2009-05-09 20:15:02 (1m age) from 79,220 43 213 ( p4FES2BDS . dip t-dialin net )
Legend: Port rise Port fall 'Well-known port Registered port Dynamic/privateflocal port

Ovwnnet attackers for 30 days

time held ips ipd |psrc|pdst |count hosiname
2009-04-29 11.00:48 195113 1 i 0001663145 21705 |1 TS VVS-PV.CT
2009-04-27 00:16:29 146 102 270 | 0 B 48 |5042(1433 (252 s vse oz
2009-04-25 12:50:19 195,113 Teig| =D 128 | 3027 115854 |1 e CUn. CT
2009-04-16 14:15:23 78 128 DI |55 1832530 |25724 |1 Pl —— CUNI CZ

 Pohled

0
5
o
o

Port trends

trend = count(dpst) - avgllast 72 houts)

pdst/name count | count72 [trendRatio
1433fms-sqls  [31364 (91224 [0344 ® | labrea,l()adup >
3306/myagl 3368|3026 1.091
22fssh 1262 |618 3013
23ftelnet 1599 |682 2345
25/smip 1559 |683 2283
445/ macrosoft-ds 1232 602 2.026
P9/radmin-port |1094 [932 1.174

13%/nethios-ssn [S26  |205 4.566

2567 502|880 0.57
1080/s0cks 256 |90 2.844

059/ 252|425 0.593
21/ftp 252|169 1.491

3050/ zds  db 250 1 250

09 230|569 0.439




%2 adres
* Vysledky za obdobi 03/2008 — 10/2011

* Velikost
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penthes (lackovka)

* Nejen sit
* Emulator Windows
» Zachycuje nabizeny malware

* C++, problematicky vystup

* Debug log
e Prelude IDS:

e + IDMEF, Pluginy, HIDS
e — Python, DB, GUI
* Not this time

* SurfIDS:
e — Pluginy, PostgreSQL

o Zvolili jsme vlastni docasné reSeni




Total sessions: 14373
Total events: 60617

EV_SOCE_TCP_RX: 23454
EV_SOCK_TCP_CLOSE: 14088
EV_S0CKE_TCP_ACCEPT: 12348
EV_HEXIDUMP: 4113
EV_DOWNLDAD: 1734
EV_DIALDGUE_ASSIGN_AND_DONE: 1732
EV_SHELLCODE_DONE: 1732
EV_SLAMMER: 889
EV_SOCE_UDP_RX: 869
EV_SUBMISSION: 3

| Total attackers in ownnet: 1
147.228 .xx. 161 at 147.228.0.0/14: 25064 times

Uniq submissions: 3

SUBMISSION: 5ale03T0cet0bdBaalc2tblaZefbddfe ftp:// 1:1Q058.77.97.100:55083/vPanele.com: i
-rw-r—I—— 1 nepel nepel 106472 Nov 16 2008 fopt/nepe/var/binaries/5aleldTlcedlbdBarn?c2SblaZefhi34Te
http://www.cyber—ta. org/releases/nalwvare-anal ysis/public/S0UTRCES/ 5ale03T0ced0bdBanc25blatelbidTe/
5alel3TlcedlbdiaaZc2ibalefbid4Te . virus-1labels

SUBMISSION: B3ifdeelaTd2dii13c80033f8d6ac3T2 fip://anonymouns :bin@7T9.41 . 2462475664/ 13038_up.exe:
-rw-r—r—— 1 nepel nepel 15872 Mar 4 2008 /opt/nepe/var/binaries/831fteelaTd2d1113cB033f8d6ac3T2
http://www.cyber—ta.org/releases/nalwvare-anal ysis/public/S0URCES/B31f4eelaTd2d1113c80033£8d8ac3T/

B3ifdeelaTd2di113cB0033f846ac3T2 . virus-1abals
http://nepenthes . mwcollect .org/analysis:norman : 831 fdeelaTd2d1113cB0033f8d6aC3T2
http://www . honeynet . unam.mx/en/malware .plThash=831f4eelaTd2d1113cB0033f8d6RCIT2

e SUBMISSION: e7301a316bb060178914ae8dbfd0T8a ftp://1:4080.136.110.164:63218/Tilesys. com: i
L Publlc DB -rw-r=—-r-— 1 nepsil nepel 214016 Nov 16 200B /opt/nepe/var/binaries/eT801a316bb0801TES14aeBdbfd00TEa
http://www.cyber—ta.org/releases/nalwvare-anal ysis/public/S0URCES/eT801a316bb0601 78591 4ae0dbfdO0T 80/
eT7801a316bb0601 7801 4ae0dbfd00TEe . virus—1abels

«  http://www.nothink.org/binaries/malwa umiq necdumps: 32

= http://www.cyber-ta.org/releases/malw‘ et 13?&?2???;m$mwﬂﬂmmmmmﬂm3ﬂ%%Eﬂﬂwm&hﬁh&hn

-rw-r—I— 1 nepel nepel

3 http://nepenthes.Carnlvorellt/analysj_ 00000000 S0 4f 53 54 81 TS T4 88 85 74 69 |POST /unauthenti |
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Mgt hes At Lackers per

Overall

Tove braene: JUZE-UZ-0 L4 L4 - SUUW-UE-A4 113200

Nepenthes
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Analyza informaci o siti

NetFlow search

SO, — WHERE dp=25 GROUP BY sip HAVING conns > 300

spamsearch, sshsearch, winsearch

Dnssearch ?

o e FREEm — — . ||_qﬂ ﬂdpﬂVEdEt| |;ﬂ odpovedet 'U'SEFI"Il = ||.Q_| prepuslat| || @ archivovat

predmét Cron ﬂhﬂdlw time {date, fhome/bodikiwinsearch2.pl; echo; fhome/bodik/spamsearchz.pl; echo; /fhome/bod
/sshsearchZ.pl; echo; fhome/bodikkwebsearchZ.pl; echo; fhome/bodik/dnssearch.pl; echo; /fhome/bodik

e / e N O/
NeJUC]_ne] Sl fhlidani_zdroju_knihowvny.pl; date)
' komu bodik@civ.zeu.cz 1, Ing. Ales Padrta Ph.D.
Senzor > Thu Sep 22 ~——— = "1 CEST 2011
fhome /bodik /winsearch2, pl
Time sum(bytes)  sumipck) sip hmuﬁﬁ—j.
= ge H 48 455168 9483 147.228.94.110 ¢ e1304n01-ket. fel . zcu.cz 4193 418
= 100 M 657102 12367 147.228.181.102 . cF 1012
£ 1% (0000 25800 1713 147.228,183.85 edurcam-n853.zcu.cz 281 1
W g7 00 1955240 9545 147,228,99,50 kiosek-ngOl.zcu.cz 452 2
™ O 1837402 BB56 147.228.153.38 kiosek-vc02.zcu.cz 354 2
L BL: W0 %O 1505253 GBE1 147.228.20.103 ps203pld-uk.uk.zcu.cz 352 2
[aiaion 39115 724 147,228,.182.114 edurcam-n&26. zcu. cz 304 2
dik/spamsearchz,pl
Time sum(bytes)  sumipck) sip hostname  conns tgts
- 00: gl 994109 18477 147,228,207 = ol ~sur mal- 7oU. C2Z 1583 1
B, 00 g0 1027734 8043 147.228.19.1:50 SdEGIEpElB kfi. ff Zcu.cz 564 1
oE:c s 939549 4385 147.228.=Z = LZCU.CZ 511 1
dikssshsearch2.pl
Time sum(bytes)  sumipck) sip hostname  conns tgts
2 00 : Oiigs 47513710 117800  147.228.= S===eec | 7CU.CZ 1742 4
- 00 Pl 1507730 10200 147.228.Z—/—9 MEsToohes 7oU.CZ 1174 ]
-22 00w 0 172920 2882 147,228 .= e B J A ] S48
-72 004 OQ39369 169451 147. Lo E Zcu.cz =07 151
-T2 00:0 e 3354621 67449 147,228 7 "¢ =L FCU.CZ 373 20
DETECTIVE -Z. 00:C 20 244282 3863 147.228B.Zm7 7 mile ZoU B2 34T
2 150 1015433 7279 147.228.220 0 . Shd oV Y o4 198 1
2200 0% oY 36697255 195889 147.228,101.109 u1322pll-s1s.c1v.Zcu. cz 149 5]
27000:0 .09 453808 2658  147.228.43.85 w10 ]
AT Youn sERVICE ¢ 11:004% 40424 839 147.228.185.92 117 ;Qg
- ;e N ey 45228774 850891 147,228,209, 162 m— 2]
e e 4% 00 280 3864785 48700 147,228, _OF LLZCU.CZ 109 15




BT-0T-TTCE

cidenty pouze detekce unikatnich IP/den
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sshcrack.pl

* Jednoduché a funkcni IPS
* Perl grep auth.log + cron + iptables (fail2ban)

* Autonomni sebeobrana (simple autonomous selfdefense)
* Bez dohledu, bez vyvoje, funkcni, stabilni

* Ad-hoc deployment >> FAI

- /afs/zcu.cz/common/tools/sshcrack/sshcrack.pl

VS.




sshcrack.pl

sshcrack.pl Heatmap

03/2008




ecné IDS

e HIHAT

e Nastroj pro vytvareni webovych honeypott s
nizkou i vysokou interakci

 PHP apps, J2EE apps

e Penetracni testy

» Casto se pfi testech najdou priiniky ...




ucni korekce a tfidy

Info, (Web | mail ) dropzone
* Iframe injection
* Backdoor tool

* Bot exec
 Pbot, pbotmap

Mazev kategorie

Pocet vzorku

exec 21
defacingtool 45
tools 34
c99 62
fileletool 70
ra7 69
massmailer 122
genericprobe 610
maildrop 558
userfinger 100
safemode 75
dynamicprobes a7
staticprobes 29
genericprobewithmaildrop 20
webdrop (5]
empty 3
error 4
misc 12
bin 13
404 15
rss 26
htrml 58
spam 2277
Celkem 234
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 Nastroj pro vytvareni webovych honeypotti s
nizkou i vysokou interakci

* Logovaci preambule do kazdého sknptu/entﬁy
pointu Tt

e cca 10x PHP apps, 2x J2EE apps

92000

e Penetracni testy

« Casto se pri testech najdou priniky ...



185.110.240.1a6 |NV3its

no referrer

DREG: acicen mimiCreasion] as m, maxCreacon] s ma Som kikas_main oz
002 - ZOOR-10-F1 ZHTET

(Crcacon, wix_SmcammpCmacon) 145, madds Som kilos_main_log endcs by Crason do iz 1
L1 conach a5 DOF-10-F1 D212 (Zam o) Shom DUK 112 111.288 | cxvalls docncsdorcom. ong ) 2 phpla

HTTP-GET Informaticon:

and (oS EETWERN IFITMAIIE AND 151 T076RF1) R (05: BRETWERN L5150 AND SN 06 (0 BETWESN JESERTRM AN ZOSRTRATS) O (oe

t = 21715\" and 1=2 union 3elect

STTP_UIER_ACENT=hieriiin s, 0 (Windoax: 1 Windows ¥T &1; ex rel LT
G icn TR FecSo 55

CONCAT (0x27,0x7c, 0x5£, 0x7c) , CONCAT {0x27, 0x7c, HrTRACCET e R
T,0x7c, O0x5L,0x7c) , CONCAT (0x27,0x7c, Ox5E, 0X7C) T3 ARt AR TR Tt 100 ot o 7 % T

HTTP ISR _AILTVE=EO)
£,0x7c) , CONCAT (0x27,0%7c, 0x5E, 0x7c) , CONCAT {0x i
WCAT (0x27,0%x7c, 0x5£, 0x7c) , CONCAT (0x27,0x7c, Ox e
O0x7c,0x5£, 0x7c) , CONCAT {0x27, 0xTc, Ox5L, 0xTc) , C AP PTaia et e e b m =3
0x7c) , COMCAT (0x27,0x7c, Ox5E, OxTe) , CONCAT (0x27 e oo TEVER STV ARR sk T 23 ek TR L eBi = o101 e

LG R0 5 1; ex E o | FEEVER AN mgeney stz e mGIzE Py 0 U S .
AT (0x27,0x7c, 0x5E, 0x7c) CONCAT (0x27, 0x7Tc, OX5E et mmorze e =
RseSe T LT EEMOTE_ADDS= 7. 225 200, 155
DOCLLENT_ROOT =g el

Tc, 0x5L,0x7c) , CONCAT (0x27, 0x7c, 0x5E, Ox7c) , COB
Tec) CONCAT (0x27,0x7c, 0x5E, 0x7c) , CONCAT (0x27,C

HTTP-POST Information:

HTTP-SEEVER Information:
HTITE_USEE_AGENT = HNV3Zts




#igE -
SRR A SQLServerfiEE ~ JO b VS r5 7
Rl:l
ﬁgiﬂﬁﬂimm Database
i .
ﬁi@i;F‘g Databaze Connection Type ESQLSEWEfDEtEbESE&]
— Databasze Server Address SQALServer Database
KRR Datal MySqgl Database
atabaze server port Oracle Database
FIEREE
Databaze username DB2 Database
ODBC Data Source

Jdbc type 4

Traceback

Dionaea HTTPD
directory traversal
>> EFF SSL Observatory

Kippo >> kiposcan

Databaze paszsword

Databaze Name

Connection ][ Bezet l

=== cl ===============string (1027)
<script language="javascript">
hotlog js="1.0";
hotlog r=""+math.random()+"&s=81¢06&im=1&r="+escape (document.referrer)+"&pg="+esc
document.cookie="hotlog=1l; path=/": e
hotlog r+="&c="+(document.cookie?"y
</script>
<script language="javascriptl.l">
hotlog js="1.1";
hotlog r+="&j="+(navigator.javaenabled()2"y":"n")
</script>
<script language="javascriptl.2">
hotlog js="1.2";
hotlog r+="&wh="+screen.width+'x'+screen.height+"&px="+(((navigator.appname.subst
</script><script language="javascriptl.3">
hotlog js="1.3"
</script>
<script language="javascript">
hotlog r+="&js="+hotlog js:
document.write ("
<a href='http://click.hotlog.ru/?81606"' target='_ top'>
<img "+" sre='http://hitd.hotlog.ru/cgi-bin/hotlog/count?"+hotlog r+"&' border=
. |
</script>
<noscript>
<a href=http://click.hotlog.ru/?8160¢ target= top>
<imgsre="http://hitd.hotlog.ru/cgi-bin/hotlog/count?s=81606&im=1" border=0width="
</noscript>"

", |rn|r) .



ecné IDS

analyzer

e Nastroj pro vytvareni webovych honeypotti s
nizkou i vysokou interakci

» Logovaci preambule do kazdého skriptu/entry
pointu

 PHP apps, J2EE apps

* Penetracni testy

» Casto se pri testech najdou priniky ...



stené IDS

1 nebo neflexibilni

* Snort, PE Hunter
e PriliS mnoho FP
e Problematicka udrzba signatur
* SSL

e Casem se k nému vratime, ale ne ted' ...




implementace

- Labrea fork

» Vlastni impl.
e Zadni utocnici (ani Van Hauser ;(

* Pracujeme na tom ...

e IDT - statistické vyhodnocovani NetFlow

* Behavioral analysis (baselining/modeling, ...)
* Nedotazene ;(
 Stejnée predélame pomocl scikit-learn



7,
7

jsou detekovany

’;:;

* Vice detekci

* Vice bezpecnostnich incidentt
e Vice prace

* (netchat) Najit port, (nechat) odpojit port (nespy, ale ...), najit spravce, obeslat
spravce, poCkat na odpovéd’ spravce, obeslat uzivatele, pockat na odpovéd’ uzivatele,
domluvit si schtizku. UZivateli mezitim nefunguje internet !



eSeni bezpecnostnich incidentti

plementovat orchestrator sitového prostredi

» Automatizované karantenovani v campusu, blokovani
eduroam identit, ...

e Ukrast HTTP a tlacit informace uZivateltim primo do
browseru ...

 Stroj neodpojit uplné, ale poskytnout uzivateli nastroje
pro reseni

 Notifikace a provazani s RT



Init =

notice




RSN P L URERERSSANRBRRRRNNNSSRRRARE
n .
I mysphere2: Automt pross..

[. il Mysphere2: Automat pro spravu bezpecnostnich incidenti [nikdo]

Tento pocitac byl odpojen od sité WEBNet

~~'POZOR, VIRUS!

Bylo detekovano nevhodné chovani tohoto pocditate (uiS05p05-
Ips.civ.zcu.cz :: 147.228.53.150), které indikuje jeho napadeni virem
nebo jiné zneuZiti. Konkrétné rozesila vysoké mnoiZstvi nevyZadanych
zprav. Pro opétovné odblokovani, prosim, postupujte jednou z
nasledujicich moznosti:

A. Kontaktujte, prosim, svého lokalni sprédvce (support.zcu.cz - Seznam lokalnich spravci), ktery
zafidi napravu.

B. Uvedte pocitaC do vhodného stavu svépomoci dle navodu support.zcu.cz - Jak postupovat v
pripadé zavirovani pocitace.
Po reinstalaci nebo odvirovani pripojte nezavadny stroj do sité a vyplhté Zzadost o odblokovani.
Odblokovani je moZno provest ihned po odpojeni zavadného stroje od sité, neni tedy tfeba Cekat na
preinstalaci (bude se hodit napf. je-li do zasuvky pripojen switch, ktery je vyuZivan vice stroji).

I pfes blokovani jsou pro vyfeseni problému stale dostupné vybrané informacni systémy:

» https://webmail.zcu.cz

» htitp://support.zcu.cz

http://ph 2011 - mysphere?2

. . * Ban interface
Dékujeme za spolupraci
CIV (abuse@zcu.cz)



' mysphere?: Automat pro sp... %

[. il Mysphere2: Automat pro spravu bezpeénostnich incidentd

[simekm]

Reagovat na incident (sphr2 1#359)

Bylo detekovadno nevhodné chovani tehoto pocitate (ui505p05-Ips.civ.zcu.cz :: 147.228.53.150), které indikuje

jeho napadeni virem nebo jiné zneuZiti. Konkrétné rozesild vysoké mnoZstvi nevyZadanych zprav. Po odvirovani
stroje miZete pouZit nize uvedeny formulai nebo htips:

webmail.zcu.cz a dat nam védét, Ze byl incident
vyfegen a jakym zplsobem.

1. Kontaktnim formularem

Vyberte prosim provedenou akci:

Stroj byl zbaven virové nakazy

Stroj byl preinstalovan

Stroj byl odpojen od sité. jedna se o sdilenou zasuvku

Jina akce, prosim uvedts jaka

2. Kontaktovat lokalniho spravce

V piipadé problémd, miZete kontaktovat lokdlniho spravce. Jejich seznam naleznete na adrese
support.zcu.cz - Seznam lokalnich spravcii.

» https://webmail.zcu.cz

» http://phone.zcu.cz

3. Ruéné emailem

Prihlaste k systému https://webmail.zcu.cz a zaslete nam zpravu na abuse@zcu.cz rucné. Zpravu
formulujte podle vzoru:

Subject: [ZCU RT3 #124412] [sphr2#59] vi305p05-1ps.civ.zcu.cz - napadeny stroj
AddBequestor: simekm@civ.zcu.cz

Text nad timtoe fadkem ignorujte, nisleduje sdéleni pro uZivatele ..
Please ignore lines above, message for user follows ..

Dobry den, chtel bych pozadat o odblokovani pripojeni pro stroj y p
vi305p05-1ps.civ.zen.cz (147.228.53.150).

1 S bt shaven i nkszy. clesned) * Response interface
B) Stroj byl preinstalovan. (reinstalled)
C) Stroj byl odpojen od sitg, jedna se o sdilenou zdsuvku. (shareduplink)

D) Jina akce, prosime wved'te jakd. (other)

P T T -



2011 - mysphere?

.. ale nepredbihejme ;)
Vyckejme na zavérecCnou zpravu
Prezentaci na seminari reSitelti v Mikulové

22.11.2011 — 09:00 Salonek Palava




* dns-anomaly (nic.cz)

* IPv6
 Jako fakt uz nejvyssi cas !

e IDS uZ mame,acovy?;)



... vime Ze nejsme sami ...
cesnet.cz

PV — LaBrea, SSERV, ORR
TK — FTAS (bylo by super jej vyuZivat jako IDS)

AK — mentat, warden, ...

muni.cz

Namtar — bez vnéjSich vztahli s komunitou, zaméreny na NAC
windows (nad WMI)

Vykopal et. al. — ??7?

vsb.cz — uslySime odpoledne ...



Fizeni mame prvni zpravy

 prohlasila internet za sféru bojovych operaci !!!!

 Riizné subjekty (nejen hloupi spamefi) na planeté maji
regulerni jednotky pro boj v datastére a ty chtéji
NASE stroje/prostredky

« EU/NATO, USA, CN, RU;, ...

e SSL/TLS/PKI nefunguje, co s tim ???
* GSM jiz neni druhy bezpecCny kanal
e viz CCC2009



Z8V2r

Bezpecnost neni vyrobek, ale proces (B.Schneier'")

Kdyz uz ne IDS, tak je minimalné potreba ziistavat v obraze

isc.edu, full-disclosure, bh, ccc, defcon, ...

Na vyrobu expertniho systemu potrebujeme experty. Tim se ale clovek
nestane Ctenim publikaci ...

http://brmlab.cz/project/warzone

http://code.google.com/p/nets-x/




,_Q’L/.L Otazky ? %%%M
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