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. T chtél nastroj pro detekci napadenych PC
e Zacit incidentim predchazet
» Cile

e Naucit se problematiku

 ZlepSit stavajici nastroje

» Zvysit bezpeCnost sit¢ WEBnet




ycesni reakce, znalosti

at znalosti (literatura, konference)
* Prostredky (Xen server)

e Provozné€ 2 — 3 systemy ¢

 Nids: snort, labrea, nepenthes, honeytrap, peglu

e Wids: php hop, GGH

®

* Reporting a reakce

* Vyména ziskanych dat

92000



(baseline)

* Logy (HIDS)

* Honeypoty

S nizkou interakci — emulatory

* S vysokou interakci — tvrzene stroje



moznosti TCP pro fizeni toku
* Nedokonci spojeni
e Ohlasuje nemoznost pfijimat (zero window)

» Pozdrzi exekuci viru — zameéstnava Skodice

quoo

 Log > Reporting




DEEUG
DEEUG
DEEUG
DEEUG
DEEBUG
DEEBUG

query whois for 216.191.75.183
query whois for 24.80.177.41
query whois for 131.1893.39.207
query whois for 217.133.229.193
query whois for 222.133.128.205b
query whois for 125.123.145.196
DEBUG: query whois for 24.80.194.248
DEBUG: query whois for T0.67.220.123
Total sessions: 9327

Total attackers in ownnet: 1
147.231 .xx. 194 at 147.228.0.0/14: 36 times

Destination ports listing: 34 in total
445: 4566

139: 2004

3306: 654

1080: 383

5405: 266

. 3128: 252

 Net::Whois::Iana tea o

623: 245

25: 208

® ‘V’)/I)Illlt() 111: 88
<zkraceno>

Attackers listing: 138 in total

213.215.208.132: 497 IT
T0.70.124.224: 496 CA
213.80.23.75b: 433 SE
66.151.10.1: 266 Us
217.106.133.72: 252 RO
122.116.113.218: 228 TIW
131.193.39.207: 221 Us
81.195.104.2432: 2200 RO
T0.70.18.221: 207 CA
T0.71.74.29: 196 CA
64.16.34.34: 183 US

209.82.46.121: 179 CA



LaBrea week bandwidth usage
Overa LaBrea
Time frame: 2008-03-19 12:33:27 - 2009-05-09 20:15:31
Last bw at: 2009-05-09 20:15.31 - 1648h/s
Last tarpit at; 2009-05-09 20:15:02 (1m age) from 79,220 43 213 ( p4FES2BDS . dip t-dialin net )
Legend: Port rise Port fall 'Well-known port Registered port Dynamic/privateflocal port
gl g g § § § g § Ownnet attackers for 30 days
- o o - o o o o
3 3 g g g 3 $ g time held ips ipd |psrc|pdst |count hosiname
o 2 o ] -3 20090429 11:00:42 |0 195,113 prd | 008, 166|3145 21705 |1 = VVE-PV.CT
i & 8 B OB B B B e -
20090427 00:1629 |5 146 102 048 (50421433 (252 |seeemvwse.cz
L iBas merith Bandul il Usis 2009-04-2512:50:19 )0 [195.113. 7w | w0 128(3027 15854 (1 |emepsms cuni.cz
4075 2009.04-16 14:15323 0 72128 NI (209 1832530 2372401 T ER—— N1 CZ
&
4
r Port trends D
A * Pohled
e trend = count(dpst) - avgllast 72 houts)
Gate | lpdst/name count | count72 |trendRatio
. | labrea.load
ggszsssssessssssssssnsgesssnggssy || - ftund Ll Lo abrea.loadup ~
33383833383333333333338333ESSEEE 3306/ mysq 1362|3086  |1.091
g ﬁg“mﬂﬂam” 8 % 33 F |[22/ssh 1862 618 [3013
g gggg Eg%gg % g E %g § 23/telnet 1599 6282 2345
25/smtp 1559 683 2183
LaBrea year bandwidth usage 445/microsoft-ds (1252|602 2.028
1078 PO fradmin-port |1094 |952 1174
3 : 139/netbios-ssn 526|205 2566
F i 02 |eEl 027
i 10 156 (90 2544
1072 0 252|425 0.593
21/fip 252|169 1491
E B BE 8 &8 8 8B B 3 &8 B E & 8 A0/ eds db =q |0 250
E B E g 8 8 R R QA ARNAR & 8 —
F AR B ARNESE ER T8 E N 230|569 0439




,,,,,,,,,,, 3 03/09
i (146/den)

» Spicky
° VNC, MS’ Web




epenthes (lackovka)

* Nejen sit’
* Emulator Windows
» Zachycuje nabizeny malware

* C++, problematicky vystup

* Debug log
* Prelude IDS:

e + IDMEF, Pluginy, HIDS
e — Python, DB, GUI
e Not this time

e SurfIDS:
e — Pluginy, PostgreSQL

o Zvolili jsme vlastni doCasne¢ reSeni




. Total sessioms: 14373
Total events: 60617

EV_SOCE_TCP_RX: 23154
EV_SICK_TCP_CLDSE: 14068
EV_SOCE_TCP_ACCEPT: 12348
EV_HEXDUMP: 4113
EV_DOWNLDAD: 1734
EV_DIALOGUE_ASSICHN_AND_DONE: 1732
EV_SHELLCODE_DONE: 1732
EV_SLAMMER: 869
EV_SOCE_UDP_RX: 869
EW_SUBMISSION: 3

Total attackers in ownnet: 1
147.228 .xx. 161 at 147.228.0.0/14: 25064 times

- Unigq submissions: 3

SUBMISSION: 5ale03T0cet0bdBaalc2tblaZefbddfe ftp:// 1:1Q058.77.97.100:55083/vPanele.com: i
-rw-r—I—— 1 nepel nepel 106472 Nov 16 2008 fopt/nepe/var/binaries/5aleldTlcedlbdBarn?c2SblaZefhi34Te
http://www.cyber—ta. org/releases/nalwvare-anal ysis/public/S0UTRCES/ 5ale03T0ced0bdBanc25blatelbidTe/
5alel3TlcedlbdiaaZc2ibalefbid4Te . virus-1labels

SUBMISSION: B3ifdeelaTd2dii13c80033f8d6ac3T2 fip://anonymouns :bin@7T9.41 . 2462475664/ 13038_up.exe:
-rw-r—r—— 1 nepel nepel 15872 Mar 4 2008 /opt/nepe/var/binaries/831fteelaTd2d1113cB033f8d6ac3T2
http://www.cyber—ta.org/releases/nalwvare-anal ysis/public/S0URCES/B31f4eelaTd2d1113c80033£8d8ac3T/

B31f4ee0aTd?d1113:80033f846ac372 . virus-1abels
http://nepenthes . mwcollect .org/analysis:norman : 831 fdeelaTd2d1113cB0033f8d6aC3T2
http://www . honeynet . unam.mx/en/malware .plThash=831f4eelaTd2d1113cB0033f8d6RCIT2

© SUBMISSION: e7301a316bb060178914ae8dbfd0T8a ftp://1:4080.136.110.164:63218/Tilesys. com: i
[ ] PUbllc DB -rw-r=—-r-— 1 nepsil nepel 214016 Nov 16 200B /opt/nepe/var/binaries/eT801a316bb0801TES14aeBdbfd00TEa
http://www.cyber—ta.org/releases/nalwvare-anal ysis/public/S0URCES/eT801a316bb0601 78591 4ae0dbfdO0T 80/
eT7801a316bb0601 7801 4ae0dbfd00TEe . virus—1abels

e http://www.nothink.org/binaries/malwa uniq hexdumps: 33

5 _ HEXDMIMP : Of7Tb92f524b404314c0bicocEcldaTa2ib: |
S http * //WWW * cyber ta. org/releases/malw -rw-r—r— 1 nepel nepel 613 Mar Z2 19:47 /opt/nepe/var/hexdunps/0f7Tb92f524b404314c0bEccEedaT6215.bin

o http://nepenthes.carnivore.it/analy314HHHW B0 4f 53 54 €1 75 T4 62 65 6o 74 60 |POST /unauthenti|
00000040 &3 &1 T4 65 Ze 25 30 31 2f lcated/ /. Ho1/ . %1
00000020 30 31 2f 2e 2f 2o 2e 25 30 104s. 0Ly . oLy .
00000030 2e 25 30 31 30 31 2f 2e 2e 1.%01s. oy, 01
00000040 2f 2e e 25 Ze 25 30 31 2f /. %017, oy %)
00000050 30 31 2f 2e 2f 28 2e 25 30 104/ . 0Ly . oL/ .
00000060 Ze 25 30 31 30 31 2f 28 2e 1. %047, 8017, o)
00000070 2f 2e 28 25 Ze 25 30 31 2f ([ 15 W 1S A
00000080 30 31 2f 2e 2f 28 2e 25 30 104/, oLy . oL/ .
00000090 2e 25 30 31 30 31 2f 2e 2e %04/, %01y, 001
00000080 2f 28 28 25 Ze 25 30 31 2f [ 05 W 1S W 1
00000060 30 31 2f 2e 2f 2e 2e 25 30 1oL/, oLy . oLy .
000000c0  2e 25 30 31 30 31 2f 2e 2e %04/, %01y, 001
00000040 2f 28 28 25 Ze 25 30 31 2f [ 05 W 1S W 1
000000e0 30 31 2f Ze 2f Ze Ze 25 30 1oL/ . . ods . oL/ .
000000f0 2e 25 30 31 30 31 2f 2e 2e 1.%01s. %01y, 001
00000400 2f 28 2a 25 Ze 25 30 31 2f [ TS W 11 1
00000110 30 31 2f 2e 2f 2e Ze 25 30 ([P 1 P o E P
00000120 2e 25 30 31 30 31 2f 2e 2e 1.%01s. %01y, 001
00000130 2f 28 2e 25 Ze 25 30 31 2f 1/, .%o1/ . Yoy . %)
00000140 30 31 2f Ze 2f Ze 2e 25 30 |01/, 0Ly . o4/ .|
00000150 2e 25 30 31 30 31 2f 2e 2e 1.%01s. %01y, 001
00000160 2f 28 2e 25 Ze 25 30 31 2f 1/, .%o1/ . Yoy . %)
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Mgt hss At LAckers

per e

Overall

Tove braene: JUZE-UZ-0 L4 L4 - SUUW-UE-A4 113200

Lasi attacker sb: 2008-0524 11:33:5007 35 m :,mj From 14°] S0l B () e

Nepenthes

;W I Legend: Port roe Podd fall W8=ll-known port Do abered ponl Drn-u:l:l:l:i.l:-"]:lri.ﬂ'u]::l'iul:d porl
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:EE g E2HEE22EZ § SEEE 20090311 L0:14 09 18800 | W00l g? [0 % (1977 [de5 (81574 671906 me R
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* Spicky — MS

e Malware

» Zadny z ownnetu

e Celkem 450 unikatnich vzorku

e Pokra¢ujeme >> dionaea ? Riamr-52



* Nepékne

e HIHAT
* Vyrobit honeypot z jakékoliv PHP aplikacef

9900

92000

* Logovaci preambule ®

* Vysledek je vysoce interaktivni




interakci

e Transparent linking

* Plivodni multivirtualhost vyhodnocen jako
linkfarma

* Vysledna velikost — jedna doména, 10 aplikaci
« PHP



)U interakci

185.110.240.1a6 |NV3its

no referrer

DREG: acicen mimiCreasion] as m, maxCreacon] s ma Som kikas_main oz
002 - ZOOR-10-F1 ZHTET

(Crcacon, wix_SmcammpCmacon) 145, madds Som kilos_main_log endcs by Crason do iz 1
L1 conach a5 DOF-10-F1 D212 (Zam o) Shom DUK 112 111.288 | cxvalls docncsdorcom. ong ) 2 phpla

HTTP-GET Informaticon:

and (oS EETWERN IFITMAIIE AND 151 T076RF1) R (05: BRETWERN L5150 AND SN 06 (0 BETWESN JESERTRM AN ZOSRTRATS) O (oe

t = 21715\" and 1=2 union 3elect

STTP_UIER_ACENT=hieriiin s, 0 (Windoax: 1 Windows ¥T &1; ex rel LT
G icn TR FecSo 55

CONCAT (0x27,0x7c, 0x5£, 0x7c) , CONCAT {0x27, 0x7c, HrTRACCET e R
T,0x7c, O0x5L,0x7c) , CONCAT (0x27,0x7c, Ox5E, 0X7C) T3 ARt AR TR Tt 100 ot o 7 % T

HTTP ISR _AILTVE=EO)
£,0x7c) , CONCAT (0x27,0%7c, 0x5E, 0x7c) , CONCAT {0x i
WCAT (0x27,0%x7c, 0x5£, 0x7c) , CONCAT (0x27,0x7c, Ox e
O0x7c,0x5£, 0x7c) , CONCAT {0x27, 0xTc, Ox5L, 0xTc) , C AP PTaia et e e b m =3
0x7c) , COMCAT (0x27,0x7c, Ox5E, OxTe) , CONCAT (0x27 e oo TEVER STV ARR sk T 23 ek TR L eBi = o101 e

LG R0 5 1; ex E o | FEEVER AN mgeney stz e mGIzE Py 0 U S .
AT (0x27,0x7c, 0x5E, 0x7c) CONCAT (0x27, 0x7Tc, OX5E et mmorze e =
RseSe T LT EEMOTE_ADDS= 7. 225 200, 155
DOCLLENT_ROOT =g el

Tc, 0x5L,0x7c) , CONCAT (0x27, 0x7c, 0x5E, Ox7c) , COB
Tec) CONCAT (0x27,0x7c, 0x5E, 0x7c) , CONCAT (0x27,C

HTTP-POST Information:

HTTP-SEEVER Information:
HTITE_USEE_AGENT = HNV3Zts




u interakci

app, 24 instanci

pnuke, mambo, wordpress, ...

07/08 — 05/09

utoku

* WEBnet/Cesnet2 0:0 esovanyp  [potet
Hadani hesla 135 691
RFI 7 047

e P okraéuj eme Manag.er u.pload 1628
SQL Injection 2712
Directory traversal 48
Directory traversal + LFI 4
Ostatni 33 923




e Velikost: 150 IP, 2 aplikace
* Nelinkovan do GYM




» No GYM > Cista sada generickych pokust

* HIHAT neumi multipart/form-data > tcpdunip
» FexShell - WinWorm : @
 JShell/job — remote shell/admin 4 |

e PokraCujeme



‘Program Home | =|

Server Information

File System i
Server Name peilza gustem commands
Serwver port =6 Database_
Configuration
03 Linux 2.6.21 About program
......... Enxit
The ocurrent uszer name
™ . tiroot BFEEN -
g current uszer directory o
REEEE
The current user working directory FEEE i . cz
Ea 3 s i
Frocedures relative path HE%E’?%D 0
Program absolute path 1BIERY; Limx 2,6, 21, Tserv 1386
HNetwork Protocol “:‘Fﬁ'ﬁﬁEJF':g _—
Server software wersion information LEEPEE -
3 i [l
LK i s
JDE wersion éﬁuﬁﬁFIﬂEEﬁ Fopney red fwebapps Spoecad
JDE installation path 2 AR T e ‘iob3. jsp
A P -
AVA Tirtual Machai i f th o r g )
J trinat Tashine version o © FEFRRERT RIS S d Aweb appe el /0b3. jap
TJAVWL Virtual Machine Name R T HTTE/1. 1
JAVL class path BEEHHEES Apache Tomcat/6.0. 16
TDERAA 1.6.0_06
TDEEFTHERER Fusr /lib/ i/ java—G-sun-1. 6. 0. 06/ jre
TJAVA loaded library search path TAVAEIH AR A 1.0
J'E?P,Ew\;m% Tava HotSpot(TM) Serwer VN
TAVAHEREIS st e dibinbootetrap, jar
JAVA temporary directory fusr A1ib/ i java—G-sun-1. 6. 0. 08/ jre/1ib
. f1886 fzerver: fusr /1ib/ v/ javaBsun-
JIT compiler name 1.6.0.06/jre/11b/1386: fusr /Lib/jm/java
hl ] ]
. 2 G-sun—1.6. 0. 08/ jre/. . /1ib/1386:
Expansion of the directory path TATAER N B RS Al i eproduct 10, 2.0/client 1
FRER SR s/product/10. 2.0/client_1
Clisnt Tnf #idbe/1lib: fusr/iava/packages//1ib/1i386:
o1 e flib: fusr /1ib
lent ES=
JavallERTBHE S peed ftemp
Service machine name —n
TITRiIFE5E
i}
i S EERE fusz /1ib/jvn/ java—6-zun-1.6.0. 06/ jre/Lib
Fequest method Ak fext: fusr fjava/packages /1ib/ext
EFREE
EFN ML 7%, 160,87, 113
R&5NEES . 160,97, 113
AFPa
BEAA, http

HAZsERTE &



LR IES R i

SRR AR S ES b

HHERE AR SRR
SRR RS
HHERFET
SRS

* Jscript
* Jdbc type 4

 Traceback

HiEE -

Job vs r57

Database
Databaze Connection Type ESGLSEwerDatabaaet]
Database Server Addreszs SQLServer Database
MySgl Database
Databaze zerver port Oracle Databasze
Database username DBZ2 Database
ODBC Data Source
Databaze paszsword
Databaze Name
Connection ][ Fe=et l
==== === €l ========——=———=5tring (1027)

<script language="javascript":>
hotlog js="1.0";:
hotlog r=""+math.random()+"&353=81606&im=1&r="+escape (document.referrer)+"&pg="+esc:
document.cookie="hotlog=1: path=/": e ——
hotlog r+="&c="+ (document.cookie?"y":"n");
</script>
<script language="javascriptl.l">
hotlog js="1.1":
hotlog r+="&j="+(navigator.javaenabled()2"y":"n")
</script>
<script language="javascriptl.2">
hotlog js="1.2";
hotlog r+="&wh="+screen.width+'x'+screen.height+"&px="+(((navigator.appname.subst:
</script><script language="javascriptl.3">
hotlog js="1.3"
</script>
<script language="javascript">
hotlog r+="&js="+hotlog js:
document.write ("
<a href='http://click.hotlog.ru/?81606"' target=' top'>
<img "+" srec='http://hitd.hotlog.ru/cgi-bin/hotlog/count?"+hotleg r+"&' border=l
. ]
</script>
<noscript>
<a href=http://click.hotlog.ru/?8160¢ target= top>
<imgsrc="http://hitd.hotlog.ru/cgi-bin/hotlog/count?s=81600&im=1" border=0width=""
</noscript>"



RFI

h 2 webserveru

= 4000

=

5
B 3sm
[
[

3000

2500

2000

e Download

1000 " -

* Report

mmmmmmmmmmmmmmmmmmmmmmmmmmmmmmm
DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD
DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD

Z:a obdobi 03/2008 — 03/2009
Celkem 31 228 (WEBnet:0, Cesnet2:18 :)

Ziskanych vzorku 5 234

Pokracujeme, natrénovat podle J2EE HIHAT




FOUND EFI ATTACKER IN CESNET:

147.228.4.20 at 147.228.0.0/14:
26/0ct/2009:12:16:37+0100 147.228.4.20 A aChe RFI
http://seminare.fav.zcu.cz/prehled-udalosti/l.atom
4b1505083da296e9d66bd29523calct

GET/~bodik/atom/atomZrss.php?source=http://seminare.fav.zcu.cz/prehled-udalosti/l.atom
/var/log/apacheZ/access.log

FOUND RFI SCRIPT IN CESNET:
http://seminare.fav.zcu.cz/prehled-udalosti/l.atom at 147.228.0.0/14:
25/0ct/2005:12:16:374+0100 147.228.4.20
http://seminare.fav.zcu.cz/prehled-udalosti/l.atom
4b1505083dal%e6efdeobdi8523calce
GET/~bodik/atom/atomZrss.php?source=http://seminare.fav.zcu.cz/prehled-udalosti/l.atom
/var/log/apache2/access.log

Total: 13 attackers
i Caomar e apache rf1 report.sh
94 . 236.23.242: - -
211.223.201.177:
209.126.189.35:
210.51.180.8¢6:
203.252.50.80:
208.85.214.167:
%1.121.64.10:
13%.142.180.81:
203.246.79.115:
147 .46.234.66:
212.115.201.232:
147 .228.4.20:
189.41.71.127:

= b
o

[l L ¥ ¥ S W I Y I SV Y Y BN o R
-}

Total: 11 included URLs

1 in Cesnet
31: http://www.koreadefence.net/data/shirchige/zfxid.txt??
15: http://photoworld.com.ua////zfxidl.txt?
http://nic.bupt.edu.cn/media/idl.txt??
http://www.museum—mputantular.com//BhoK/ip.txt?27?
http://www.kannunci.it/case/apache.jpg??
ftp://ftp.ikec.or.kr/pub/cmd22?
http://hana.nef-i.co.kr/pds/zfxidl.txt??
http://home.covenantberks.org/language/chi.txt??
http://www.daxx.net/recipe/baner.txt?
http://seminare.fav.zcu.cz/prehled-udalosti/1l.atom
http://www.inaneponderings.com/plugins/system/ask.txt?

I—‘I—‘'2.-\21'i..\-'l|-lhn-lhl.'.l'llﬁ‘n'~.'f.:I



rucni korekce a tridy
* Info, (Web | mail ) dropzone
* Iframe injection

* Backdoor tool

e Bot exec

* Pbot, pbotmap

Mazev kategorie

Pocet vzorku

exec 21
defacingtool 45
tools 34
c99 62
fileletool 70
ra7 69
massmailer 122
genericprobe 610
maildrop 558
userfinger 100
safemode 75
dynamicprobes a7
staticprobes 29
genericprobewithmaildrop 20
webdrop (5]
empty 3
error 4
misc 12
bin 13
404 15
rss 26
htrml 58
spam 2277
Celkem 234
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lince

Velikost DB
e SSL :gmanua

. BASE

200000

* searchp2p.sh

300000

200000

* PokraCujeme doplikove ==

ET MALWARE Suspicious 220 Banner on Local Port
ATTACK-RESPONSES id check returned root

kon (100Eth vs DWDM)

+ emergingthreats)
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 COIRERETPE soubort

* Pouze 3 malware (ClamAYV)

e Opustili jsme, umistime na lepsi misto




i na 25/tcp
0 >report

e Za obdobi 02/09 — 05/09
e WEBnet/Cesnet2 99:0

Pocet

i YANA

I
mmmmmmmmmmmmmmmmmmmmmm

mmmmmmmmmm
DDDDDDDDDDDDDDDDDDDDDD

* Pokracujeme, rozSifime (ssh,win,...)

» Karanténa (walled garden)



ulace

‘hihat, apache rfi, spamsearch.pl

er, honeytrap
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incidentu WIRT

PAen server

* Europen.cz — Buffer overflow
* Europen.cz — Bezpecnost dnes v 7:00 rano

* BlackHat report (civ, cesnet csirt-forum)
e Knihy — Meziknihovni VS g9

* ReSené incidenty .
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cile

cesni reakce, znalosti

osti (literatura, konference) \/
 Prostfedky (Xen server)
e Provozn€ 2 — 3 systemy

* Reporting a reakce

* Vymeéna ziskanych dat




avani v NetFlow
* sshsearch2.pl, winsearch.pl

* Automatické odpojovani

* LaBrea IPv6

e Vizualizace (Conti ...)
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VIRT chtél nastroj pro detekci napadenych PC

e Zacit incidentim predchazet

e Naucil se problematiku

e Zlepsil stavajici nastroje

» Zvysil bezpecCnost sit¢ WEBnet
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