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Introduction and context

Diabetes
° Type 1, 2 and others

We focus on Type 1 Diabetes
° Autoimmune
o Manifests in early childhood
° Insulin treatment
o Currently requires a substantial amount of wearable electronics

https://diabetes.zcu.cz/



https://diabetes.zcu.cz/

Diabetes treatment

Insulin (Type 1, newly even for type 2)
° Insulin pen

° Insulin pump
o Subcutaneous

o Intradermal

Antidiabetic drugs (Type 2)




Insulin dosing

Bolus
o Manual

Basal
o Manual

o Automatic

° How?




Measurement

Glucose concentration
° In blood

o Glucometer

° Sporadic
o Subcutaneously
° CGM sensor

o ,continuous”




Typical ,setup”

Sensor

Insulin pump

Glucose sensor

_ and transmitter Infusion set
Infusion set

Controller (device)
o Optional
o Resides between the pump and the sensor
> Mobile phone, smart watch

Discussion: Lots of wearable devices, how

does it influence patient’s mental state (e.g.,
in Children patients)? Source: https://diabeteson.com/technical-devices-that-improve-risk-factors-care-and-quality-of-life/



Closed control loop =2 artificial pancreas
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Controller development

Certified
o the correct and safe one“

DIY
> ,the immediatelly deployed one”




DIY

Last 15-20 years

Patients themselves develop a treatment loop
o ,Gluing together” a number of components

o Algorithm prototyping

Is not a subject of certification

Risks vs. advantages?




DIY in diabetes treatment

OpenAPS
° open-source, JavaScript, Python

o oref0 algorithm

AndroidAPS
° open-source, Java
o Runs the oref0 algorithm (JavaScript)

Loop
o iOS variant, Objective-C (later Swift)



OpenAPS

mHealth?

Wearable electronics?

Safety?
° Old, deprecated devices

o JavaScript
o What if it fails?




OpenAPS - failure

How do we detect and/or solve a failure?

OpenAPS code does not look like a safe code...

ff 38 is an xDrip error state that usuwally indicates semsor failure

f# 8ll other BG wvalues between 11 and 37 mg/dL reflect non-error-code BG values, so we should zero temp for those

if (bg <= 18 || bg === 3% || noise »>= 3} { //Dexcom is in ??? mode or calibrating, or xDrip reports high noise
rT.reason = "CGM is calibrating, in 72 state, or noise is high";

H

if (minfgo » 12 || minAgo < -5) { // Dexcom data is too old, or way in the future
rT.reason = "IFf current system time "+systemTime+" is correct, them BG data is too old. The last BG data wes reasd "+minAgo+"m ago at "+bgTime;

ff if BG is too old/neisy, or is changing less than 1 mg/dL/5m for 45m, cancel any high temps and shorten any long zero temps

T else if ( bg > 6@ &% glucose_status == @ &% glucose_status.short_avgdelta » -1 && glucose_status.short_avgdelta < 1 && glucose_status.long_avgdelta > -1 &
if ( glucose_status.last_cal && glucose_status.last_cal <« 3 ) {

rT.reason = "CGM was just calibrated”;
b oelse {
rT.reason = "Error: CGM data is unchanged for the past ~45m";
H
H
if (bg <= 1@ || bg === 32 || noise »>= 3 || minAgo > 12 || minAgo ¢ -5 || ( bg > 6@ &% glucose_status == @ && glucose_status.short_avgdelta > -1 && glucose_:

try {

Co nSOIe Ioggl ng iobArray.forEach{function(iobTick) {

...80 lines of code...
T catch (e) {

console.error("Problem with iobArray. Optional feature Advanced Meal Assist disabled™);

No attempt of recovery after failure




rT.predBGs = {};
I0BpredBGs . forEach(function(p, i, theirray) {

[ ] [ ]
O p e n A P W | ‘ ‘ n Ot fa I ‘ ’ theArray[i] = round(Math.min{481,Math.max(39,p))1);
; N
[ ]

for (var i=I0BpredBGs.length-1; i » 12; i--) {
if (IOBpredBGs[i-1] !== IOBpredBGs[i]) { break; }
else { I0OBpredBGs.pop(l); }

b

,OpenAPS cannot fai AR

o Rea”y? 1a5tI08predBG=rounc(I0EpredBGs [I0BpredBGs. length-11);
ZTpredBGs. forEach(function{p, i, theArray} {
theArray[i] = round(Math.min({481,Math.mex(39,p)));
b H
for (i=ITpredBGs.length-1; i > 6; i--) {

Ill

o Statement supported by ,tens of thousands of run-time“

// stop displaying ZTpredBGs once they're rising and above target

We can partially avoid failure by verification e ety e eroesente) || Troredsterts < target by < brenks 3
> OpenAPS has not been verified , sy

rT.predBGs.ZT = ZTpredBGs;

> To be verifiable, the code needs to be prepared for it LestZTpredBG=round(ZTpredBGs [ZTpredsGs  Lengen-11);
if (meal_data.meslCOB > @) {
»Spaghetti“ code of appx. 1600 lines of JavaScript certainly does not look aC0BpredBGs . forEach (Function(p, i, theArray) {
||ke |t is prepared thedrray[il = round(Math.min(£81,Math.max(39,p)));
s
for (i=al0BpredBGs.length-1; 1 » 12; i--) {
if {a(0BpredBGs[i-1] !== aC0BpredBGs[i]) { break; }

else { aC0OBpredBGs.pop(); }

¥
if (meal_data.meslCOB > @ && ( ci » @ || remainingCIpeak > @ )) {
C0BpredBGs.forEach(function{p, i, thelArray) {
theArray[i] = round({Math.min{481,Math.max{39,p)));
B
for (i=CO0BpredBGs.length-1; 1 » 12; i--) {
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All systems

Wearable electronics
° Requires a communication protocol (network)

DIY systems use old, deprecated hardware
° A number of exploits in the protocol
° Buggy
° No warranty
° Who is responsible for injuries?

o Patient sets it up on his/her own

o A physician (diabetologist) tolerates the use, sometimes even encourages it



Too much insulin due to sensor failure

[ ]
D | Y SySt e I I I S a | ‘ scottleibrand commented on 18 May 2019 Contributor @ aen

‘We received an Adverse Event report today (via private message to @AdrianLxM) of a user running OpenAPS orefQ version
0.6.2, with CGM data from Libre/LimiTTer/xDrip+, who received excess insulin due to failure to detect a failing sensor. The
event in guestion did not result in hypoglycemia or any other negative health outcome, but could have done so if they had not

noticed the problem and removed the failing sensaor.

In fact, pretty often

> A selection of recent issues in the OpenAPS repository

Insufficient testing (Cl/CD)
Contradictory control rules .y

L stevebell117 commented on 12 Mar 2019 » edited - Contributor | (Z) e«

tzachi-d ted on 2 Dec 2018
achi-dar commented on 2 Dec Describe the bug

Installing the newest oref(, the ns-status that's being uploaded to N5 is breaking the "devicestatus” collection due to including

Describe the bug a "uploader: {}" empty hash on a non-uploader entry.
It seems that today, too much insulin was dosed in the morning. (at 07:55) for example.

To Reproduce
Not possible, but | have the data needed | think.

Expected behavior guimkwon commented on 1 Jan @ -
A much smaller basal rate .

Bugs in code due to
Screenshots The communication between rig and pump fails when BG level goes below 68 mg/dl. | see BG levels below 68 mg/dl on the
Will be attached. As one can see: pump screen fine. However, no BG reported on nightscout and putty shows 'BG too old' error. When BG goes up above 70 H H H H
at 07:55 BG was 82, (and going up in jumps of 9). mg/dl, everything goes back to normal; looping works and BG reported on nightscout. Please see nightscout screen shot Its u n m a I nta I n a b I I Ity
target bg is 110. below.

basal = 0.4
sensitivity factor = 100.
So, very naive, since we are below target no basal should be issued.

. : , Silent failure of OpenAPS
Weird runtime requirements

dcacklam commented on 14 Apr Contributor | () =--
o dcacklam commented on 24 Jun 2021 Contributor @ s

Describe the bug

Describe the bug
When OpenAPS attempts to set a basal of 6u/hr or higher, the actual command sent to the pump sets the basal to 0.

OpenAPS will not run autotune unless the rig is on at 0405 local time.



‘Il

DIY systems falil

Drainer2002 opened on Jun 15 - edited by Drainer2002 Edits ~

My rig was completely working fine for years already. today morning, | rebooted the rig and the light in-between the port turned on

for couple of minutes and then turned off. every time | rebooted it, it did the same thing. | connected the rig to my computer and it H a rd Wa re Wea rs O ut’ n O CO nti n u O u S d ia g n Ostics

hangs at starting kernel.....

Please help (SEIf'teStS, POST )

Pump treatments are 12 hours in the future #1263

L

old-square-eyes cpened on May 27 - edited by old-square-eyes Edits ~  Contributor *** AUthOrS havenlt COhSIdEFEd tlmezones
(local times) at all!

I'm new but after days of digging and asking online and reading the docs I'm stumped.

oref0-setup.sh fails on npm global-install #1145

Q

rkresha opened on Nov 17, 2022 - edited by rkresha Edits ~  Contributor

This was from a week ago or so. This was also a fresh flash of jubilinux 3.0. Other rig with existing setup was able to install just fine

(also jubilinux 3.0). I've tried some of the fixes that folks mention, such as removing package-lock.json, trying the install repeating, U Sed tec h n 0 I Ogies a re h a rd to m a i nta i n

adjusting npm proxy, nothing seems to help. @PieterGit may have insight around whether the changes to package.json may be the

cause. Trists from the (g brench and prone to dependency-related errors




According to what is DIY ,,safe™?

As users of a patient-driven technology, OpenAPS users are self-reporting improved A1C, day-to-day

glucose levels, and quality of life. Safety features important to individuals with diabetes are perceived to be

embedded into OpenAPS technology. Twitter analysis provides insight on a patient population driving an
innovative solution to improve their quality of diabetes care.

hours. In this highly selective population, user self-reporting suggests OpenAPS is much
safer than standard pump with CGM therapy, measured by time spent in hypo- and
hyperglycaemia, with no self-reports of severe hypo- or hyperglycaemic events 34.

OpenAPS is designed to be, and has been, far safer than standard pump/CGM therapy, as measured

by duration of hypoglycemia and hyperglycemia, with no reports of severe hypo or hyperglycemic

Discussion and Conclusions: Closing the loop with OpenaAPS in people with T1D is effective in
L]

decreaSinﬁ Alc and %TIHypo, without any serious adverse event. Of note, these results were

obtained with people who showed a good baseline metabolic control (A1c of 7.17%). However,

we need to study OpenAPS implementation on a larger sample of people with T1D and with a

DIYPS' and the #0penAPS project. " The dangers posed to patients from the do-it-yourself artificial

pancreas may not be from individuals with malice, but rather from users with an excess of enthusiasm and a

shortage of knowledge and experience.

https://doi.org/10.1177/1932296818795705

https://doi.org/10.1111/dme.13816

https://openaps.org/2016/06/11/real-world-use-of-open-
source-artificial-pancreas-systems-poster-presented-at-
american-diabetes-association-scientific-sessions/

https://dx.doi.org/10.1177%2F1932296816665635

https://doi.org/10.2337/db18-993-P

https://doi.org/10.1177/1932296815583334




Physicians love DIY

Most physicians only see the results
> Results are mostly good

Psychological aspect?

,ends justify the means?“, knowingly ignoring technical imperfections




Requirements for mHealth devices

Algorithms are formally correct
> Verification

o Thorough testing within precisely bulit scenarios
° in-silico (pre-clinical)

° in-vivo (clinical)

Fault-tolerance and recovery
> Fault-tolerant properties
° Verification

Security

Lifecycle
o warranty, updates, regular technical maintenance, ...



Certification

FDA (USA), EMA (Europe)

Very difficult process
° Long

o Years of work (paperwork and additional work towards formal requirements)

° Expensive
o Even tens of millions $

o Laborious

Certified devices can guarantee certain degree of safety and correctness



Classification of medical equipment (FDA)

1. Class|
o Minimal to no risk, do not directly affect patient’s health

o E.g., fitness bands, thermometers, ... even bandages and similar

2. Classll
o Moderate risks, may affect patient’s health
o E.g., blood pressure meter, insulin pump (open-loop), glucometer, ... even scalpels and needles

3. Class i
o High risk, affects patient’s health, may cause serious injury or even death

o E.g., automatic insulin pump (closed-loop), CGM sensor, pacemaker, ... even cochlear implant and
joint replacement



2y U.S. FOOD & DRUG

ADMINISTRATION

Equipment approval

1. Class|
o Register your product by the FDA

°  Some exceptions may include additional paperwork

2. Class i

o Performance and effectivity is evaluated; even on market, they require collecting feedbacks and
monitoring (for adverse effects and similar)

o Devices must have a unique serial number, patients must be registered

3. Class i
o Must undergo exhaustive testing and verification process
o Clinical studies with large number of participants
° Intentionally is a long process

o If there is a bug in device code or hardware, the longer time, the greater probability of failure



Verification of algorithms and devices

Systematic testing of all possible states and validating responses

Simple example:
o Two-parametric controller

o Cartesian product of stepped parameter values in some (safe) boundaries
o Metric evaluation on a number of scenarios
o Attempt to identify ,faulty” combinations

Alternatively, the implementation might be verified formally/mathematically (like the selL4 kernel)
o This is rarely possible



S| m p | e exa m p | e Z‘S_BetaPID— adaptive PID controller

2.0+

e 3 controllers, all having 2 parameters
* Only 2 of them have visible safe regions

Default basal insulin rate [U/hr]

1.0F
* Legend:
* Red - probably lethal ol
* Yellow — edge case, potentially dangerous
* Green —the best the controller can do 0 , | | | | . . . |
0 0.2 0.4 0.6 0.8 1.0 1.2 1.4 1.6 1.8
Regulator gain (unitless)
LGS — treatments standard, certified OpenAPS/oref1 — DIY
25 2.5
2.0 20
S 1.5 ? 15
E 1.0 é 1.0
0.5 S 0.5+
0 1 I 1 | 1 0 L | | L ! | I 1 )
1.0 2.0 3.0 4.0 5.0 6.0 7.0 8.0 0 0.2 0.4 0.6 0.8 1.0 1.2 1.4 1.6 1.8

Low-glucose threshold [mmol/L] Insulin sensitivity factor [mmol/L*U]



Wearable devices

Mobile phone, smart watch, fitness bands, but also CGM sensorts and more

A lot of sensors
o Lots of data

° Lots of possibilities

Accelerometer
Magnetometer

Ambient light sensor

GPS

Heartbeat sensor
Electrodermal activity sensor
Blood pressure sensor
Oxymeter




Wearable devices - data

Personalized medicine?
° Treatment model personalization

Telemedicine?
> Physicians always have recent data
o A parent always sees recent data of his/her child

Development of new physiological/treatment models?
o Datasets for initial cross-validation



Hasici testuji novy chytry oblek. Umi
véci jako ze superhrdinského filmu

18.12.2017

V Regionalnim inovaénim centru elektrotechniky (RICE) pii Fakulté

elektrotechnické Zapadodeské univerzity dokonéili projekt vivoje
Lodlehéeného® chytrého zésahového odévu, ktery dostal jméno
smartPRO2. Oblek budou nynf testovat hasii a v priib&hu pifistiho roku by

mél byt uveden na trh.

Not exactly a recent trend

o
o

a)

Development of electronics-enhanced clothes
o Health monitoring
o Work assistance, safety

o Cool effects

Smart Shirt

INTEGRATED HEART SENSORS
1-Lead ECG

INTEGRATED RESPIRATORY SENSORS

Dual Channel respiratory ce plethysmography

INTEGRATED ACTIVITY SENSOR
3-Axis Accelerometer

\

A

and sends it to a special app via Bluetooth for analysig*




Wearable devices - data

Problems?




SmartCGMS

Framework designed and implemented on our department

Signal analysis framework and architecture

Built in such a way, that it may reach production qualities
° Fault-tolerance

Verifiability
Simplicity
Stability
Multi-platform

(o]

o

o

o

o

Effectivity, low-power

Supports simulations and real-time use




SmartCGMS

Implementation split into modules of various types
° Filter
° Model
° Signal
o Solver
° Metric

o

Every module can be verified separately
o Simplifies the verification process

New module = verification of a single module
° It is not necessary to verify the whole system

From simulation to real-world in just a few steps
o Matter of a single module swap



SmartCGMS

Linear connection of filters

Message passing (,,from left to right”)

Uziv. vstup, struct TDevice Event ({
inzulinu Senzor _Inz. Pumpa I. Model Model GUID device_id;
® Cte, kolik pumpa Vypoget aktivniho Vypoget aktivnich GUID signal id;
. skuteéné davkovala inzulinu a jeho cukr a jejich =,
Cte IG ze senzoru inztulinu vstfebavani vstfebavani double device time;
int64 t logical time;
uint64 t segment id;
union {
Filtr #5 Filtr #6 Filtr #7 Filtr #8 Terminini double level;
filtr IModel Parameter Vector* parameters;
Model Regulétor InZPUmpa 1. ViZUaIiZace wstr container*® information;
Vypocet IBR na Ovlada inzulinovou —

> Vypocet davky

bolusového inzulinu

zakladé znamych
signalu

pumpu, nastavuje
IBR

Vizualizuje pribéh

mérfeni a lécby

}i

}i




SmartCGMS

Fulfills a role of the back-end — framework, set of components and SDK

Front-ends
> gpredict3 — science and development

o

SmartCGMS Mobile — patient monitoring

o

Games - Icarus has Diabetes, DiaAdventure

o

Pump-Trainer — education of newly diagnosed patients

o

Web simulator — WASM-based online simulator




SmartCGMS — gpredict3

Signal generator - GCT model v2
Signal mapping - delivered insulin basal rate -> requested insulin basal rate
Signal error - Interstitial glucose vs, GCT model v2 - Interstitial glucese

Signal mapping - GCT madel v2 - COB -> Null (discards the events)

Signal mapping - GCT model v2 - 108 -> Null (discards the events)

Signal mapping - Heartbeat -» Null (discards the events)

Signal mapping - Electrodermal activity -> Null (discards the events)

Signal mapping - GCT madel v2 - Blood glucose -» Null (discards the events)
Drawing

HealthKit dump reader filter
Impulse response filter

Log

Native Scripting

Pattern ist. prediction
Signal decoupling

Signal error

Signal feedback

Signal generator

Signal generator (netwark)
Signal mapping

Signal statistics

Signal value masking
Signal value unmasking
Sin/Ces |G/BG generator
White noise generator filter

Move up I [ Move down [ Remove I Configure

16

- o B 5 & &8 =

Glucose Level [mmol/L] , Insulin[U], Insulin Rate[U/Hr], Carbohydrates[0.1%g]

~

108
Insulin activity

requested insulin b

Hyperglycermja

Hypoglycemia

Null (discards the events)

Carbohydrate intake

0 GPredict3 (SmartCGMS) - C:\Programy\gpredict3\win22\compiled\RelWithDeblnfo\gct2_playground.ini - [Filters window] - o
M3 File Tools Window Help _lax

Applied filters Availabie fiters (B GPredict3 (SmartCGMS) - C:\Programy\gp . gct2_play - [Simulation window] - X
Db Reader Calculated signal @ File Tools Window Help -8 x
Signal mapping - delivered insulin bolus -» requested insulin bolus CSV File Log Replay
Signal mapping - delivered insulin basal rate -> requested insulin basal rate Db Reader Solve
Signal mapping - Physical activity -> Null (discards the events) Db Reader (legacy) Clarke's Grid  Parkes' Grid Mobile - Insuiin
Signal mapping - Skin temperature -> Null (discards the events) Db Writer
Signal mapping - Air temperature -> Null (discards the events) Db Writer (legacy)
Calculated signal - Physical activity detection, Physical activity detection - Detected physical activity Dizbetes Error Grids 2
Signal mapping - Physical activity detection - Detected physical activity -» Physical activity Drawing Inersttal gucnse

File Reader R

31.12.2019 23:00

T T T T
4.1.2020 7:00 5.1.2020 3:00 5.1.2020 23:00 6.1.2020 19:00
Time [day. month. year hour:minute]




MmartCGMS — Mobile

16:38 Y @

(B smartcoms D)

2 i @

16:39 ) @

B} smartcGMs

BLOOD GLUCOSE (mmol/L

3 i @

o

16:39 Y @

iB) SmartcGMS

2 i @

0,

16:58 ) @

3 e '@

< Sensor connection

6:00 9:00 12:00 15:00 18:00 Manufacturer: Medtronic, Inc.
12,49 »
ol //d Model: MMT-7821WW
Last measurement Serial No.: GT7219309M
0
Transmitter status Connected
N/A 12,57 is
mmal/1 p— B e Sensor status: Sensor connected
TOTAL INSULIN (U)
2.0 Sensor expires nedéle 21. Gnora 2021,
Estimated blood glucose Predicted glucose (30min) on: 12:03:08
1.0
Calibration status: N/A
0.0
N/A TOTAL CARBOHYDRATES (g) Calibration pondéli 15. Unora 2021,
Ui 1 expires on: 20:27:06
Battery status N/A

Basal insulin rate No background task

#l @ o &

Forget sensor




SmartCGMS — Icarus has Diabetes




SmartCGMS — DiaAdventure

Monday
forenoon

Diabetes, mellius

fuve besic types fype 1and ﬁﬂfu .
elovated glucose lovels.in body Liston to the teacher

Taks an exam

Take o lecture

Teacher: It manifests with elevated glucose levels in your body, which is bad for you.




SmartCGMS — Pump-Trainer (old

585 mmellL
7.18 mmol .
0.0%

20%

BLOOD GLUCOSE (mmol/l)
6:00 9:00 12:00 15:00 18:00

11

TOTAL CARBOHYDRATES (g)
66

33

0
TOTAL INSULIN (U)
2.0

1.0

ees 000000008 00essses seee oe°® o0an




SmartCGMS — Pump-Trainer (new

Simulation

m BLOOD GLUCOSE (mmol/L)
3:00 6:00 9:00 12:00 15:00
15

TOTAL INSULIN (U)

4.9 2
|
‘,
[ .
2.0 — —,,,7,,J

TOTAL CARBOHYDRATES (g)

33
16
Y I
Current glucose Current carbohydrates on board Date and time Daily routine timeline
0:00 3:00 6:00 3:00 12:00 1500 18:00 2100 000
12,2 o 28,6 ¢ 14:13 wesnesaay L E 3 -
1413

current insulin on board Remaining minutes Working

B

129 minutes i ,}




SmartCGMS — Web simulator

300 14.0
State
Current time Wed 17:09 20 130
eCurrentIG 4.5 mmol/L 260 120
®Llast meal CHO 111.8¢g
#Proteins 27.5 g 240 11.0
eFats 35.1g 220
® Last heartrate 89 bpm 100
200
Controls 90
= - 180
® 1 minute @® 1 hour 4 until meal a0 l
Upcoming meal content 160
® CHO [g] ® Proteins [g] ®Fats [g] 0 70
6.5 174 57 60
120
100
40
80
60 0
40 20
@ 969 @ 9 o 06 ¢ @
20 1.0
) 0.0
Mon 11:00 Mon 19:00 Mon 03:00 Tue 11:00 Tue 1%:00 Tue 03:00 ‘Wed 11:00 ‘Wed 19:00 Wed 03:00 Thu 11:00 Thu 19:00

since 2025 SmartCGMS development team, diabetes
Prediabetes patients were identified with this study: Cha, P, Kim, 1, Bent, B., & Dunn, J. (2023). BIG |DEAs Lab Glycemic Variability and Wearable Device Data (version 1.1.2). PhysioNet. RRID:SCR_007345. https//doi.org/10.13026/zthx-5212




Thank you for your attention

Questions, discussion, ...

Martin Ubl
ublm@kiv.zcu.cz



