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Debugging

code debugging

® any native-code debugger can be used
® MSVS debugger

® gdb

® |Idb

preferably a high-level one — C4++ support
® e.g., name mangling

® recognition of (polymorphic) types
. e

within the course — MSVS debugger
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Debugging

® code debugging

® debugging information stored in the binary or separately
® MSVS bundles a .pdb file
® gcc/clang on GNU/Linux embed it into the binary

® debugging information formats
°* DWARF

PE/COFF

stabs
OMF
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Debugging

® code debugging
® debugging information

® function/method names
variable types
mapping of binary code to source code
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Debugging

debugger

loads debugging information

® registers itself with the operating system for the given program

allows:

® instruction breakpoints
data breakpoints
data watch
memory modification
and more...
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Debugging

instruction breakpoint

often with hardware support — debug registers

or purely software-based — inserting instructions

stops program execution at the given instruction (before it)
signals the debugger

can be conditional (then significantly slows down program
execution)

Figure: Instruction breakpoint set in MSVS
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Debugging

® data breakpoint

® allows stopping program execution when a memory value
(variable) changes

New Data Breskpoint

Cancel

Breakpoints
New~ X .‘ .r) G mns = Search:
Name Labels Condition Hit Count

main.cpp, line 15 break always
When '0x00000027B16FF728' changes (8 bytes)
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Debugging

Microsoft Visual Studio

The following breakpoint was hit:

‘When '0x00000027B16FF728' changes (8 bytes) in process ‘test.exe’

® data breakpoint

e disadvantage: addresses change, so it is necessary to set an
instruction breakpoint at a place where we already know the
address and only then add a data breakpoint
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Debugging

® watch

® view of a piece of memory during debugging
® makes sense during stepping

® shows current memory values

® automatic watch
® the debugger deduces what might be of interest

® manual watch

Value

Figure: Automatic watch in MSVS
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Debugging

Watch 1

Name Value
@ values[10] 10
W values[25] 25

Figure: Manual watch in MSVS
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Debugging

® conditional instruction breakpoint
® 3 condition can be set as a Boolean expression or a hit count

® when the breakpoint is hit, the condition is checked, and
execution breaks if it is satisfied

Figure: Conditional instruction breakpoint in MSVS
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Debugging

® memory values can be changed at runtime when the program is
paused

Figure: Editing memory in MSVS
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Debugging

e MSVS also recognizes composed types
® their internals can be “expanded” and edited here as well

0 [capacity] 63
[allecator] allocator

5 (0] =

@ [1]

@ [2]

@ [3]

Figure: Editing memory in MSVS
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Debugging

® custom objects can also be inspected

Figure: Editing memory in MSVS

KIV/CPP - Programming in C++ 14/21



Debugging

e Edit and continue

® under certain circumstances, a paused program can be modified,
recompiled, and its code replaced at runtime

® it is necessary to switch the debugging information format to /ZI

Additional Include Directories
Additional Zusing Directories

Ci\Progrem Leak {

—
g Program Database for Edit And Continue /7)) |
Support Just My Code Debugging ™

juage RunTime Support

Yes (/nologo)
Level3 UW3)
MNo (/W)

Figure: Setting the debugging information format in MSVS
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Debugging

e diagnostic tools

® heap profiler

Diagnostic Tools v RXx
& B a’hm
Diagnostics session: 0 seconds (1 ms selected)
42ms 44ms.
4 Events
m

4 Process Memory
§ 100

4 CPU (% of all processors)
10

Summary Events Mer e CPUUsage

Events
Show Ev
Memory Usage
T2 pshot
& Enable heap profiling for n

CPU Usage
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Debugging

® continue — continue execution
® pause — pause the program at the given moment
® stop — stop the program
® restart
® stepping
® step into — enter a function

® step over — step to the next line of code
® step out — continue until returning from a function

P Continue = |
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Debugging

® inspection of the call stack state
® it is possible to switch to any nesting level within a function call
® switching thread contexts

® multithreaded programs allow observing different thread
contexts as well

3640] Main Thread Stack Frame: TransformValue

nValuelint val) Line 14

nt arge, char * * argv) Line 35
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Debugging

runtime assertion
#include <assert.h>
assert(...) macro

it contains a condition; if it is not satisfied, the operating system
is signaled

® \Windows — after choosing “Retry"”, the signal can be passed to

the debugger

assert (count

Microsoft Visual C++ Runtime Library

[6 Debug Error!

gram: C:\Programy Misctesttest\x6\Debughtest.exe

abort() has been called

(Press Retry to debug the application)

[ Bierusit Opakovat Ignoravat

== b5 && "Count_is,incorrect");
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Debugging

® a debugger can also be attached to another process
® it does not have to be a process started from Visual Studio (or

gdb, .

)

e successful debugging requires debug symbols (PDB, ...)

Attachto Process 7 X
Connection type: Default v
Connection target: DESKTOP-BILB3KU v Find...

Connection type information
The default connection lets you select processes on this computer ora running the Visual
(MSVSMON.EXE).

Attach to: Automatic; Native code Select...

Available processes

i Select Window Filter processes P~
Process D Title Tpe UserName Ses... Command Lin A
conhost.exe 36468 Console Window Host ®64 DESKTOP-BILB3KU\u... 1 \TACAWINDO!
conhost.exe 7620 Console Window Host ®64 DESKTOP-BILB3KU\u... 1 \TACAWINDO!
crashpad_handlerece 36976 Crashpad_handler x4 DESKTOP-BILE3KUW.. 1 "CAProgram Fi
crashpad_handlerece 10324 Crashpad_handler x4 DESKTOP-BILE3KUW.. 1 "CAProgram Fi
crashpad_handlerece 10040 Crashpad_handler X6 DESKTOP-BILE3KUwi. 1 "CAProgram Fi
ctfmon.exe 223 CIF Loader X6 DESKTOP-BILE3KU\wi.. 1
devenv.exe 25156 gpredict3 - Microsoft Visual Studio Pr... Managed (v4... DESKTOP-BILB3KU\u.. 1  "CA\Program Fi
devenv.exe 2388 IDEG-DisTrainer - Microsoft Visual St..  Managed (v4... DESKTOP-BILBKUlu.. 1 "CAProgram Fi
KTC 1
M

[ show processes for all users

CIsh @ Automatic refresh Refresh
ow process tree
Attzch Cancsl
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Debugging

® a debugger can also be attached to a “remote” process

® over the network on another PC (SSH, ...)

® in WSL

® in the cloud (Azure)

® interpreting another supported language (Javascript, Python,
® to other environments (Unity, Unreal Engine, gemu, ...)
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